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ASA and Firepower in ACIGoran Saradzic, Security Technical Marketing Engineer
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• ACI Introduction
 • Cisco Advanced Security – ASA and FirePOWER
 • Inserting Advanced Security into ACI
 • ASA and FirePOWER Service Graphs
 • APIC and ASA Multiple Contexts
 • High Availability – ASA Clustering and Failover
 • Advanced Integration Features
 • Conclusion
 Agenda
 SECURITY
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ACI Introduction
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Application Centric Infrastructure
 Embrace open systems, APIs, and abstracted models to benefit any type of workload
 Robust Transport - Nexus9000 Switch Fabric Centralised Management - APIC
 Endpoint Group (EPG):
 A collection of endpoints, either
 virtual machines or physical
 servers, with the same policy
 Contract:
 A set of rules governing
 communication between
 endpoint groups
 Service Chain:
 A chain of L4-L7 services
 inspecting traffic between
 endpoint groups
 Programmability:
 Northbound API to script
 full network creation, with
 L4-L7 services
 Orchestrate networking
 and L4-L7 Services
 Add any hypervisor or
 physical workloads
 Controls CLOS of N9ks
 VLAN pooling
 Any subnet anywhere
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L4-L7 Devices
 Logical/Concrete
 Consumer EPG
 “Users”
 Provider EPG
 “Files”
 Leaf Nodes
 Spine NodesACI Fabric
 L3Out EPG
 “Outside”
 Virtual Leaf
 (AVS)
 ACI Nomenclature
 APIC
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ACI Fabric Building Blocks
 Spine Nexus9000 Switches – MP BGP Control Plane
 Leaf Nexus9000 Switches – Distributed Anycast GW
 Service GraphsEnd Point Groups
 L3 or L2
 Outs
 10G
 40G
 1G
 40G
 10G10G 1G
 40G
 Virtual or Physical L4-L7 DevicesVirtual or Physical Workloads
 40G 40G 40G
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Logical Model OverviewTenant “University”
 PN “Engineering” PN “Business”
 Subnet 172.16.1.0/24
 Subnet 172.16.2.0/24
 …
 Subnet 172.16.10.0/24
 EPG
 Web
 EPG
 App
 Bridge Domain 172
 Subnet 10.1.1.0/24
 EPG
 DB
 Bridge Domain 10
 Policy “HTTP”
 Policy “SQL”
 Subnet 10.1.1.0/24
 Subnet 10.1.2.0/24
 …
 Bridge Domain 100
 EP
 G
 App
 EP
 G
 Web
 EP
 G
 DB
 Policy “HTTP”
 Policy “SQL”
 Infr
 astr
 uctu
 reA
 pps
 Service Graph can only be
 installed between two
 different Bridge Domains
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Cisco Advanced Security
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Cisco ACI and Cisco Advanced Security
 • Addresses key DC challenges: threat-centric, visibility, compliance
 • Only complete Before, During, and After approach to threats
 • Industry’s most comprehensive threat intelligence with TALOS
 • Highest rated Next Generation Intrusion Prevention System*
 • Highest rated Breach Detection System – 99.2% effective**
 Cisco ACI + Cisco Advanced Security Advantages:
 *NSS NGIPS SVM Report, April 2015. **NSS Breach Detection SVM Report, August 2015..
 Centralised Policy
 Automation
 Secure Multi-Tenancy with Whitelisting
 Attribute-Based Microsegmentation
 VM-Based Segmentation
 Industry Compliance
 Standards (PCI)
 vm vm vm
 ACI Group Policy
 APIC integration
 Threat-Centric
 Protection
 Deep traffic inspection
 Real-time Threat
 Intelligence
 Forensic Analysis
 APIC
 Dynamic Workload
 Quarantine
 Cisco Advanced Security – ASA / Firepower / AMP
 Native ACI Security
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Cisco ASA Firewall and Management Features
 Cisco ASA
 Cisco ASA
 9.5
 1G/10G/40G ports, max 1024 VLAN tagged sub-interfaces
 Failover active/standby and Clustering active/active high-availability models
 Embedded Firepower Services (AVC, NGIPS, URL-filter, AMP)
 SDN (Cisco APIC) and traditional (Cisco ASDM and Cisco Security Manager)
 management tools
 Dynamic routing includes Open Shortest Path First (OSPF), Enhanced Interior
 Gateway Routing Protocol (EIGRP), and Border Gateway
 Protocol (BGP)
 IPv6 inspection support, Network Address Translation (NAT) 66, 46, and 64
 REST API for programmed configuration and monitoring
 Cisco TrustSec® Policy Enforcement Point (PEP) with security group tag
 (SGT)-based access control lists (ACLs), plus inline-tagging capable
 Zone-based firewall, Equal-Cost Multipath, Policy-based routing, VxLAN
 support (VTEP)
 Multiple Context for customer segmentation (max 250 contexts)
 LAN-to-LAN and RA VPN (AnyConnect and Native RAVPN clients)
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Cisco FirePOWER Features
 Cisco FirePOWER
 Cisco
 FirePOWER
 6.0
 Configurable Fail Open Interfaces
 Connection / Flow Logging, Network, User, and Application Discovery
 Traffic filtering / ACLs and Fastpath
 NSS Leading IPS Engine
 Comprehensive Threat Prevention
 Security Intelligence (C&C, Botnets, SPAM etc.)
 Blocking of Files by Type, Protocol, and Direction
 Basic DLP in IPS Rules (SSN, Credit Card etc.)
 Access Control: Enforcement by Application and User
 Switch, Routing, and NAT Options
 URL Filtering, Malware Blocking, Continuous File Analysis, Malware
 Network Trajectory
 Firepower Management Console (aka. FireSIGHT or Defense Centre)
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Security Application Convergence
 FirePOWER
 • Threat-centric NGIPS
 • AVC, URL Filtering for NGFW
 • Advanced Malware Protection
 2ASA
 • L2-L4 Stateful Firewall
 • Scalable CGNAT, ACL, routing
 • Application inspection
 1
 Firepower Threat Defense (FTD)
 • New converged NGFW/NGIPS image
 • Full FirePOWER functionality for NGFW/NGIPS deployments
 • ASA Datapath with TCP Normalizer, NAT, ACL, dynamic routing, failover functions
 3
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Cisco Advanced Security Toolkit
 SOHO/Teleworker Branch Office Internet Edge Data CentreCampus
 ASA SM (Cat6500)**(16-20 Gbps,300K conn/s)
 ASA 5545-X(1-3Gbps, 30K conn/s)(1Gb NGFW/NGIPS)
 ASA 5585-X SSP20(5-10 Gbps, 125K conn/s
 (3.5Gb NGFW/NGIPS, 5K VPN)
 ASA 5585-X SSP10 (2-4 Gbps, 75K conn/s
 (2Gb NGFW/NGIPS, 5K VPN)
 ASA 5505** (150 Mbps, 4K conn/s)
 ASA 5585-X SSP40(10-20 Gbps, 240K conn/s
 (6Gb NGFW/NGIPS, 10K VPN)
 ASA 5585-X SSP60(20-40 Gbps, 350K conn/s
 (10Gb NGFW/NGIPS, 10K VPN)
 ASAv**(1-2Gbps, 60K cps, VPN)
 ASA 5555-X(2-4Gbps, 50K conn/s)(1.25Gb NGFW/NGIPS)
 ASA 5525-X(1-2Gbps, 20K conn/s)(650 Mb NGFW/NGIPS)ASA 5512/15-X
 (1-1.2Gbps, 15K conn/s)(150-250 Mb NGFW/NGIPS)
 ASA Cluster 2-16x(320-640Gbps, 2.8M CPS, 96M conns)
 (>100Gbps NGIPS/NGFW)
 ASA 5506(W/H)(750 Mbps, 5K conn/s)
 (125 Mb NGFW/NGIPS)
 Firepower9300 (3xSM36 ASA code)
 (145-240Gbps, 1.2M CPS, 55M conns)
 ASA 5516-X(1.8 Gbps, 20K conn/s)(450 Mb NGFW/NGIPS)ASA 5508-X
 (1 Gbps, 10K conn/s)(250 Mb NGFW/NGIPS)
 NGIPSv(600Mbps NGIPS)
 ** Platform runs ASA code, no FirePOWER features
 Firepower4100 (4140 ASA code)
 (30-60Gbps, 350K CPS, 25M conns)
 FirePOWER 7000/8000 (8350 stack of 4, FirePOWER code)
 (60Gbps NGIPS)
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Simplifying Deployment Scenario
 ASA + FirePOWER (SFR)
 ASA Code
 FirePOWER Service
 SFR Code
 One Appliance – Two Images
 Firepower Threat Defense
 One Appliance – One Image
 Firewall URL Visibility Threats
 ASA Appliance
 FirePOWER Appliance
 Network Stitching or
 ACI Service Graph Chain
 Two Appliances
 Two Management Consoles
 1
 2
 2
 1 3
 Two Management Consoles One Management Console
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Cisco ASAv General Availability
 Get multiple-hypervisor support with traditional network interaction modes using any virtual switch.
 Day 0 and Any Virtual Switch
 vSwitch or dvSwitch
 Cisco® AVS
 Cisco Nexus® 1000V
 (no vPath), Open vSwitch
 Cisco® ACI Integration
 KVM
 Cisco ASAv qcow2 image
 KVM 1.0 Virtio driver
 KVM
 VMware
 vSphere client, ovftool, and
 vCentre OVF Config Dialog
 VMware ESXi 5.x, 6.x, Fusion
 E1000
 Hyper-V
 Hyper-V Manager and
 PowerShell deployments
 Generation 1 guests
 Microsoft
 Windows
 Vmware
 Public Cloud
 AWS marketplaceAmazonWeb Services
 Azure MarketplaceMicrosoft
 Azure
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Cisco Virtual FirePOWER and Management Console
 Cisco Virtual FirePOWER Sensor and Multi-device Firepower Management Console
 VMware
 vSphere client, ovftool, and
 vCentre OVF Config Dialog
 VMware ESXi 5.x, 6.x, Fusion
 E1000
 NGIPSv
 FMC
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Cisco Virtual Firewall and NGIPS Features
 Cisco Virtual ASA and FirePOWER
 Cisco ASAv
 Removed clustering and
 multiple-context mode
 Cisco ASAv
 10 vNIC interfaces, VTEP, and VLAN tagging
 Virtualisation displaces multiple context and clustering
 Failover active/standby high-availability model
 New SMART Licensing model (One ASAv license)
 Parity with all other Cisco® ASA platform features
 Cisco FirePOWERv
 Virtual Sensor for the Hypervisor environment
 Virtualisation prevents fail-to-wire and fastpath
 Inline L2 or tap traffic deployment
 The same licensing model: Control, URL Filtering, and AMP
 licensesRemoved Fail-Open,
 Fastpath, Routing, and NAT
 Cisco
 FirePOWERv
 6.0
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Inserting Advanced Security into ACI

Page 20
                        
                        

Cisco Security Features in the ACI Fabric
 NGFW / NGIPS / AMP
 ASA(v)FirePOWER(v)
 FMC
 FilteringFiltering in Hardware
 • No-Trust Fabric
 • Distributed Stateless
 Filtering (whitelist)
 • QoS & real-time metrics
 Stateful FW Inspection
 • Traditional Firewall
 • Dynamic Pin-Holes
 • Add TrustSec PEP
 • Micro-app + URL filtering
 • SSL decryption (physical)
 • Intrusion Prevention
 • Malware Protection
 • Layer 3-4 ACL
 • Hardware Assist on
 Physical
 Nexus9000
 Layer 1 – 4
 Policy
 Layer 4 – 7
 Policy
 Leverage Service Graph
 • Stitch-in FW, IPS, LB
 • SPAN to Monitor Traffic
 Filtering in Software
 • Layer 2–4 ACLs (2M)
 • Dynamic Routing
 • FHRP with Clustering
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Service Automation Through Device Package Device PackageDevice Specification
 <dev type= “f5”>
 <service type= “slb”>
 <param name= “vip”>
 <dev ident=“210.1.1.1”
 <validator=“ip”
 <hidden=“no”>
 <locked=“yes”>
 Cisco APIC – Policy Element Device Model
 Device-Specific Python Scripts
 Cisco APIC Script Interface
 Script Engine
 APIC Node
 • Service automation requires a vendor
 device package. It is a zip file
 containing− Device specification (XML file)
 − Device scripts (Python)
 • Cisco® APIC interfaces with the device
 using device Python scripts
 • Cisco APIC uses the device
 configuration model provided in the
 package to pass appropriate
 configurations to the device scripts
 • Device script handlers interface with
 the device using its REST or CLI
 interface
 Device Interface: REST/CLI
 Service Device
 Service automation
 requires a vendor device
 package. It is a zip file
 containing
 Device specification
 (XML file)
 Device scripts (Python)
 Device Manager Console
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ASA and FirePOWER in Application Centric Infrastructure
 ASA5585-X
 Divert to SFR FirePOWERv FirePOWERASAv30
 ASAv10
 ASAv5
 Firepower
 Management
 Console
 (FMC)
 ASA5500-X
 Divert to SFR
 ASA Device Package FirePOWER Device Package
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Cisco Security Device Packages
 ASA 1.2 Device Package
 GoTo (Routed FW)
 GoThrough (Transp. FW)
 ACL, DPI, Netflow, Syslogs, TrustSec
 L3out Dynamic Routing (BGP/OSPF)
 Dynamic Update EPG ACL
 Active / Standby Failover
 Divert to embedded Firepower
 FirePOWER 1.0 Device Manager
 Package
 GoThrough (L2 NGIPS)
 Inline Sensor
 APIC orchestrates Data Plane
 FMC installs policy on Sensors
 Access Control / NGIPS Policy
 Show real-time Events
 Advance Malware Policy
 APIC Managed Service Graph APIC Unmanaged Service Graph
 APIC orchestrates the service graph on
 Nexus leaf switches
 Security devices (ASA, FirePOWER, of
 FTD) are managed using CLI, REST-
 API, or purpose-built management
 tools (ASDM, CSM, FMC), and we now
 must match unmanaged service graph
 settings (plug into configured ports, and
 match interface static/dynamic VLANs)
 Run Any ASA or Fire(power)
 Platform, Code, and Features
 Partial orchestration: APIC controls
 networking and policy on fabric leaf
 switches but not L4-L7 devices
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Cisco Security in ACI Integration Models
 Data Plane to ACI Fabric Data Plane to ACI Fabric
 Threat Policy Configuration
 Visibility and
 Real-Time AlertsNetflow and Syslogs
 FirePOWER 5.4 Device Manager Package
 ASA with FirePOWER FirePOWER
 FirePOWER 6.0 Services
 Embedded Module
 ASA Device Package
 Access Policy ConfigurationService Graph Segmentation
 Fully Managed ASA Device Partially Managed Firepower Device
 Lancope
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ASA Pre-Config for APIC Discovery!GoTo mode is default, while GoThrough must be setup
 firewall transparent
 !Cluster must be setup manually before registering FW w/ APIC
 cluster interface-mode spanned
 !Enable SSL Connectivity from APIC to ASA devices
 interface Management0/0
 nameif management
 security-level 100
 ip address 10.10.0.33 255.255.0.0
 !Enable ASA http server and login credentials
 aaa authentication http console LOCAL
 http server enable
 http 0.0.0.0 0.0.0.0 management
 username admin password <device password> encrypted privilege 15
 !Route needed to reach APIC, plus crypto key
 route management 0.0.0.0 0.0.0.0 10.1.0.1 1
 aci-asa1# sh crypto key mypubkey rsa
 Key pair was generated at: 13:45:59 UTC Jul 16 2014
 Key name: <Default-RSA-Key>
 Usage: General Purpose Key
 <snip, ensure presence of a default key available for SSL server>
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BD1
 BD2BD1
 BD2
 • Routed Mode (Go-To)
 • Transparent Mode (Go-Through)
 ASA(v) Service Graph in the ACI Fabric
 EPG App
 EPGDB
 ASAGraph B
 10.0.0.0/24
 Tenant B
 External Internal
 EPG Web
 EPG App
 Graph A10.0.0.0/24 10.0.0.1 20.0.0.1 20.0.0.0/24
 Tenant A
 External Internal ASA
 Bridge Domains need
 flooding turned on, to
 allow ASA to see and
 bridge packets between
 two EPGsBVI 10.0.0.10
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• Routed Mode (Go-To)
 BD2BD
 1
 EPG Corp
 EPG WebASA
 Graph A
 10.0.0.1 20.0.0.1
 Tenant A
 L3out - External L3out Internal
 OSPF/BGPOSPF/BGP
 SVI SVI
 10.0.0.2 20.0.0.2 200.0.0.0/24
 201.0.0.0/24
 202.0.0.0/24
 203.0.0.0/24
 100.0.0.0/24
 101.0.0.0/24
 102.0.0.0/24
 103.0.0.0/24
 ASA(v) Dynamic Route Peering with ACI Fabric
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BD2BD1
 • Transparent Mode (Go-Through)
 FirePOWER(v) Service Graph in the ACI Fabric
 EPG App
 EPGDB
 FirePOWER(v)
 Graph C
 10.0.0.0/24
 Tenant C
 External Internal
 Bridge Domains need to
 flood, to allow the Sensor
 to see and pass the
 packets between two EPGs
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ASA and FirePOWERService Graphs
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ASAv Service Graph – vNIC Pairs
 vNIC2 vNIC3
 Vlan 100 Vlan 200
 Vlan 300 Vlan 301
 web app
 consumer
 SG portgroupprovider
 SG portgroup
 ASAv
 ASA 1.2 Device Package
 GoTo (Routed FW)
 GoThrough (Transp. FW)
 Dynamic Update EPG ACL
 L3out Dynamic Routing
 (BGP and OSPF)
 ACL, DPI, Netflow, TrustSec
 Active / Standby Failover
 vCenter
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FirePOWERv Service Graph in ACI
 Port-group
 podA | SG | internalPort-group
 podA | SG | external
 Inline Set
 inlineA1
 Access Control
 IPS, File (AMP)
 zoneA-internal zoneA-externalFMC
 FMC
 APIC
 Device
 Package
 vNIC2 vNIC3
 Choose VLANs: 200 internal, 300 external
 Create access port-groups matching VLANs, attach to
 vNICs, and add to given security zones
 Create Inline Pair and add in both security zones
 Tenant PodAweb app
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ASAv and FirePOWERv in a Service Graph Chain
 Vlan 100 Vlan 200
 AppDB
 consumer providerconsumer
 Vlan 302 Vlan 303Vlan 300 Vlan 301
 APICASAv vSensor
 FMC
 ASA 1.2 Device Package
 GoTo (Routed FW)
 GoThrough (Transp. FW)
 Dynamic Update EPG ACL
 L3out Dynamic Routing
 (BGP and OSPF)
 ACL, DPI, Netflow
 Active / Standby Failover
 Firepower 1.0 Device
 Manager Package
 GoThrough (L2 NGIPS)
 Inline Sensor
 FMC AC Policy, Events,
 NGFW, NGIPS, and AMP
 vNIC2 vNIC3 vNIC2 vNIC3
 provider
 Can mix virtual and physical L4-L7
 services in same service graph
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ASA5585 with SFR in a Service Graph – vPC
 Po1.300 Po1.301
 Vlan 100 Vlan 200
 App1DB
 providerconsumer
 class firepower_class_map
 sfr fail-close
 SFRNGIPS policy
 ASA
 ASA5585 with SFRAPIC
 Vlan 1100
 App2 VM
 vPC4
 Contract app-to-db
 service-graph ASA1
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FirePOWER 7000/8000 Service Graph in ACI
 s1p2.200 s1p3.300
 Virtual Switch
 vipairA1
 (switched interface)
 Access Control
 IPS, File (AMP)
 zoneA-internal zoneA-externalFMC
 FMC
 APIC
 Device
 Package
 s1p2 s1p3
 Choose VLANs: 200 internal, 300 external
 Create matching VLAN sub-interfaces
 and add to given security zones
 Create virtual switch and add in both security zones
 Tenant Aweb app
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FTD with Unmanaged Service Graph – vPC
 Po1.300 Po1.301
 Vlan 200
 Campus Network
 Web
 providerconsumer
 Firepower 4100 / 9300
 Firepower Threat Defense Image
 APIC
 vPC4
 Contract out-to-web
 service-graph FTD1
 Vlan 300 Vlan 301
 FMC
 Vlan 100
 NGFW protections at the perimeter of the ACI Fabric
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APIC and ASA Multiple Contexts
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ASA Multi-Context - Virtualised Firewalls
 VFW 1 VFW 2 VFW 3 VFW 4
 Go-ToRouted
 Go-ThroughTransparent
 Go-ToRouted
 Go-ToRouted
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System Context:
 Physical ports assigned
 Defining ASA User Contexts in SystemAdmin Context:
 Remote root access and
 access to all contexts.
 Assign to Tenant Common
 Virtualised Firewalls:
 Contexts are
 assigned to Tenants
 VFW1
 VFW2
 VFW250
 Admin
 System
 !Reboot is required to change mode to multi-context
 ASA1/act# show mode
 Security context mode: multiple
 !Assign a MAC prefix to all context interfaces
 mac-address auto prefix <MAC prefix>
 !Declare and create an admin context
 admin-context admin
 !
 context admin
 allocate-interface Management0/0
 config-url disk0:/admin.cfg
 !Create user/Tenant contexts, and their Mgmt interface
 context VFW1
 allocate-interface Management0/0
 config-url disk0:/pod1.cfg
 context VFW2
 allocate-interface Management0/0
 config-url disk0:/pod2.cfg
 …
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Pre-Configuring All ASA Contexts for APIC Access
 !Enable SSL Connectivity from APIC to ASA Contexts
 interface Management0/0
 nameif management
 security-level 100
 ip address 10.10.0.33 255.255.0.0
 !Route may be needed to reach APIC
 route management 0.0.0.0 0.0.0.0 10.1.0.1 1
 !Enable ASA http server and login credentials
 aaa authentication http console LOCAL
 http server enable
 http 0.0.0.0 0.0.0.0 management
 username admin password <device password> encrypted privilege 15
 ssl cipher default custom "DHE-RSA-AES256-SHA256"
 !Generate a crypto key, done in exec mode
 aci-asa1/vfw250# crypto key generate mypubkey rsa
 Management Interface:
 Must use “management”
 nameif for APIC to find a
 given IP in the context
 SSL and AAA method:
 Enable ASA SSL server,
 authentication, user, and type
 of ciphers to use with APIC
 Crypto key:
 Generate a crypto key for each
 ASA context.
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Context A MGMT IP1pre-config
 Context B MGMT IP2pre-config
 Context C MGMT IP3pre-config
 interface Port-channel2.500
 VLAN 500
 interface Port-channel2.501
 VLAN 501
 context A
 allocate-interface Port-channel2.500
 allocate-interface Port-channel2.501
 change-to context A
 interface Port-channel2.500
 nameif consumer_internalA
 ip address 10.1.1.1 255.255.255.0
 security-level 100
 …
 APIC programs interfaces for user Context via CLI:
 Context Admin
 MGMT IP0pre-config
 System Context
 User Context
 System Context
 ASA Multiple-Contexts with Service Graphs
 Device 1 has IP
 and interfaces of
 the active contextA
 Device 2 is IP and
 interfaces of the
 standby contextA
 Cluster is IP and
 interfaces of the
 active admin
 context
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HA - ASA Clustering
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Configuring ASA ClusterCluster Spanned Mode:
 Convert ASA into a special
 spanned cluster mode, by first
 clearing all config. Set MAC prefix
 Define CCL:
 Create a cluster control plane. CCL
 Port-channel is recommended in
 LACP mode (mode active)
 Cluster Group:
 Defines cluster-wide (health,
 cLACP, console-replicate, key,
 conn-rebalance) and per-ASA unit
 (local-unit, cluster-interface, site-id,
 and priority) parameters.
 !It is recommended we clear config and start clean
 clear config all
 !Change to Spanned interface mode, reboot required or do force
 cluster interface spanned
 !Mac-address auto prefix for unique MACs on interfaces
 mac-address auto prefix 7878
 !Configure Cluster Control Link, Port-channel 22
 interface Gig0/0
 channel-group 22 mode active
 no shutdown
 !Cluster group configuration in System Context
 cluster group fw
 local-unit asa1
 cluster-interface Port-channel22 ip 2.2.2.1 255.255.255.0
 priority 1
 console-replicate
 health-check holdtime 3
 health-check data-interface auto-rejoin 3 5 2
 health-check cluster-interface auto-rejoin unlimited 5 1
 clacp system-mac auto system-priority 1
 enable
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ASA5585 with SFR in a Service Graph – Cluster & PC
 Po1.300 Po1.301
 Vlan 100 Vlan 200
 App1DB
 providerconsumer
 class firepower_class_map
 sfr fail-close
 SFRNGIPS policy
 ASA
 Active / Active High Availability Clustering Solution with Fabric Leaf vPC
 ASA5585+SFR
 Cluster HA
 Scale to 16-nodes
 Pay-as-you-grow
 APIC
 Vlan 101
 App2 VM
 vPC4
 Contract app-to-db
 service-graph ctx1
 Best practice active/active
 deployment scenario.
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CL MASTER CL SLAVE CL SLAVE CL SLAVE ASA x Node Cluster
 ASA Port-Channel 32
 ASA Port-Channel 40
 CL MASTER CL SLAVE CL SLAVE CL SLAVE ASA x Node Cluster
 Using Leaf vPCs and ASA Spanned Cluster PCs
 VPC PEER LINK
 Nexus 9000 VPC 32Cluster Data Plane
 Cluster Control Plane LACP – Local Port Channels
 1 2 3 4
 cLACP – Spanned Port Channel
 N7K VPC 41N7K VPC 40 N7K VPC 43
 N7K VPC 42
 1 2 3 4
 Create EPG for
 ASA-CCL with
 Static Paths and
 Untagged VLAN
 APIC
 ASA spanned VPC
 is added to L4-L7
 logical device
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ASA Cluster in a Service Graph – Multi-Context & SFRActive / Active HA best practice with fabric leaf vPC and embedded FirePOWER
 ASA
 Device
 Package
 ASA1 Master ASA2 Slave
 Po1.300
 Po1.301
 vPC3
 Service-graph to
 ASA context pod1
 Pod1on ASA1Master
 FMC
 Po1.300 Po1.301
 inline asa
 Access Control
 NGIPS, File (AMP)
 pod1-zone-in pod1-zone-out
 FMC configures NGIPS Policy on Both SFR Modules
 Inspects a slice or all traffic redirected from ASA to SFR
 Provides threat visibility and inline protections
 Registered
 Firepower
 Sensors
 Embedded
 in ASA5585
 APIC orchestrates Tenant pod1 network and security with
 ASA data plane multi-context segmentation, and policy
 that can redirect for inline or promiscuous Firepower inspection
 APIC
 Pod1on ASA2In Sync
 CCL Po22
 vPC
 4
 vPC
 5
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ASA Spanned Cluster– Data Plane
 Spine-201Leaf-101 Leaf-102
 ASA1
 Master
 ASA2
 Slave
 1A
 ASA cluster service graph: APIC creates ASA data plane VLAN sub-
 interfaces on the PC or vPC attached to ASA master. ASA Master syncs
 config to slaves. APIC does not configure or monitor ASA slave units.
 vPC1
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ASA Cluster L4-L7 Device
 ASA cluster
 master
 Admin context
 registers to APIC
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ASA Spanned Cluster– Data Plane
 Spine-201Leaf-101 Leaf-102
 ASA1
 Master
 ASA2
 Slave
 1A1B
 Not a valid deployment scenario!
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ASA Spanned Cluster– Data Plane
 Spine-201Leaf-101 Leaf-102
 ASA1
 Master
 ASA2
 Slave
 1C
 Lacks leaf redundancy.
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ASA Spanned Cluster – Control Plane
 Spine-201Leaf-101 Leaf-102
 ASA1
 Master
 ASA2
 Slave
 2AvPC1 vPC22A
 EPG for CCL: All ASA control ports (vPCs or PC
 or Interfaces) must be pre-configured in the same
 CCL EPG to allow ASAs to talk.
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ASA Cluster Control Link in APIC EPG
 Must allow ASAs to communicate of the Cluster Control Link.
 Create and EPG for CCL and add individual vPCs for each ASA, add a
 static VLAN and ensure it is Untagged.
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ASA Spanned Cluster – Control Plane
 Spine-201Leaf-101 Leaf-102
 ASA1
 Master
 ASA2
 Slave
 2A2B
 If a leaf goes down, so does the
 connected ASA, failover sync drops
 PC1 PC2
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ASA Spanned Cluster – Control Plane
 Spine-201Leaf-101 Leaf-102
 ASA1
 Master
 ASA2
 Slave
 2A2C
 No leaf or port redundancy
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HA - ASA Failover
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Configuring ASA Failover inside APIC
 Sub-second Failover
 Needs msec Hold Times
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ASA with SFR in a Service Graph – Failover & PC
 Vlan 100 Vlan 200
 App1DB
 SFRNGIPS policy
 ASA
 Active / Standby High Availability Failover Solution with Fabric Leaf vPC
 ASA5585-X with SFR
 Failover HA
 APIC
 Vlan 101
 App2 VM
 Active Standby
 Po1.300 Po1.301
 vPC4 vPC5
 providerconsumer
 Contract app-to-db
 service-graph ctx2
 Link/Lan
 Best practice deployment
 active/standby scenario.
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ASA Failover Service Graph – Multi-Context & SFRActive / Standby HA best practice with the ACI fabric leaf vPC, with FirePOWER
 ASA
 Device
 Package
 ASA Primary ASA Secondary
 Po1.300 Po1.301
 vPC4 vPC5
 Service-graph to
 ASA context pod1
 Failover
 Link/Lan
 pod1Active
 FMC
 Po1.300 Po1.301
 inline asa
 Access Control
 NGIPS, File (AMP)
 pod1-zone-in pod1-zone-out
 FMC configures NGIPS Policy on Both SFR Modules
 Inspects a slice or all traffic redirected from ASA to SFR
 Provides threat visibility and inline protections
 Registered
 Firepower
 Sensors
 Embedded
 in ASA5585
 pod1Standby
 APIC orchestrates Tenant pod1 network and security with
 ASA data plane, HA, multi-context segmentation, and policy
 that can redirect for inline or promiscuous FirePOWER inspection
 APIC
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ASA Failover Active / Standby
 Spine-201Leaf-101 Leaf-102
 ASA1
 Primary
 ASA2
 Secondary
 1AvPC1 vPC2
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ASA Failover Active / Standby
 Spine-201Leaf-101 Leaf-102
 ASA1
 Primary
 ASA2
 Secondary
 1B
 PC1 PC2
 Lacks leaf redundancy.

Page 60
                        
                        

ASA Failover Active / Standby
 Spine-201Leaf-101 Leaf-102
 ASA1
 Primary
 ASA2
 Secondary
 2G0/0
 G0/1 G0/1G0/0
 No leaf or port redundancy.
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ASA Failover L4-L7 Device – Context Admin
 Tenant Common
 admin Context
 Active IP
 Tenant Common
 admin Context
 Standby IP
 Admin Context
 Active IP
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ASA Failover Active / Standby
 Spine-201Leaf-101 Leaf-102
 ASA1
 Primary
 ASA2
 Secondary
 Failover Link/Lan
 3
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ASA Failover Active / Standby
 Spine-201Leaf-101 Leaf-102
 ASA1
 Primary
 ASA2
 Secondary
 4
 EPG for Failover link/lan: ASA failover ports
 must be added as static bindings (paths)under
 failover EPG(s) to allow ASAs to talk.

Page 64
                        
                        

ASA Failover Links Connect to Fabric via EPG
 Failover LAN interfaces for
 both ASA units placed into
 fover_lan EPG,
 Static VLAN - Untagged
 Failover LINK interfaces for
 both ASA units placed into
 fover_link EPG,
 Static VLAN - Untagged
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Advanced Integration Features
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Dynamic Update to EPG Object-Group
 webConsumer
 appProvider
 ACE
 192.168.10.200192.168.20.200
 Object-group
 192.168.10.101
 New
 192.168.10.102
 New
 object-group network __$EPG$_podA-myapps-app
 network-object host 192.168.10.101
 network-object host 192.168.10.102
 access-list access-list-inbound extended permit tcp any object-group __$EPG$_podA-myapps-app eq www
 2: APIC create object-group for the EPG.
 1: Enable “Attachment Notification”
 on function connector internal.
 3: APIC add new endpoints to object-group
 (192.168.10.101, 192.168.102)
 APIC dynamically detects new endpoint,
 ASA subscribes to attach/detach event,
 and ASA device package automatically
 adds EPs to object-group
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Dynamic Security with Trustsec on ASA in ACI
 App EPG
 ISE
 ACI Fabric
 Corp EPG
 Marketing
 Engineering
 Corp →App: Allow, Redirect to ASA
 All Other : Drop
 Policy Contract
 Source Destination Action
 Engineering Any Allow
 Any Any Deny
 [SGT 333]
 SXP
 Campus users in Corp EPG
 get tagged to groups by ISE
 Coarse filtering: ACI Policy Contract
 allows all traffic from campus to DC
 application, redirects to ASA
 ASA learns group mappings
 through SXP protocol Fine filtering: ASA permits only
 Engineering to access application
 from campus based on group
 3
 1
 2 4
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Outside Network
 WAN Internal
 DB EPG/BDApp EPG/BDWeb EPG/BD
 ASA and Firepower in ACI Training – LABSEC-1005
 Web host App host DB host
 ASAv5
 outside
 ASA5525 Cluster
 Routed L3FW Context
 Dynamic Routing to vPC
 GoTo
 ASA5525 Failover
 Routed L3FW Context
 GoTo
 Virtual ASAv plus
 FirePOWER
 Inline NGIPS
 GoThrough
 Outside host
 L3out2 L3out1
 L3out3
 ASA Cluster ASA Failover
 IP 10.1.0.101 IP 10.1.0.102
 SVI/Subnet 10.1.0.2
 IP 10.2.0.103
 10.1.0.1 10.2.0.110.40.0.10
 10.40.0.1
 10.50.0.10
 10.50.0.1
 10.60.0.1
 10.60.0.10
 Source: 10.70.0.101Destination: 10.1.0.101
 10.70.0.1
 10.70.0.101
 Src: 10.1.0.101Dst: 10.1.0.102
 Src: 10.1.0.102Dst: 10.2.0.103
 ASAv5
 insidevSensor
 Dynamic
 Routing with
 ACI Fabric
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ASA L3out Integration – Dynamic Routing
 Outside host
 10.70.0.1
 OSPF neighbours
 leaf13850
 ASAv5leaf1
 Web host
 10.1.0.10110.70.0.101OSPF neighbours
 leaf2
 ACI Fabric WAN1 ACI Fabric pod1network – Web BD / EPGOutside Network
 leaf1
 leaf1 leaf2
 OSPF neighboursFabric to outside
 leaf2
 asa-clu-externalOSPF area 0
 export 10.70.0.0/24
 import 10.1.0.0/24
 External Routed Networks
 L3out / ASA L3 attach
 asa-clu-external
 asa-clu-internal
 wan-out
 asa-clu-internalOSPF area 0
 import
 10.70.0.0/24
 export 10.1.0.0/24
 wan-outOSPF area 2
 import 10.70.0.0/24
 ASAv-outsideOSPF area 2
 export 10.70.0.0/24
 Tenant pod1 out-to-web
 Fabric
 Perimeter
 ASA
 Cluster
 APIC orchestrated ASA dynamic route peering to ACI leaf over vPC
 L3out2 L3out1
 L3out3
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Conclusion
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Benefits of ASA and Firepower in Cisco ACI
 NGIPS engine that detects the most
 threats in NSS tests. FMC provides
 centralised policy deployment and
 real-time visibility into threats
 Stellar Threat Protection and Leading Efficacy
 Cisco® ACI Fabric
 Policy Contract
 Cisco ACI fabric does stateless load-
 balancing; firewall cluster resolves
 asymmetry and scales with state, HA,
 elasticity, and embedded NGIPS
 Stateful Capacity Scaling
 Link aggregation with LACP; VLAN
 insertion into Cisco ACI; full
 interoperability with fabric leaf nodes
 Universal Attachment
 Same feature set in both physical and
 virtual form factors; consistent
 performance across platforms
 Portable Architecture Identify and block malicious traffic; Allow monitor-only and reduced inline
 inspection where most applications are known, optimising on use of resources
 while providing necessary visibility
 Balance Security and Performance
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Q & A
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Complete Your Online Session Evaluation
 Learn online with Cisco Live!
 Visit us online after the conference
 for full access to session videos and
 presentations.
 www.CiscoLiveAPAC.com
 Give us your feedback and receive a
 Cisco 2016 T-Shirt by completing the
 Overall Event Survey and 5 Session
 Evaluations.– Directly from your mobile device on the Cisco Live
 Mobile App
 – By visiting the Cisco Live Mobile Site http://showcase.genie-connect.com/ciscolivemelbourne2016/
 – Visit any Cisco Live Internet Station located
 throughout the venue
 T-Shirts can be collected Friday 11 March
 at Registration
 http://www.ciscoliveapac.com/
 http://showcase.genie-connect.com/ciscolivemelbourne2016/
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Thank you
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Resources
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Cisco Security in ACI – Deep Dive, Setup ASA Failover, Multi-contexts, and Clustering
 • https://www.youtube.com/playlist?list=PLvnemMVdgW1s77HuPk04VWwP47Y8EvlQl
 Cisco Security for Private and Public Cloud – How to deploy ASAv, enable REST-API, etc.
 • https://www.youtube.com/playlist?list=PLvnemMVdgW1vOeGp-Dchs-B_FZZv4qAiH
 Links to Video Tutorial Playlists
 https://www.youtube.com/playlist?list=PLvnemMVdgW1s77HuPk04VWwP47Y8EvlQl
 https://www.youtube.com/playlist?list=PLvnemMVdgW1vOeGp-Dchs-B_FZZv4qAiH
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Scaling ACI Security Solutions
 Service Graph (SG)APIC Device Package
 (DP)
 Controller
 Visibility
 Throughput
 Real-World
 Per SG
 ASA5585-SSP60 / SFR-60 ASA DP 1.2 APIC + FMC96Gbps
 (via 16node cluster)
 ASA5555 / SFR ASA DP 1.2 APIC + FMC1.5Gbps
 (via 2node cluster)
 Firepower 8350 FP DP 1.0 APIC + FMC 16Gbps
 Virtual Firepower FP DP 1.0 APIC + FMC 600Mbps
 ASA5585-SSP60 (no SFR) ASA DP 1.0 or later APIC320Gbps
 (via 16node cluster)
 ASA5555 ASA DP 1.2 APIC4Gbps
 (via 2node cluster)
 ASAv30 ASA DP 1.0 or later APIC 1Gbps
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