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About the documentation
 This bookThis book explains how to install and configure Enterprise Vault™.
 Note: Enterprise Vault can be configured for load balancing and high availability. However, the planning of such configurations is beyond the scope of this book. For advice on this topic, contact VERITAS.
 Formats availableThis book is available as HTML Help and as a PDF file on the Enterprise Vault CD-ROM. After installation, the documentation is also available in the Enterprise Vault program folder.
 If required, you can install Adobe™ Acrobat Reader from the Redistributable Software folder on the Enterprise Vault CD-ROM.
 Prerequisite knowledgeTo set up Enterprise Vault, you will need a working knowledge of the following products:
 • Windows® Server 2003 or Windows 2000® administrative tasks
 • Microsoft SQL Server™
 • Microsoft Message Queue Server
 • Microsoft Outlook
 • IIS (Internet Information Services).
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Other documentation
 If you are going to be using Enterprise Vault with Microsoft Exchange Server™ or Microsoft SharePoint™ Portal Server, you should also have a working knowledge of these products.
 ConventionsThe following conventions are used in this book:
 Other documentationThe Enterprise Vault documentation is provided in the Documentation folder on the CD-ROM and, after installation, in the Administration Console help and the in the Enterprise Vault installation folder. Table 1 lists the documentation that is supplied.
 Convention Meaning
 This typeface is used when introducing a new term and for references to other books.
 This typeface is used for dialog titles, labels and buttons.
 This typeface is used for:
 • file names and text file content• examples of what you type in • error text
 Table 1 The Enterprise Vault Documentation Set
 Title Filename
 Introduction and Planning Introduction_and_Planning.pdf
 Introduction_and_Planning.chm
 Installing and Configuring (this book) Installing_and_Configuring.pdf
 Installing_and_Configuring.chm
 Administrator’s Guide Administrators_Guide.pdf
 Administrators_Guide.chm
 10 About the documentation
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Other documentation
 The Microsoft End User License Agreements, in file EULAS.txt, lists the Microsoft End User license agreements for components used in or distributed by Enterprise Vault.
 There is an Enterprise Vault web page at:
 http:/ /www.veritas.com/enterprisevault
 Consult this for the latest information about Enterprise Vault.
 Compliance Accelerator Installing and Configuring
 CA_Installing_and_Configuring.pdf
 Discovery Accelerator Installing and Configuring DA_Installing_and_Configuring.pdf
 Release Notes ReadMeFirst.htm on the CD-ROM and in the Enterprise Vault installation folder
 Application Programmer’s Guide API_Reference.pdf
 API_Reference.chm
 Table 1 The Enterprise Vault Documentation Set (continued)
 Title Filename
 About the documentation 11
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Other documentation
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Upgrading to Enterprise Vault 6.0 SP1
 This chapter describes how to upgrade to Enterprise Vault 6.0 SP1. If you are performing a new Enterprise Vault installation, see the later chapters in this book for details of what to do.
 Note: After you install Enterprise Vault 6.0 SP1 you must run the Configuration Program, even if you are upgrading from Enterprise Vault 6.0. This is because the Configuration Program now adds an Enterprise Vault Directory Service to every server in the Enterprise Vault site.
 IntroductionServers must have Enterprise Vault 5.0 or Enterprise Vault 6.0 installed before you can upgrade to Enterprise Vault 6.0 SP1.
 If you have a version of Enterprise Vault that is earlier than 5.0 then you must upgrade to Enterprise Vault 5.0 before you upgrade to 6.0 SP1.
 You must upgrade the following to Enterprise Vault 6.0 SP1:
 • All computers that are running Enterprise Vault Services
 • All computers that are running the Enterprise Vault Administration Console
 The User Extensions from Enterprise Vault 5.0 and later work with Enterprise Vault 6.0 SP1, so there is no technical reason requiring you to upgrade all client computers immediately. However, new client
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Upgrading to Enterprise Vault 6.0 SP1
 functionality will not be available until you do upgrade. You can upgrade Enterprise Vault clients to 6.0 SP1 from any earlier version of the software.
 It is important that you do the correct preparation and follow the correct installation procedure:
 • Upgrade Enterprise Vault server computers to version 6.0 SP1
 • Upgrade Enterprise Vault client computers to version 6.0 SP1
 Upgrading to Enterprise Vault 6.0 SP1You can upgrade to Enterprise Vault 6.0 SP1 only from one of the following:
 • Enterprise Vault 6.0.
 • Enterprise Vault 5.0. If you have an Enterprise Vault version earlier than Enterprise Vault 5.0 then you must upgrade to Enterprise Vault 5.0 before upgrading to Enterprise Vault 6.0 SP1.
 Note that, at the end of the upgrade, Enterprise Vault archiving tasks will start automatically and, if they are within their scheduled periods, will begin archiving. Depending on the time at which you upgrade, you may want to change the existing schedules so that tasks do not immediately start archiving at the end of the upgrade.
 Removing services that are no longer requiredDuring an upgrade from Enterprise Vault 5.0 to Enterprise Vault 6.0 SP1, existing Archiving, Journaling, and Public Folder services will be converted to tasks and automatically started. Services that have been disabled will be also be converted to tasks and then started.
 If you have disabled services that you no longer need it is recommended that you remove them now, before upgrading.
 See support article 273284, How to remove the Archiving, Retrieval, or Journaling Service of VERITAS Enterprise Vault for details of how to remove services that are no longer required.
 14 Upgrading to Enterprise Vault 6.0 SP1
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Upgrading to Enterprise Vault 6.0 SP1
 Preparing the Enterprise Vault serversDo the following on each computer that is running an Enterprise Vault service:
 1. Check in MSMQ that there are no items on the Enterprise Vault Storage Archive queue. If there are items on this queue, wait for the Storage Service to empty the queue before continuing.
 2. Back up all Enterprise Vault databases in accordance with your normal backup procedures.
 3. Log on as the Vault Service Account.
 4. Start the Windows Services manager.
 5. Stop the Enterprise Vault Admin Service. This stops the Admin Service itself and also all other Enterprise Vault services, including the Enterprise Vault Directory Service.
 6. On any computer that runs a Shopping Service, stop the IIS Admin Service.
 7. The installation procedure will overwrite the .MSG files in the language folders:
 The message files are:
 – ApproachingArchiveQuotaLimit.msg
 – ArchiveQuotaLimitReached.msg
 – DisableMailboxMessage.msg
 – EnableMailboxMessage.msg
 – EnablePSTMigrationMessage.msg
 – PSTMigratedMessage.msg
 Enterprise Vault\Languages\Mailbox Messages\<lang>
 where <lang> indicates the language used.
 The installation does not modify the live versions of these files that you have in the Enterprise Vault program folder (normally C:\Program Files\Enterprise Vault). If you have made changes to the files in the <lang> folders that you want to keep, copy the files to another location.
 Upgrading to Enterprise Vault 6.0 SP1 15

Page 20
                        
                        

Installing Enterprise Vault 6.0 SP1
 Installing Enterprise Vault 6.0 SP1You must be logged on as the Vault Service Account in order to install Enterprise Vault 6.0 SP1.
 The installation process does the following:
 • Installs the Enterprise Vault 6.0 SP1 software.
 • If you are upgrading from Enterprise Vault 5.0, backs up the Enterprise Vault registry entries to a file in the Enterprise Vault Reports folder (typically C:\Program Files\Enterprise Vault\Reports). The file name is: Upgrade50to60_RegistryBeforeMigration <date>.txt
 where <date> is the date and time that the log file was created.
 Install the Enterprise Vault 6.0 SP1 software as follows:
 1. Log on as the Vault Service Account on the Directory Service .
 2. Check in MSMQ that there are no items on the Enterprise Vault Storage Archive queue. If there are items on this queue, wait for the Storage Service to empty the queue before continuing.
 3. Insert the Enterprise Vault CD-ROM into the CD-ROM drive.
 4. Double-click ReadMeFirst.htm in the top-level folder and read the contents before continuing.
 5. Using Windows Explorer, open the folder \Enterprise Vault\Server
 6. Double-click the file Setup.exe to start the installation.
 7. Work through the installation.
 8. At the end of the installation, do not select the Run the Configuration option.
 9. Install the Enterprise Vault software on the other computers in your Vault Site.
 The Enterprise Vault software upgrade is now complete, but you must obtain license keys for any additional services that you intend to run.
 10.Work through the postinstallation tasks.
 16 Upgrading to Enterprise Vault 6.0 SP1
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Running the Configuration Program
 Starting the Directory ServiceAfter the upgrade installation on the Directory Service computer you must start the Directory Service.
 To start the Directory Service:
 1. Use Windows Services to start the Enterprise Vault Directory Service.
 2. If you are upgrading from Enterprise Vault 5.0, the Directory Service automatically does the following during its start-up:
 – Upgrades the Directory Database schema.
 – Creates new default Exchange archiving policies
 – Migrates existing Site Settings into the new default archiving policies.
 – Leaves a log file in the Enterprise Vault Reports folder. The file name is: Upgrade50to60_SiteSettings <date>.txt
 where <date> is the date and time the file was created.
 3. Close Windows Services.
 If you are upgrading from Enterprise Vault 5.0 and you fail to do this, Enterprise Vault services that are now replaced by tasks may be marked as Disabled, in which case they will not be deleted until the computer is restarted.
 Running the Configuration ProgramNote: Do not run the Configuration Program until you have installed the Enterprise Vault 6.0 SP1 software on all the Enterprise Vault servers in your Site.
 After starting the Directory Service on the Directory Service computer you must run the Enterprise Vault Configuration program, also on the Directory Service computer.
 See the appropriate Configuration Program section, depending on the version of Enterprise Vault from which you are upgrading:
 Upgrading to Enterprise Vault 6.0 SP1 17
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Running the Configuration Program
 • Upgrading from Enterprise Vault 5.0
 • Upgrading from Enterprise Vault 6.0
 Upgrading from Enterprise Vault 5.0One of the Configuration Program’s jobs is to start the new Task Controller Service, which then automatically does the following:
 – Migrates settings from DesktopSettings.txt and the registry to the Advanced settings of the new default policies.
 – Leaves a log file in the Enterprise Vault Reports folder. The file name is: Upgrade50to60_DesktopSettings_<date>.txt
 where <date> is the date and time that the file was created.
 To run the configuration program:
 1. Make sure that you have installed the Enterprise Vault 6.0 SP1 software on all servers in the Site and that the Enterprise Vault Admin Service is running on each computer.
 2. Check that the Directory Service computer has network connectivity to all the servers in the Enterprise Vault site. For example, you could use the MS-DOS PING command to check that each server is available.
 3. Once the Directory Service has started on the Directory Service computer, click Start, Programs, Enterprise Vault, Enterprise Vault Configuration to start the Configuration Program.
 4. The only available option on the first screen of the Configuration Program is Upgrade this configuration. Click Next.
 5. On the second screen, click Next to start the upgrade. There is a prompt for the Vault Service Account password.
 6. Enter the Vault Service Account password and click OK.
 The Configuration Program shows a progress bar while it does the following:
 – Adds a Directory Service to every Enterprise Vault server in the site.
 – Starts the new Task Controller Service, which then
 18 Upgrading to Enterprise Vault 6.0 SP1
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Running the Configuration Program
 automatically migrates settings as described above.
 – Converts existing services that archive from Exchange Server to Tasks.
 – Updates the Enterprise Vault DCOM settings on all servers in the Enterprise Vault Site.
 – Creates a log file of its actions in the Enterprise Vault Reports folder. The file name is: Upgrade50to60_ServicesToTasks <date>.txt
 where <date> is the date and time the file was created.
 7. At the end of the update, click Finish to close the Configuration Program.
 Now go to Upgrading the Exchange Server forms on page 20 to continue with the upgrade tasks.
 Upgrading from Enterprise Vault 6.0
 To run the configuration program:
 1. Make sure that you have installed the Enterprise Vault 6.0 SP1 software on all servers in the Site and that the Enterprise Vault Admin Service is running on each computer.
 2. Check that the Directory Service computer has network connectivity to all the servers in the Enterprise Vault site. For example, you could use the MS-DOS PING command to check that each server is available.
 3. Once the Directory Service has started, on the Directory Service computer click Start, Programs, Enterprise Vault, Enterprise Vault Configuration to start the Configuration Program.
 4. The only available option on the first screen of the Configuration Program is Upgrade this configuration. Click Next.
 5. On the second screen, click Next to start the upgrade. There is a prompt for the Vault Service Account password.
 6. Enter the Vault Service Account password and click OK.
 The Configuration Program shows a progress bar while it carries out the configuration, including adding a Directory Service to
 Upgrading to Enterprise Vault 6.0 SP1 19
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Upgrading the Exchange Server forms
 every Enterprise Vault server in the site and adding new policy settings.
 7. At the end of the update, click Finish to close the Configuration Program.
 Now go to Upgrading the Exchange Server forms on page 20 to continue with the upgrade tasks.
 Postinstallation Tasks
 Manually changing Enterprise Vault DCOM settingsWork through this section if the Configuration Program warned you that there was an error updating the DCOM settings of Enterprise Vault servers. If there was no such warning you can ignore this section.
 To update DCOM settings:
 1. Make sure that the Enterprise Vault Admin Service is running on all Enterprise Vault servers in the Site.
 2. Start the Enterprise Vault Administration Console
 3. In the left pane of the Administration Console, right-click the Directory icon and, on the shortcut menu, click Properties.
 4. In the Directory Properties, click the Service Account tab.
 5. Enter the password for the account and enter it again to confirm it.
 6. Click OK.
 The DCOM settings of all servers will be updated.
 Upgrading desktop clientsThe User Extensions are not available as part of the server installation. There is a separate installation for the User Extensions.
 Upgrading the Exchange Server formsTo install forms in the Organization Forms Library, you must use an account that has Owner permissions on the folder in which you are
 20 Upgrading to Enterprise Vault 6.0 SP1
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Upgrading the Exchange Server forms
 installing the forms. Do this on the computer where you have installed the Microsoft Exchange forms from the Enterprise Vault kit.
 You can install the forms from Microsoft Outlook using a mailbox that has Owner permissions for the folder in the Organization Forms Library.
 To install the forms, see the following section.
 Note: If you ever need to reinstall the new forms, EVPendingArchive.fdm, EVShortcut.fdm, EVPendingDelete.fdm, and EVPendingRestore.fdm, uninstall the existing copies first, rather than installing the forms on top of the existing copies.
 Upgrading forms
 From Microsoft Outlook 2003 or Outlook 2000, do the following:
 1. On the Tools menu, click Options.
 2. Click the Other tab.
 3. Click Advanced Options.
 4. Click Custom Forms.
 5. Click Manage Forms.
 6. On the right-hand side of the dialog box, click the Set button.
 7. Click Forms Library and select the folder where you want to install the forms. Click OK.
 8. Click the Install button.
 9. Select the Forms subfolder in the Enterprise Vault Program folder.
 10.Select the language folder that is appropriate to the language of the forms you want to install.
 11.Change the Files to type filter to Form Message (*.fdm)
 12.Double-click EVPendingArchive.fdm and review the displayed properties to check that this is the Enterprise Vault Item.
 13.Click OK.
 14.Click the Install button.
 15.Change the Files to type filter to Form Message (*.fdm)
 Upgrading to Enterprise Vault 6.0 SP1 21
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Upgrading desktop clients
 16.Double-click EVShortcut.fdm and review the displayed properties to check that this is the Enterprise Vault Shortcut.
 17.Click OK.
 18.Click the Install button.
 19.Change the Files to type filter to Form Message (*.fdm).
 20.Double-click EVPendingRestore.fdm and review the displayed properties to check that this is the Enterprise Vault Restore Pending Item.
 21.Click OK.
 22.Click the Install button.
 23.Change the Files to type filter to Form Message (*.fdm).
 24.Double-click EVPendingDelete.fdm and review the displayed properties to check that this is the Enterprise Vault Delete Pending Item.
 25.Click OK.
 Upgrading desktop clientsThe User Extensions are not available as part of the server installation. There is a separate installation for the User Extensions.
 Upgrading the self-installing user extensionsIf you have users of the self-installing User Extensions follow the instructions in this section to make the new version available to users. They will be automatically given the option to install new version when they click Enterprise Vault shortcuts.
 The self-installing version of the User Extensions is an ActiveX control that enables users to use shortcuts and to search archived items. The normal User Extensions currently has more functionality than the self-installing User Extensions.
 The self-installing User Extensions enables users to open Enterprise Vault shortcuts, search for archived items, and read the archived items.
 22 Upgrading to Enterprise Vault 6.0 SP1
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Upgrading the self-installing user extensions
 There is no other functionality available in Outlook itself, so users cannot make changes to any Enterprise Vault folder properties and no Enterprise Vault buttons or menu options are available.
 Users can, of course, use the Enterprise Vault Web Access application to restore archive items to their mailboxes and, if allowed, delete archived items from their archives.
 For details of how to make the self-installing User Extensions available to your users, see Making the Self-Installing User Extensions available on page 139.
 To upgrade the self-installing User Extensions you must do the following:
 • Copy the files into an IIS Virtual Directory; see Copying the files on page 23.
 • Edit the Enterprise Vault Archived Item form to enable the automatic installation of the self-installing User Extensions; see Editing the archived item form on page 24.
 • Test that the edited form works correctly; see Testing the edited form on page 25.
 • If necessary, publish the self-installing User Extensions in Active Directory®; see Publishing in Active Directory on page 26.
 Copying the filesWhen you install the Enterprise Vault services or the Administration Console the Self-Installing User Extensions files are copied to the Enterprise Vault languages folder on your computer. This folder is normally:
 C:\Program Files \Enterprise Vault \Languages \Self-Installing User Extensions \<language>
 where <language> indicates the language used in the files.
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 Copy the complete language folder to the IIS Virtual Directory from which users download the current Self-Installing User Extensions.
 Editing the archived item formYou must edit the Archived Item form so that it includes a pointer to the IIS Virtual Directory that contains the language folder with the downloadable files. Once you have edited the form you need to install it in the Organization Forms Library, so you must use an account that has Owner permissions on the Organization Forms folder.
 You can install the form from Microsoft Outlook using a mailbox that has Owner permissions for the folder in the Organization Forms Library.
 To edit the form:
 1. From Outlook 2003 or Outlook 2000, do the following:
 a. On the Tools menu, click Options.
 b. Click the Other tab.
 c. Click Advanced Options.
 d. Click Custom Forms.
 e. Click Manage Forms.
 6. On the left-hand side of the dialog box, click the Set button.
 7. Click Forms Library and select Organization Forms.
 8. On the right-hand side of the dialog box, click the Set button.
 9. Click Forms Library and select Personal Forms.
 10. In the list of Organization Forms, select Enterprise Vault – Archived Item.
 11.Click Copy.
 The Archived Item form is copied to your Personal Forms library.
 12.Click Close and then exit from all the dialog boxes.
 13.On the Outlook Tools menu, click Forms and then Design a Form.
 14.Next to Look In, select Personal Forms Library.
 15.Click Enterprise Vault – Archived Item.
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 16.Hold down the Shift key and click Open.
 The form opens, ready for you to make changes.
 17.On the Form menu click View Code.
 18.Scroll down the form to the Enterprise Vault Administrator section.
 19.Find the following line:Const USE_SELF_INSTALLING_USER_EXTENSIONS=False
 20.On this line, change False to True:Const USE_SELF_INSTALLING_USER_EXTENSIONS=True
 21.Find the following line:Const DOWNLOAD_URL = "http://yourdomainhere"
 22.On this line, change the URL so that it points to the IIS Virtual Directory that contains the language folder with the downloadable files.
 23.On the form toolbar, click the Publish Form icon:
 The form is saved in your Personal Forms Library.
 Testing the edited formIn order to test the form, you need a shortcut to an archived item and a computer that does not have the User Extensions installed.
 1. If the computer has been used to open shortcuts before it will have a cached version of the Archived Item form. If this is the case, do the following:
 a. Close Outlook.
 b. Delete the Outlook, FRMCACHE.DAT. This is normally in C:\WINNT\forms\
 c. Start Outlook.
 2. Double-click a shortcut to an archived item. A message gives you the option of downloading the self-installing User Extensions. Click Yes to download and install the software.
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 Publishing the edited form1. From Outlook 2003 or Outlook 2000, do the following:
 a. On the Tools menu, click Options.
 b. Click the Other tab.
 c. Click Advanced Options.
 d. Click Custom Forms.
 e. Click Manage Forms.
 2. On the left-hand side of the dialog box, click the Set button.
 3. Click Forms Library and select Personal Forms.
 4. On the right-hand side of the dialog box, click the Set button.
 5. Click Forms Library and select Organization Forms.
 6. In the list of Personal Forms, select Enterprise Vault - Archived Item.
 7. Click Copy.
 The Archived Item form is copied to the Organization Forms library.
 Publishing in Active Directory 1. Click Start, Programs, Administrative Tools, Active Directory Users
 and Computers.
 2. In the left panel, navigate to the Organization Unit to which you want to make the self-installing User Extensions available.
 3. Right-click the Organization Unit and, on the shortcut menu, click Properties.
 4. Click the Group Policy tab.
 5. Click New.
 6. Enter a name for the new package, for example, "EV Desktop Rollout".
 7. Click Edit.
 8. On the left, under User Configuration Software Settings, click Software Installation.
 9. Click the Action menu and then New, and then Package.
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 10.Select the MSI file and click Open.
 11.The Deploy Software window opens.
 12.Select Published and click OK.
 The new package appears in the list of software installations.
 Upgrading OWA 2000 extensionsThe OWA computer (back end) requires either Windows 2000 SP3 or a Microsoft hotfix because of a problem with IIS 5.0. The problem is described in Microsoft support article 294833.
 Prior to the release of Windows 2000 SP3 there was a Microsoft hotfix to correct this problem. If you do not want to install Windows 2000 SP3 you may be able to obtain a copy of the hotfix.
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Before installing
 Read this chapter to find out:
 • The prerequisites needed before you can install Enterprise Vault:
 – Operating system requirements
 – Requirements for users’ computers
 – Disk space requirements
 • The order in which to install prerequisite software before installing Enterprise Vault
 For full details of all the supported versions of prerequisite software, see the Enterprise Vault Certification Tables.
 Operating system requirementsNot all the components of Enterprise Vault can be installed on all types of operating system, as follows:
 • You can install all the components of Enterprise Vault on:
 – Windows Server 2003 Standard Edition
 – Windows Server 2003 Enterprise Edition
 – Windows 2000 Server
 – Windows 2000 Advanced Server
 – Windows 2000 Datacenter Server
 • On Windows XP Professional or Windows 2000 Professional you can install:
 29
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 – Administration Console
 – User Extensions
 – Microsoft Exchange Forms
 Note that Enterprise Vault Archive Explorer feature requires that the Enterprise Vault server is running Windows 2000 or later.
 Basic hardware requirementsTo install Enterprise Vault, a computer with TCP/IP installed and configured is required. The computer must have a registered IP address with DNS (Domain Name System) properties for the TCP/IP protocol set up.
 The minimum physical memory required for Enterprise Vault servers running a production system is 512MB. If performance is not an issue, it is possible to run demonstrations using less memory. Note that systems with less than 512MB of memory must be configured to have at least 512MB of page file space.
 Enterprise Vault requires access to SQL Server and, for mailbox archiving, Exchange Server. In most configurations, Enterprise Vault, SQL server and Exchange server will each be installed on separate computers. However, for pilot or demonstration configurations, some or all of the servers can be installed on the same computer.
 Storage requirementsYou are not restricted to any particular storage product for use with Enterprise Vault.
 Enterprise Vault is designed to operate with various types of storage solution provided by third party software and hardware products. Archived data can be directed to:
 • An NTFS volume
 • A Network Share that appears on the network as an NTFS volume
 • An EMC Centera™ device
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 • A NetApp® SnapLock™ (WORM) device
 Data may in turn be migrated to secondary and tertiary storage systems that are managed by third party hierarchical storage management (HSM) software, for example.
 Disk space requirementsDuring installation you will require 70MB of disk space to install all the Enterprise Vault components.
 After installation you will need disk space to accommodate the following data:
 • The Vault Directory Database
 The Vault Directory database requires 10MB for the data device and 25MB for the Transaction log device, making a total disk space requirement of 35MB.
 This space is required on the Vault Directory computer.
 • The vault store databases
 Each vault store database requires 100MB for the data device and 80MB for the Transaction log device, making a total disk space requirement of 180MB for each vault store database.
 This space is required on the Storage Service computer.
 • The vault stores
 This space is required on the Storage Service computer.
 • The indexes
 This space is required on the Indexing Service computer.
 • The shopping baskets
 This space is required on the Shopping Service computer
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 Installation orderThe order in which you install prerequisite software sometimes causes problems. The general rule is that it is best to install products in the order in which they were released.
 Table 2, Table 3, and Table 4 show examples of the installation order when you are setting up different Enterprise Vault installations.
 In the following tables, it is assumed that Enterprise Vault, SQL Server and Exchange Server are installed on separate computers. Notes are included to cover pilot or demonstration configurations, where some or all of the servers are installed on the same computer.
 Table 2 Typical installation order for an Enterprise Vault server system on Windows Server 2003 and Windows 2000 communicating with Exchange Server 2003 or Exchange 2000 Server
 Step Software to install Notes
 1 Windows Server 2003 or Windows 2000 (with Service pack 3)
 Any suitable version: Windows Server 2003 Standard Edition or Enterprise Edition.Windows 2000 Server or Windows 2000 Advanced Server or Windows 2000 DataCenter Server.
 See Notes on installation on page 38
 2 Outlook 2000 Also needs CDO components if the computer will not have Exchange Server installed.
 See Installing Outlook 2000 on the Enterprise Vault computer on page 42
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 3 SQL Server 2000(SQL server will usually be installed on a separate computer)
 Note if both Enterprise Vault and SQL Server are installed on the same Windows Server 2003 computer, you will need at least SQL Server 2000 with Service Pack 3.
 Enterprise Vault works with Windows Authentication mode and with Mixed Mode Authentication.
 This must be a case-insensitive SQL installation. Case-sensitive SQL installations are not supported.
 4 On Windows 2000 only, install Service Pack 3
 5 Server Manager for Exchange Server 2003 or Exchange 2000
 Note that if both Enterprise Vault and Exchange server are to be on the same computera, you would also install Exchange Server 2003 or Exchange 2000 Server.
 The version you will require depends on the operating system running on the Enterprise Vault computer and the version of Exchange being managed. To find out the version you need to install, see Exchange System Manager on Enterprise Vault servers on page 42
 Note that you must install Exchange Server 2003 Server Manager on a Windows Server 2003 computer. Do not install Server Manager for Exchange 2000 on an Enterprise Vault server that is running Windows Server 2003.
 Table 2 Typical installation order for an Enterprise Vault server system on Windows Server 2003 and Windows 2000 communicating with Exchange Server 2003 or Exchange 2000 Server
 Step Software to install Notes
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 6 MSXML Supplied in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 Alternatively, install Internet Explorer 6, which includes MSXML.
 See MSXML Requirement for Enterprise Vault servers on page 46.
 7 Microsoft Data Access Components (MDAC)
 Use version 2.6 or later. Supplied in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 A suitable version is installed automatically with Windows Server 2003
 8 Microsoft .NET Framework v1.1 or later
 Redistributable Software folder on the Enterprise Vault CD-ROM. To install, double-click dotnetredist.exe, which unpacks the file dotnetfx.exe. Then double-click dotnetfx.exe.
 A suitable version is installed automatically with Windows Server 2003. See Notes on installation on page 38.
 a. If the Enterprise Vault Server and Exchange Server are on the same computer, the NNTP and SMTP services need to be installed.
 Table 2 Typical installation order for an Enterprise Vault server system on Windows Server 2003 and Windows 2000 communicating with Exchange Server 2003 or Exchange 2000 Server
 Step Software to install Notes
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 Table 3 Typical installation order for a standalone Administration Console for administering Enterprise Vault on Windows 2000 or later
 Step Software to install Notes
 1 One of:Windows Server 2003 Windows 2000 Server (with Service pack 3)Windows XP ProfessionalWindows 2000 Professional
 2 Outlook 2003, Outlook 2002 or Outlook 2000 with CDO components
 See Installing Outlook 2000 on the Enterprise Vault computer on page 42
 3 Administration Tools for Windows Server 2003 or Windows 2000
 These are not required if you have installed Windows Server 2003 or Windows 2000 Server on the standalone console computer.
 The Administration Tools for Windows Server 2003 require Windows XP Professional or later.
 4 Server Manager for Exchange 2000 or Exchange Server 2003
 The version you will require depends on the operating system running on the Enterprise Vault computer and the version of Exchange being managed. To find out the version you need to install, see Exchange System Manager on Enterprise Vault servers on page 42.
 5 Microsoft Data Access Components (MDAC)
 Use version 2.6 or later. Supplied in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 A suitable version is installed automatically with Windows Server 2003.
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 6 Microsoft .NET Framework v1.1 or later
 Redistributable Software folder on the Enterprise Vault CD-ROM. To install, double-click dotnetredist.exe, which unpacks the file dotnetfx.exe. Then double-click dotnetfx.exe.
 A suitable version is installed automatically with Windows Server 2003. Make sure ASP.NET is selected, as described in Notes on installation
 Table 3 Typical installation order for a standalone Administration Console for administering Enterprise Vault on Windows 2000 or later
 Step Software to install Notes
 Table 4 Typical installation order for an Enterprise Vault server with Windows Server 2003 or Windows 2000 and communicating with Domino
 Step Software to install Notes
 1 Windows Server 2003 or Windows 2000 (with Service pack 3)
 Any suitable version: Windows Server 2003 Standard Edition or Enterprise Edition.Windows 2000 Server or Windows 2000 Advanced Server or Windows 2000 DataCenter Server.
 See Notes on installation on page 38
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 2 SQL Server 2000(SQL server will usually be installed on a separate computer)
 Note if both Enterprise Vault and SQL Server are installed on the same Windows Server 2003 computer, you will need at least SQL Server 2000 with Service Pack 3.
 Enterprise Vault works with Windows Authentication mode and with Mixed Mode Authentication.
 This must be a case-insensitive SQL installation. Case-sensitive SQL installations are not supported.
 3 On Windows 2000 only, install Service Pack 3
 4 MSXML Supplied in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 Alternatively, install Internet Explorer 6, which includes MSXML.
 See MSXML Requirement for Enterprise Vault servers on page 46.
 5 Microsoft Data Access Components (MDAC)
 Use version 2.6 or later. Available from the Redistributable Software folder on the Enterprise Vault CD-ROM.
 A suitable version is installed automatically with Windows Server 2003
 Table 4 Typical installation order for an Enterprise Vault server with Windows Server 2003 or Windows 2000 and communicating with Domino
 Step Software to install Notes
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 Notes on installation
 Install Windows with the following options:
 • NTFS file system
 • Message Queuing Services. See Installing MSMQ on page 38 and MSMQ settings when Enterprise Vault is on Active Directory controller on page 40.
 • .NET Framework
 • IIS with Active Server Pages enabled.
 On Windows Server 2003, additional steps are needed to enable ASP.NET and configure Active Server Pages — see Configuring .NET Framework and Active Server Pages on Windows Server 2003 on page 41.
 Installing MSMQIf you want to install Enterprise Vault services on more than one computer in the network, you must set up MSMQ on each computer.
 6 Microsoft .NET Framework v1.1 or later
 Available from the redistributable Software folder on the Enterprise Vault CD-ROM. To install, double-click dotnetredist.exe, which unpacks the file dotnetfx.exe. Then double-click dotnetfx.exe.
 A suitable version is installed automatically with Windows Server 2003. See Notes on installation on page 38.
 7 Lotus Notes Client Must be installed and run to complete its configuration wizard.
 Table 4 Typical installation order for an Enterprise Vault server with Windows Server 2003 or Windows 2000 and communicating with Domino
 Step Software to install Notes
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 There can be more than one MSMQ site in an MSMQ organization. The Archiving, Public Folder, and Journaling tasks all use MSMQ to communicate with the Storage Service. You can install these tasks all on the same computer or on separate computers.
 The steps for installing MSMQ on Windows Server 2003 and Windows 2000 are different. Follow the instructions below for your operating system.
 For more information about how to set up MSMQ, see the Windows Help.
 To install MSMQ on Windows Server 2003:
 1. In the Windows Control Panel, double-click Add/Remove Programs.
 2. Click Add/Remove Windows Components. The Windows Components wizard starts.
 3. Select Application Server and then click Details to open the Application Server window.
 4. Select Message Queuing checkbox, and then click Details to display the Message Queuing dialog.
 5. As installing MSMQ with Active Directory Integration affects the performance of Enterprise Vault, you are strongly recommended to clear the Active Directory Integration checkbox in the Message Queuing dialog.
 6. Click OK twice to return to the Windows Components wizard.
 7. Follow the remaining instructions in the wizard.
 To install MSMQ on Windows Server 2000:
 1. In the Windows Control Panel, double-click Add/Remove Programs.
 2. Click Add/Remove Windows Components. The Windows Components wizard starts.
 3. Click Next.
 4. Select the Message Queuing Services checkbox, and then click Next. The Message Queuing Installation wizard starts.
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 5. In the Message Queuing Installation wizard, click Message Queuing server.
 6. If the computer is an Active Directory controller, click Next to complete the installation.
 If the computer is not an Active Directory controller, you get the following prompts:
 – Select the Manually select access mode to Active Directory checkbox and click Next.
 – Select Message Queuing will not access a directory service and click Next.
 7. Follow the remaining instructions in the wizard.
 MSMQ settings when Enterprise Vault is on Active Directory controller
 Note: You do not need to perform these steps if Enterprise Vault is not installed on the Active Directory Controller.
 If the Enterprise Vault server is to be installed on the Active Directory Controller, you must perform the following steps to configure Microsoft Message Queue Security to give permissions to the Administrators group. This enables the Vault Service account to access the queues that it needs. You need administration privileges in order to do this.
 1. Click Start, Programs, Administrative Tools, Computer Management.
 2. In the left-hand pane, double-click Computer Management, Services and Applications.
 3. Right-click Message Queuing and, on the shortcut menu, click Properties. The Message Queuing Properties window appears.
 4. Click Add. The Select Users, Computers, or Groups window appears.
 5. Next to Look In, select Entire Directory.
 6. In the list, click Administrators and then Add.
 7. Click OK to go back to the Message Queuing Properties window.
 8. Click Administrators.
 9. Under Permissions, click the Allow checkbox next to Full Control.
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 10.Click OK.
 11.Close Computer Management.
 Configuring .NET Framework and Active Server Pages on Windows Server 2003
 On Windows 2000, when you install IIS and .NET Framework, Active Server Pages and ASP.NET are enabled by default. However, on Windows Server 2003, you need to enable these manually as follows:
 1. Open Add/Remove Programs and select Add/Remove Windows Components.
 2. Ensure Message Queuing Services and ASP.NET are selected.
 3. To install required components and enable Active Server Pages, select Application Server and click Details.
 4. Select Internet Information Services (IIS) and click Details.
 5. Scroll down to World Wide Web Service. Click this and then Details.
 6. Select Active Server Pages and click OK.
 7. Click OK to close the dialog boxes until you get back to the Windows component list.
 8. Click Next to install the additional components.
 9. Click Finish
 To check that Active Server Page scripts can run:
 1. Start the IIS Manager by clicking Start, Programs, Administrative Tools, IIS Manager
 2. Click Web Service Extensions
 3. Check that Active Server Pages are Allowed
 Allowing HTML items larger than 4MB to be downloadedBy default, IIS 6 on Windows Server 2003 prevents any file larger than 4MB from being downloaded.
 When users view archived items in their browser using OWA, Enterprise Vault web access application or customized shortcuts, an HTML version of the item is downloaded to their browser. This limit will prevent users from viewing any HTML items that exceed 4 MB.
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 For details on how to change this limit:
 1. Open Internet Services Manager
 2. Click Help
 3. Search for AspBufferingLimit
 4. You want the occurrence found in the Troubleshooting section
 Installing Outlook 2000 on the Enterprise Vault computerWhen you install Outlook on the Enterprise Vault server, you must create a profile and connect to an Exchange server mailbox before you install Enterprise Vault.
 Outlook may display an error message about a conflicting program. If Outlook offers to fix the problem, click Yes and then follow the instructions given.
 See the Administrator help topic MAPISVC.INF Problems.
 Exchange System Manager on Enterprise Vault servers
 Enterprise Vault servers with an Archiving Task, Journaling Task, or Storage Service must have the Exchange System Manager tools and fixes shown below. This ensures that the Enterprise Vault server has more resilient MAPI software than is supplied by default. The software you need to install is shown in Table 5. Please check the ReadMeFirst file on your Enterprise Vault release CD-ROM for any late updates to this information.
 Note: You cannot use Exchange System Manager on an Enterprise Vault server to manage Exchange Server. The version of mapi32.dll
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 used by Enterprise Vault is not compatible with that required by Exchange System Manager.
 Table 5 Required Exchange System Manager versions
 Operating system on Enterprise Vault server
 Exchange Server version
 5.5 2000 2003
 Windows Server 2003
 • Exchange Server 2003 Exchange System Manageror Exchange Server 2003 Exchange System Manager Service Pack 1 (SP1)
 • Exchange Server 2003 Exchange System Manager or Exchange Server 2003 Exchange System Manager Service Pack 1 (SP1)
 • Exchange Server 2003 Exchange System Manager or Exchange Server 2003 Exchange System Manager Service Pack 1 (SP1)
 Windows 2000 Server
 • Exchange Server 2000 Exchange System Manager. If archiving from a computer that is running Exchange Server 5.5, include support for Exchange Server 5.5
 • Exchange 2000 Server Service Pack 3
 • Exchange 2000 Post-Service Pack 3 (SP3) Rollup Patch 6487.1
 • Exchange Server 2000 Exchange System Manager.
 • Exchange 2000 Server Service Pack 3
 • Exchange 2000 Post-Service Pack 3 (SP3) Rollup Patch 6487.1
 • Exchange Server 2000 Exchange System Manager.
 • Exchange 2000 Server Service Pack 3
 • Exchange 2000 Post-Service Pack 3 (SP3) Rollup Patch 6487.1
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 Configuring Application Pool accountsIn IIS, you can configure the level of isolation for particular web applications. For shopping baskets in the Enterprise Vault web access application to be created correctly, the application needs to run under the predefined Local System account.
 The configuration program will automatically set the correct isolation and account settings. You do not need to configure this.
 If you have IIS 6.0 installed, the configuration program will create a new Application Pool, EnterpriseVaultAppPool, for the web access application and assign the Local System account to that pool.
 The Vault Service accountThe Vault Service account is used by Enterprise Vault processes to access the Windows server operating system. The Enterprise Vault services, which are Windows services, run under this account.
 The Vault Service account is shared by all the Enterprise Vault computers in the Enterprise Vault Directory. If you are managing multiple Enterprise Vault sites, you can use the same Vault Service account for more than one Enterprise Vault site.
 If you are using Exchange Server 2003 or Exchange 2000 Server, the Vault Service account must be a member of the Active Directory domain.
 See Creating the Vault Service account on page 51 for details on how to set up this account.
 You are recommended to be logged in to the Vault Service account when you install and administer Enterprise Vault.
 The Vault Service account must be a domain-based Windows security account that belongs to the local Administrators group on all computers in the Directory. The account password must not be blank.
 We recommend that you do not make this account a Domain Administrator. It is better to assign Exchange permissions explicitly,
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 as described in Assigning Microsoft Exchange Server permissions on page 53.
 The account does not need a mailbox, but you may want to create one and use it for the service mailbox, described in The service mailbox on page 46.
 If possible, create the account so that it is in the same domain as the Enterprise Vault computers. If it is necessary for the Vault Service account and the Enterprise Vault computers to be in different domains, create the account so that it is in a domain that is trusted by the Enterprise Vault computers’ domain.
 During configuration, you are asked to provide the name and password of the Vault Service account. Enterprise Vault automatically grants the Vault Service account the following advanced user rights:
 • Log On As a Service
 • Act As Part Of The Operating System
 • Debug programs
 The Vault Site aliasThe Vault Site alias is a DNS entry for an Enterprise Vault site. Each Enterprise Vault site should have a Vault Site alias, which is used by the Enterprise Vault software to refer to the Enterprise Vault site by name. The DNS entry is an alias whose value is the name of the computer that runs the Vault Directory Service for the site.
 See Creating the Vault Site alias on page 56 for more information on how to set up this alias.
 Using a DNS alias serves two purposes:
 • If the Vault Directory is shared between more than one Enterprise Vault site, it allows the configuration information for each of the Enterprise Vault sites to be distinguished.
 • It allows future flexibility if you change the computer that is running the Vault Directory Service.
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 If you are setting up Enterprise Vault as a pilot system, to avoid the need of creating a temporary DNS entry you can configure Enterprise Vault without a Vault Site alias. Instead, you must supply a full and valid DNS name of the Directory Service computer when prompted for the Vault Site alias. In all other situations use a Vault Site alias for the site.
 To use a DNS alias, you must set it up before starting the configuration. If you do not have access to the DNS Server in your organization you may need to request a DNS alias from your network manager.
 The service mailboxThe service mailbox is a mailbox that is used by the Archiving, Journaling, and Public Folder tasks.
 The tasks require exclusive use of this mailbox, so it must not be used for any other purpose.
 The mailbox must not be hidden from address lists and, on Windows Server 2003 and Windows 2000, the account must not be disabled.
 If you have the privileges to create new mailboxes, then the Enterprise Vault configuration program can create the mailbox automatically when you are running the configuration program.
 If you do not want the configuration program to create the mailbox, you can create the mailbox before running the configuration program and then, when prompted for a mailbox, select the mailbox you created.
 MSXML Requirement for Enterprise Vault servers
 All Enterprise Vault server computers require MSXML, which you can obtain by installing one of the following:
 • Internet Explorer 6
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 You need only Internet Explorer 6 Web Browser. This comes as the default with Windows Server 2003. On Windows 2000 you can select it from a Customized installation.
 • MSXML version 3.0 SP2
 This is available as file msxml3sp2Setup.exe in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 Requirements for the Enterprise Vault OWA Extensions
 If you are installing OWA Extensions, the following software is required:
 • For Microsoft Exchange Server 2003, Service Pack 1 is required. If this is not installed and you try to install the OWA Extensions on a front-end or back-end server, you will get the following error message:
 Save file error
 Could not save copies of the Microsoft OWA files that are overwritten by this installation.
 The Enterprise Vault copies of the files will not now be provided by the installation.
 You can continue, but the Enterprise Vault buttons will not be available in the OWA client and you will not be able to customize the interface.
 • For Windows 2000 the OWA computer (back end) requires either Windows 2000 SP3, or SP2 and a Microsoft hotfix because of a problem with IIS 5.0. The problem is described in Microsoft support article 294833.
 If this is not installed, the OWA preview pane shows the following error instead of the shortcut content: Error type:
 Active Server Pages, ASP 0110 (0x80004005)
 Unable to Allocate required memory.
 /EVowa/preview.asp, line 2
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 • Internet Explorer 5.5 SP2 or later is required to support the full functionality available with OWA 2003 clients.
 • Install MSXML as follows:
 – Exchange Server 2003 Extensions (back-end and front-end) and Exchange 2000 OWA Extensions (back-end): Install MSXML as described in MSXML Requirement for Enterprise Vault servers on page 46
 – Exchange 2000 OWA Extensions (front-end): MSXML is not needed
 – Exchange Server 5.5 OWA Extensions: Install MSXML as described in MSXML for Exchange Server 5.5 OWA Extensions on page 48
 If OWA Extensions are being installed on the same computer as Enterprise Vault, you may have already installed MSXML when preparing the computer to be an Enterprise Vault server.
 MSXML for Exchange Server 5.5 OWA ExtensionsIn preparation for installing the Exchange Server 5.5 OWA Extensions you must install MSXML, which you can do by installing one of the following:
 • Internet Explorer 6.
 You need only 'Internet Explorer 6 Web Browser', which you can select from a Customized installation.
 • All the following software:
 – Internet Explorer 5.01.
 You need only Internet Explorer 5 Web Browser, which you can select from a Customized installation.
 – Windows Installer. This is required in order to install MSXML version 3.0 SP2.
 This is supplied as file InstMsi.exe in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 – MSXML version 3.0 SP2.
 This is supplied as file msxml3sp2Setup.exe in the
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 Redistributable Software folder on the Enterprise Vault CD-ROM.
 If your computer does not have the correct prerequisite software, then install the extra software that you need.
 Requirements for users’ computersTo be able to archive items from a mailbox, users must have User Extensions installed on their computers. However, users can view and restore archived items in archives using any of the following methods:
 • Using Outlook 2003, Outlook 2002 or Outlook 2000 with Enterprise Vault User Extensions or Self-Installing User Extensions.See User Extensions for Outlook on page 50. User Extensions enable users to archive items, search an archive, view and restore items.
 • Using Outlook or some other email client without Enterprise Vault User Extensions. This uses Enterprise Vault customized shortcuts. The shortcut in an archived message opens a browser window, which enables the user to access the original message, search archive(s), download items to their computer or restore items to an Exchange server mailbox.
 To support these customized shortcuts, users need a PC or Mac computer with Internet Explorer™ 5.5 or later installed and Java scripting enabled. The email client used to access Exchange mailbox can be any locally installed POP or IMAP client or a web email client.
 • Using the Enterprise Vault web access application. This enables users to search multiple archives using advanced filtering and restore multiple items.
 To support the Enterprise Vault web access application, users need a PC with Internet Explorer 5.5 or later installed and Java scripting enabled.
 • Using the Enterprise Vault Archive Explorer feature. This gives users a tree-view of the folders and items in their archives. Archived folders can be navigated in the same way as Outlook or file system folders.
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 To support Archive Explorer, users must have Internet Explorer 5.5 or later installed and Java scripting enabled.
 User Extensions for OutlookBefore users can send items to an archive from within their Outlook client, the User Extensions or Self-Installing User Extensions must be installed on their computers.
 For the normal User Extensions, the computers must be running the following:
 • Operating System – one of the following:
 – Windows Server 2003 or Windows 2000.
 – Windows XP Professional or Windows 2000 Professional.
 • Mail Client – one of the following:
 – Microsoft Outlook 2003
 – Microsoft Outlook 2002 (XP)
 – Microsoft Outlook 2000
 Note that Internet Explorer must be installed before the mail client is installed.
 • Web browser – one of the following. Java scripting must be enabled:
 – Internet Explorer 5.5 SP2 or later. This must be installed, even if it is not used. If you intend to make the Self-Installing User Extensions available to users, Internet Explorer must allow them to download signed ActiveX controls.
 • TCP/IP protocol
 What next?Go to:
 • Preinstallation tasks on page 51
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 Read this chapter to find out:
 • What you must do before installing Enterprise Vault on Windows Server 2003 or Windows 2000
 You are recommended to back up your system disk before installing Enterprise Vault.
 Before installing Enterprise Vault you must:
 • Create the Vault Service account for the Enterprise Vault site and give it permissions on the Microsoft Exchange Server computer. You must also create a SQL login for the Vault Service account. See Creating the Vault Service account on page 51.
 • Create the Vault Site alias, as described in Creating the Vault Site alias on page 56.
 Creating the Vault Service accountNote that, on Windows Server 2003 and Windows 2000, it may take some time for the Vault Service account to be registered in the Active Directory® for the computer that is going to run Enterprise Vault. The account cannot be used until the registration is complete. The length of the delay depends on how Exchange is set up to replicate recipient information.
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 To create the Vault Service account:
 1. Click Start, Programs, Administrative Tools, Active Directory Users and Computers.
 2. In the left-hand pane of Active Directory Users and Computers, double-click the Domain container.
 3. Double-click the Users container.
 4. On the Action menu, click New and then User. The New Object —User screen is displayed.
 5. Complete the New Object — User screen and click Next. The next screen asks for password details.
 6. Enter a password and confirm it. You must set a password; the Vault Service account password cannot be blank.
 7. Select the Password never expires checkbox.
 8. Leave the remaining checkboxes clear:User must change password at logon
 User cannot change password
 Account is disabled
 9. Click Next to move to the mailbox server screen.
 10.Complete the details and click Next to move to the summary screen.
 11.Click Finish to create the new user.
 12. In the right-hand pane of the Active Directory Users and Computers screen, right-click the user you just created and, on the shortcut menu, click Properties. The properties screen appears.
 13.Click the Member Of tab.
 14.Click Add.
 15.Click Administrators and then click Add.
 16.Click OK to close the Select Groups screen.
 17.Click OK, to close the user properties screen.
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 Assigning Microsoft Exchange Server permissionsYou must give the new Vault Service account Exchange Full Administrator Microsoft Exchange Server Permissions.
 To do the following tasks, you must have Exchange administration permissions. The procedure to follow depends on which version of Exchange Server you have.
 If you later add another Exchange server to the same Administrative Group, you need to repeat the procedure on the new server to enable mailbox access for the Vault Service account.
 On Microsoft Exchange Server 2003:
 1. Click Start, Programs, Microsoft Exchange, System Manager.
 2. In the left hand pane, right click your Exchange Organization and select Properties.
 3. Select Display Administrative Groups. Click OK and Administrative Groups are displayed in the left hand pane.
 4. Expand Administrative Groups and then First Administrative Group.
 5. Right click First Administrative Group and select Delegate Control Wizard.
 Note: If you want to use the one Enterprise Vault Service account across multiple Exchange servers in your organization, you need to launch the Delegate Control Wizard at Organization level, that is, right-click your Organization instead of First Administrative Group.
 6. Click Next.
 7. Click Add and click the Browse button to list users in Active Directory.
 8. Find the new Vault Service account in the list of users and click OK.
 9. In the drop down Role box select Exchange Full Administrator.
 10.Click Next and then Finish.
 If a dialogue appears reminding you to add the Enterprise Vault Service account into the Local Administrative Group, click OK.
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 The Vault Service account needs to be able to access mailboxes. On Windows Server 2003, this permission needs to be granted explicitly as follows:
 1. Expand Administrative Groups, then First Administrative Group, then Servers. Select the Exchange server from the list.
 2. Right click your Exchange server object and select Properties.
 3. Select Security Tab.
 4. From the list of users under the Name box find the Enterprise Vault Service account and select it.
 5. Click Advanced to open the Advanced Security Settings for Exchange Server window.
 6. Click the Permissions tab.
 7. Click Add and select the Enterprise Vault Service account from the domain user list.
 Click OK to add the account.
 8. Permission Entry for Exchange Server window will open.
 In the Allow column, select Receive As and Send as. Click OK, to return back to Advanced Security Settings for Exchange Server window.
 9. Click Apply and then OK to update these permissions for the Enterprise Vault Service account.
 You return to the Exchange Properties window.
 10.Click OK to close Properties window.
 11.Close System Manager.
 On Microsoft Exchange 2000 Server:
 1. Click Start, Programs, Microsoft Exchange, System Manager.
 2. Expand the Servers container.
 3. Right-click your Exchange Server and, on the shortcut menu, click Properties.
 4. Click the Security tab.
 5. Click Add.
 6. Double-click the Vault Service account to add it to the list.
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 7. Click OK to go back to the Security tab. The Vault Service account has been added to the Name list.
 8. In the Name list, click the Vault Service account.
 9. In the Permissions list, make sure that all checkboxes in the Allow column are selected. Select any checkboxes that are not already selected.
 10.Click OK.
 On Microsoft Exchange Server 5.5:
 1. Run Microsoft Exchange Administrator.
 2. Expand the Organization container and select the Microsoft Exchange Server Site container. On the File menu, click Properties.
 3. Click the Permissions tab.
 4. Click Add. The Add Users and Groups dialog box is displayed.
 5. In the List Names From box, click the Windows domain in which you created the Vault Service account.
 6. Click the Names arrow and click the Vault Service account. Click Add.
 7. Click OK.
 8. Click the Roles arrow and click Service Account Admin.
 9. Click OK.
 Select the Configuration Container in the Microsoft Exchange Server Site, and then on the File menu, click Properties. Repeat Steps 3 to 9.
 Creating a SQL loginYou must use SQL Enterprise Manager to create a SQL login for the Vault Service account, as follows:
 1. Click Start, Programs, Microsoft SQL Server, Enterprise Manager.
 2. Expand the SQL Server container.
 3. Click Security.
 4. Right-click Logins and, on the shortcut menu, click New Login.
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 5. Enter or select the name of the Vault Service Account. For example, domain\vaultadministrator
 6. Check that Windows Authentication is selected and that the correct Domain for the account has been selected.
 7. Under Security Access check that Grant access is selected.
 8. On the Server Roles tab, select Database Creators.
 9. Click OK.
 Creating the Vault Site aliasTo create a DNS alias, you need administration privileges to run DNS manager on your Primary DNS server. You must then assign a DNS alias to the IP address of the Vault Directory computer you are using to configure the new Enterprise Vault site. Give the alias a meaningful name so that you know to which Enterprise Vault site it relates.
 What next?Go to Installing Enterprise Vault on page 57.
 56 Preinstallation tasks

Page 61
                        
                        

Installing Enterprise Vault
 Read this chapter to find out:
 • How to perform a new installation of Enterprise Vault
 Before installing Enterprise Vault, do the following:
 • Complete the preinstallation tasks as described in Preinstallation tasks on page 51.
 • If you intend to install the Enterprise Vault Services component, stop the IIS Admin Service to make sure that IIS is not running during the Enterprise Vault installation.
 Log in to the Vault Service account to install Enterprise Vault. This ensures that you are a member of the Administrators group and have the required Microsoft Exchange Server permissions.
 Server installationNote: Before you install Enterprise Vault you must have started Outlook, created a profile and connected to the mailbox on the Exchange Server.
 To install Enterprise Vault:
 1. Load the Enterprise Vault CD-ROM into your CD-ROM drive.
 2. Double-click Admin Documentation link in the top-level folder to display the Enterprise Vault administrator documentation.
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 3. Click the ReadMe link to display the ReadMe text and read it before continuing with the installation.
 4. Open the Enterprise Vault folder.
 5. Open the Server folder.
 6. Double-click SETUP.EXE to start the installation.
 7. Follow the installation instructions.
 Install the required components on each computer where you want to run or use Enterprise Vault according to the decisions you made during the planning stage. As a reminder, the components are:
 • Enterprise Vault Services
 Installs all the Enterprise Vault services. After the installation, you must configure the services before using them. Configuration is covered in Running the Configuration Program on page 77.
 • Administration Console
 Installs the Administration Console. This is a snap-in to the Microsoft Management Console (MMC) that enables you to manage Enterprise Vault. This component also installs the Configuration Program.
 PST Migrator is also installed when you choose to install the Administration Console.
 You can install the Administration Console component on a separate computer running either Windows Server 2003 or Windows 2000 Server or Professional.
 • Exchange OWA Extensions:
 – Exchange 2003 OWA Extensions (Back-end)
 This component may not be shown. Installs the back-end OWA extensions.
 – Exchange 2003 OWA Extensions (Front-end)
 This component may not be shown. Installs the front-end OWA extensions.
 If you do not have a front-end/back-end OWA configuration, you do not need to install this component.
 – Exchange 2000 OWA Extensions (Back-end)
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 This component may not be shown. Installs the back-end OWA extensions.
 – Exchange 2000 OWA Extensions (Front-end)
 This component may not be shown. Installs the front-end OWA extensions.
 If you do not have a front-end/back-end OWA configuration, you do not need to install this component.
 – Exchange Server 5.5 OWA Extensions
 This component may not be shown. Installs the OWA extensions.
 • SharePoint Portal Server Web Parts
 This component may not be shown and is not needed by Enterprise Vault for Microsoft Exchange Server.
 • File Placeholder Service
 You need this component if you want to run File System Archiving to archive from the current computer and leave placeholders in place of archived files. Selecting this option installs the File Placeholder Service and the File System Archiving filter driver.
 What next?You must do the postinstallation tasks before you start Enterprise Vault
 At the end of installation, you may be instructed to restart your computer. If you do not need to restart your computer, you can choose to run the Configuration Program immediately after the installation. Go to Running the Configuration Program on page 77. Alternatively, you can exit from the installation and do the postinstallation tasks. You must do these postinstallation tasks before you start Enterprise Vault.
 If you need to restart your computer, do so and then do the postinstallation tasks as described in the next section.
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 If the installation was unable to configure the security for the Web Access application, you must configure it manually, as described in Setting up security for the Web Access application on page 61.
 If you have installed the File Placeholder Service without Enterprise Vault Services then go to Setting up file system archiving on page 163 to find out how to do the configuration.
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Postinstallation tasks
 Read this chapter to find out:
 • How to configure the default security for the Enterprise Vault Web access Application.
 • How to customize the security for the Enterprise Vault Web Access application to match your needs.
 • How to distribute the Microsoft Exchange Server Forms.
 • How to set up the Administration Console so that it can display Japanese fonts.
 Setting up security for the Web Access application
 The Enterprise Vault installation automatically sets up Basic authentication and Integrated Windows authentication.
 Effect on usersThe security that is automatically set up affects users when they log in to the Web Access application, as follows:
 • A user logging in with a browser that supports Integrated Windows Authentication, such as Internet Explorer, must supply domain name and username separately:
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 Username: usernamePassword: passwordDomain: domain
 This domain can never be defaulted.
 An Internet Explorer user with suitably-customized browser settings does not need to supply logon details manually because the logon is automatic; Internet Explorer automatically uses the details of the account to which the user is currently logged on. For more details, see Customizing security on the client computers on page 66.
 • A user logging in to the Web Access application with a browser that does not support Integrated Windows Authentication, must supply both domain name and username in response to a single username prompt:
 Username: domain\usernamePassword: password
 It is possible for you to set up a default domain; see Using a default domain with basic authentication on page 64.
 For other Web Access application security options, see Enabling remote access to the Web Access Application computer on page 68.
 The next section, Setting up the default authentication, describes the procedures to set up Basic authentication and Integrated Windows Authentication yourself. You do not need to do this unless the installation procedure gives you a message saying that setup could not set alias security.
 Setting up the default authenticationThe installation automatically configures Basic authentication and Integrated Windows Authentication for the Enterprise Vault Web Access application. If, when you installed Enterprise Vault, there was no message saying that setup could not set alias security, then the authentication described in this section has already been applied to your system.
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 The Enterprise Vault Web Access application is always installed on the same computer as Internet Information Server (IIS).
 To set up the default authentication, log in to the IIS computer as Administrator and do the following:
 1. Click Start, Programs, Administrative Tools, Internet Services Manager.
 2. Expand the container for the Enterprise Vault Web Access application computer.
 3. Expand the Default Web Site container.
 4. Right-click the EnterpriseVault folder and, on the shortcut menu, click Properties.
 5. Click the Directory Security tab.
 6. In the Anonymous access and authentication control section, click Edit.
 7. Clear the Anonymous access checkbox.
 8. Select Basic authentication. A security message appears, warning about transmitting passwords without encryption. Click Yes to continue.
 Notes:
 – If all clients will be using Internet Explorer, you can clear Basic authentication. If any clients will be using other web browsers, make sure that Basic authentication is selected.
 – Do not add a domain name in Basic authentication unless you also create a WebApp.ini file as described in Using a default domain with basic authentication on page 64.
 9. Select the Integrated Windows Authentication checkbox.
 10.Click OK.
 11.Click the Virtual Directory tab.
 12.On Windows 2000 only, click Create.The path to the Web Access application is now set up.
 13.Click Configuration.
 14.Click the App Options tab.
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 15. Increase the ASP Script Timeout. A value of 900 seconds is normally sufficient.
 This increase in the ASP script timeout is so that users can restore baskets containing large numbers of items.
 16.Click OK.
 On Windows 2000, if there is a prompt about Inheritance Overrides, click Select All and then OK.
 Customizing security for the Web Access application
 The standard security for the Web Access application means that users must provide domain name, user name, and password whenever they start the Web Access application.
 This section describes various levels of automatic authentication that you can set up for the users. If none of these methods is acceptable to you, the default authentication enables users to log on by supplying domain, username, and password.
 Using a default domain with basic authenticationWith only Basic authentication configured, users must provide a domain name when logging on to the Web Access application. For example, a user in domain myDomain with a username of Rogers must specify myDomain\Rogers when logging on to the Web Access application.
 It is possible for IIS and Enterprise Vault to use a default domain for Basic authentication. In this case, users in the default domain do not need to specify a domain name when starting the Web Access application. Users in other domains must still specify a domain name.
 Setting up a default domain in IISNote that the default domain does not work unless you also define it for the Web Access application, as described in Setting up a default domain in the Web Access application on page 65.
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 To set up IIS so that it uses a default domain for Basic authentication:
 1. Click Start, Programs, Administrative Tools, Internet Services Manager.
 2. Expand the container for the Enterprise Vault Web Access application computer.
 3. Expand the Default Web Site container.
 4. Right-click the EnterpriseVault folder and, on the shortcut menu, click Properties.
 5. Click the Directory Security tab.
 6. In the Anonymous access and authentication control section, click Edit.
 7. Clear Anonymous access if it is selected.
 8. If Basic authentication is not already selected, then select it.
 9. On Windows Server 2003, click Select. On Windows 2000, click Edit.
 10.Enter the name of the domain that contains the majority of the user accounts that will be using the Web Access application and click OK.
 If there is a prompt about Inheritance Overrides, click Select All and then OK.
 Setting up a default domain in the Web Access applicationNote that the default domain does not work unless you also define it in IIS, as described in Setting up a default domain in IIS on page 64.
 To set up the Web Access application so that it uses the same default authorization domain as you have set up in IIS:
 1. Use a text editor to create an initialization file called WebApp.ini, containing the following line:
 Domain=<DomainName>
 where <DomainName> is the name of the domain that you have specified in IIS for Basic authentication. Note that entries in this file are case-sensitive.
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 For example, to use a domain called myDomain, the line to use is:
 Domain=myDomain
 2. Save the file in the Enterprise Vault program folder, normally C:\Program Files\Enterprise Vault, on the computer that runs the Web Access application.
 Customizing security on the client computersYou can configure Internet Explorer so that users are automatically logged on to the Web Access application, without receiving a logon prompt. Essentially, you must configure Internet Explorer so that it trusts the Web Access application computer.
 For this to work, you must also be using the Integrated Windows Authentication, as described in Setting up the default authentication on page 62.
 To make Internet Explorer log on automatically, you may need to modify the Internet Explorer Internet Options on each client computer. The settings are saved in the Windows registry, so you can save them for rollout to many client computers.
 There are many possible ways for you to configure Internet Explorer security, some of which may not be acceptable to you. Two methods are described here:
 • Using the proxy bypass list
 • Explicitly naming the Web Access application computer
 See the Internet Explorer help if you need more information on configuring browser security.
 Using the proxy bypass listNote that you must be using a proxy server before you can use the proxy bypass list.
 To configure Internet Explorer to use the proxy bypass list, do the following:
 1. In Internet Explorer, click Tools and then Internet Options.
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 2. Click the Security tab and then click the Local Intranet zone.
 3. Click Sites and then select Include all sites that bypass the proxy server.
 4. Click OK.
 5. Click Custom Level.
 6. Under Logon, select Automatic logon only in Intranet zone.
 7. Click OK.
 8. Click the Connections tab, and click LAN Settings.
 9. Check that a proxy server is being used.
 10. If either of the Automatic configuration settings is selected, you must make sure that the Web Access application computer is in the automatic configuration exceptions list.
 11. If neither of the Automatic configuration settings is selected, click Advanced and, if there is no existing entry that includes the Web Access application computer, specify the Web Access application computer in the Exceptions list.
 Explicitly naming the Web Access application computerThis section describes how to add the Web Access application to computer to the Internet Explorer local intranet zone.
 It is possible to configure users’ desktops so that they automatically add the Web Access application computer to the Internet Explorer local intranet zone. For details, see Configuring clients.
 To configure Internet Explorer to trust the Web Access application computer:
 1. In Internet Explorer, click Tools and then Internet Options.
 2. Click the Security tab and then click the Local Intranet zone.
 3. Click Custom Level.
 4. Under Logon, select Automatic logon only in Intranet zone and then click OK.
 5. Click Sites and then Advanced.
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 6. In the Add this Web site to the zone box, enter the fully-qualified domain name of the Web Access application computer and then click Add. For example, vault.company.com
 7. In the Add this Web site to the zone box, enter the computer name, without the DNS domain, of the Web Access application computer and then click Add.
 8. Click OK.
 Once you have set up the security, users will not need to log on to search archives or to view or restore archived items.
 Enabling remote access to the Web Access Application computer
 You may need to grant users of the Enterprise Vault Web Access application access to the IIS computer, using the local IIS computer accounts database, not the domain accounts database.
 Note: If the IIS computer is a domain controller, there is no local accounts database, only a domain accounts database. If you continue with these instructions when the IIS computer is a domain controller, you will make changes to the security access of the domain accounts database. This will affect all computers within the domain, not just the IIS computer. If you do not want to affect the whole domain, you should ensure that you run IIS on a non-domain controller.
 To grant access, do the following:
 1. Click Start, Programs, Administrative Tools, Local Security Policy. The Local Security Settings window appears.
 2. Expand the Local Policies container.
 3. Click User Rights Assignment.
 4. Set up Basic authentication access:
 a. (On Windows 2003) In the right-hand pane, right-click Allow log on locally and, on the shortcut menu, click Properties. The Local Security Policy Setting window appears.
 (On Windows 2000) In the right-hand pane, right-click Log on locally and, on the shortcut menu, click Security. The Local
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 Security Policy Setting window appears.
 b. Check that the Users group appears in the list.
 (On Windows 2000) Check that Local Policy Setting is selected. If Local Policy Setting is not selected, add it.
 3. Set up Integrated Windows Authentication access:
 a. In the right-hand pane, right-click Access this computer from the network and, on the shortcut menu, click Properties (on Windows Server 2003) or Security (on Windows 2000). The Local Security Policy Setting window appears.
 b. Check that the Users group appears in the list.
 (On Windows 2000) Check that Local Policy Setting is selected. If Local Policy Setting is not selected, add it.
 If you do not want to add the Users group, see the other options below.
 By default, the Users group includes Domain Users. If the Users group does not include Domain Users, or if some Web Access application users are in a different domain, you must do one of the following:
 – Add the Web Access application users to the Users group
 – Add the Web Access application users to some other group and then grant the access right to that group
 – Grant the access right to each Web Access application user’s account.
 The Enterprise Vault Web Access application is now set up and ready to be used by users in the same domain as IIS.
 Distributing the Microsoft Exchange formsTo distribute the Microsoft Exchange forms that you have installed from the Enterprise Vault kit around your Microsoft Exchange Server organization, you are recommended to put them in the Microsoft Exchange Organization Forms Library.
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 However, before you install the forms, you may need to create a folder in the Organization Forms Library to hold the forms from the Enterprise Vault kit. If you need to do this, go to Creating a folder. Otherwise, go to Installing the forms on page 71.
 Creating a folderYou must create a folder in the Organizations Forms Library with access provided to all Microsoft Exchange users who are going to use Enterprise Vault.
 On Exchange Server 2003 or Exchange 2000 Server:
 1. Click Start, Programs, Microsoft Exchange, System Manager.
 2. Expand the Organization (Exchange) object.
 3. Expand your Administrative Group.
 If this is not available, right click your Organization and select Properties. Then check Display Administrative Groups and click OK.
 4. Expand Folders.
 5. Right-click Public folders and, on the shortcut menu, click View System folders. The right-hand pane displays the system folders.
 6. In the right-hand pane, right-click EFORMS REGISTRY and, on the shortcut menu, click New, and then click Organizational Form. A Properties window appears.
 7. Fill in the details on the Properties window.
 8. Under E-forms language, select the language that is appropriate to the forms you are going to install and then click OK to return to the Exchange System Manager screen.
 9. In the right-hand pane, double-click the EFORMS REGISTRY folder.
 10.Right-click the folder you just created (Organizational Forms) and, on the shortcut menu, and click Properties.
 11.On the properties screen, click the Permissions tab.
 12.Click Client Permissions.
 13.Click Add.
 14.Click a user name for the account that will be the owner of the forms. This will usually be the Enterprise Vault Service account.
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 15.Click the Roles down arrow and, in the list, click Owner.
 16.Click OK to return to the Properties screen.
 17.Click OK to close the Properties screen.
 18.Close Exchange System Manager.
 On Exchange Server 5.5:
 1. Run Microsoft Exchange Administrator.
 2. On the Tools menu, click Forms Administrator.
 3. Click New.
 4. In the Library folder name box, type the library name you want to appear in the Administrator window or accept the default, Organization Forms.
 5. In the Language box, select a language.
 6. You need to give a particular mailbox Owner access to the folder. Click Permissions, and do the following:
 a. Click Add.
 b. Select the mailbox that you want to use and click Add.
 c. Click OK.
 d. Select the mailbox that you have just added. Click the Roles arrow and select Owner.
 e. Click OK.
 You have now created a folder in the Organization Forms Library to hold the forms from the Enterprise Vault kit. Go to Installing the forms to install the forms in the library.
 Installing the formsYou can install the forms from Microsoft Outlook using a mailbox that has Owner permissions for the folder in the Organization Forms Library. Do this on the computer where you have installed the Microsoft Exchange forms from the Enterprise Vault kit.
 Users can access the new forms when they have installed the Enterprise Vault User Extensions.
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 1. On the Outlook Tools menu, click Options.
 2. Click the Other tab.
 3. Click Advanced Options.
 4. Click Custom Forms.
 5. Click Manage Forms.
 3. On the right-hand side of the dialog box, click the Set button.
 4. Click Forms Library and select the name of your forms library. Click OK.
 5. Click the Install button.
 6. Select the Languages\Forms subfolder in the Enterprise Vault Program folder.
 7. Select the language folder that is appropriate to the language of the forms you want to install.
 8. Change the Files to type filter to Form Message (*.fdm)
 9. Double-click EVPendingArchive.fdm and review the displayed properties to check that this is the Enterprise Vault Archive Pending Item.
 10.Click OK.
 11.Click the Install button.
 12.Change the Files to type filter to Form Message (*.fdm).
 13.Double-click EVShortcut.fdm and review the displayed properties to check that this is the Enterprise Vault Shortcut.
 14.Click OK.
 15.Click the Install button.
 16.Change the Files to type filter to Form Message (*.fdm).
 17.Double-click EVPendingRestore.fdm and review the displayed properties to check that this is the Enterprise Vault Restore Pending Item.
 18.Click OK.
 19.Click the Install button.
 20.Change the Files to type filter to Form Message (*.fdm).
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 21.Double-click EVPendingDelete.fdm and review the displayed properties to check that this is the Enterprise Vault Delete Pending Item.
 22.Click OK.
 Customizing users’ desktop settings and security
 You can selectively remove Enterprise Vault functionality from users' desktops. You can hide or show menu options, buttons, and property sheets for all the following:
 • Search archives
 • Manual archive
 • Restore from archive using a shortcut
 • Cancel archiving
 • Delete from archive
 • Enterprise Vault properties for folders
 • Enterprise Vault properties for messages
 • Enterprise Vault properties for mailboxes
 Additionally, you can automatically add the Web Access application computer to the Internet Explorer intranet zone, thus enabling users to search their archives without providing logon details.
 To find out more information, see Configuring Clients in the Administrator’s Guide.
 Japanese fontsIf your Enterprise Vault installation is going to have users who have a Japanese version of the Enterprise Vault User Extensions, you must set up the Administration Console so that it can display Japanese characters.
 The Japanese characters are used when displaying:
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 • Mailbox names
 • Archive names and descriptions
 • The Web Access application System Message
 • Retention Category names and descriptions
 Do the following on each computer that is going to run the Administration Console:
 1. Start the registry editor and navigate to the following key: HKEY_LOCAL_MACHINE \SOFTWARE \KVS \Enterprise Vault \Admin
 2. Add the following registry string values:
 Value: SecondaryFontCharSetContents: SHIFTJIS
 Value: SecondaryFontSizeContents=12
 Value: SecondaryFontFaceContents: MS UI Gothic
 3. Check that the MS UI Gothic font is installed:
 On Windows 2000 Server:
 a. In the Windows Control Panel, double-click Regional Options.
 b. On the General tab, under Language settings for the system, select Japanese if it is not already selected.
 c. Click OK.
 On Windows 2003:
 a. In the Windows Control Panel, double-click Regional and Language Options.
 b. In Regional and Language Options, click the Languages tab.
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 c. Under Supplemental language support, select Install files for East Asian languages. There is an information message that tells you the files will be installed after you click OK or Apply.
 d. Click OK. The Japanese language is installed.
 The values given here work well but, if you want to experiment with other settings, you can change the fonts while the Administration Console is running.
 What next?You have now completed the postinstallation tasks. Go to Running the Configuration Program on page 77.
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 Read this chapter to find out:
 • How to configure Enterprise Vault.
 Configuring Enterprise Vault involves running the Enterprise Vault Configuration Program, as well as a number of additional configuration tasks. You must do these before you can use Enterprise Vault.
 Notes:
 • If you have installed the File Placeholder Service without Enterprise Vault Services then go to Setting up file system archiving on page 163 to find out how to do the configuration.
 If you have installed Enterprise Vault Services then the File Placeholder Service configuration is included in the Enterprise Vault Services configuration and is described in this chapter.
 • If you run the Configuration Program immediately after the installation, remember that there are some additional tasks that you need to do before users can use Enterprise Vault. See Postinstallation tasks on page 61.
 • If you exit from the Configuration Program before configuration is complete, you can run the Configuration Program again and have the option to delete the Directory database. Once you have successfully completed the Configuration Program, you cannot run it again on the same computer.
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 IntroductionThe Configuration Program sets up Enterprise Vault. It enables you to:
 • Select which SQL Server you want to use for the Vault Directory database
 • Create the Vault Directory Database
 • Create an Enterprise Vault site
 • Add each computer to the site
 • Select the Enterprise Vault services you want to run on each computer
 • Choose the storage areas to use for Enterprise Vault data
 The following tasks must be done using the Configuration Program:
 • Creating a new Vault Directory
 • Creating a new Enterprise Vault site
 • Adding a new computer
 You can also use the Configuration Program to select which of the Enterprise Vault services you want to run on the computer and to assign storage areas for the data, although you can defer these tasks and do them from the Administration Console.
 You must run the Configuration Program on every computer in the Enterprise Vault site.
 After configuration, use the Administration Console to manage the sites, computers, and services.
 PreparationIf you have installed the File Placeholder Service, we recommend that you install the appropriate Enterprise Vault licenses, including a File System Archiving (FSA) license, before running the Configuration Program.
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 On systems that do not include File Placeholder Service, you can install license keys before or after working through the Configuration Program.
 To find out how to get your Enterprise Vault license keys and how to install them, see Licenses and license keys on page 209.
 Running the Configuration ProgramYou may be starting the Configuration Program after restarting your computer or from the last screen of the Installation Program.
 When you are using the Configuration Program to configure Enterprise Vault on subsequent computers, refer to the online Help if you are unsure about how to proceed.
 To run the Configuration Program:
 1. Click Start, point to Programs, Enterprise Vault, and click Enterprise Vault Configuration.
 The Configuration Program wizard starts. The first screen asks whether you want to create a new Vault Directory on this computer.
 2. Click Yes and then Next.
 The wizard asks for details of an account for Enterprise Vault Services to use. This is the Vault Service account that you created earlier; see The Vault Service account on page 44.
 3. Enter the details of the Vault Service account.
 You must use the format domain_name\username when you specify the account. Alternatively, use the … button to browse for the Vault Service account.
 Enter the password for the Vault Service account and confirm it.
 4. Click Next.
 A warning message is displayed if the account you are using does not have sufficient privileges to validate the password to the Vault Service account. Click Yes to continue.
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 A message tells you that the Vault Service account has been added to the local Administrators group. Click OK to close the message
 A second message notifies you that the account will be given the advanced user rights, Log On As a Service and Act as Part of the Operating System, and Debug programs. Click OK to close the message.
 The Configuration Program creates the Directory Service and then the next screen asks for the location of the SQL Server that you want to use for the Directory database.
 5. Enter the location of the SQL Server that you want to use. You can specify a SQL Server instance if required
 6. Click Next.
 The wizard shows the default locations for the Vault Directory database and transaction log.
 7. Change the locations if necessary.
 If you have specified that SQL Server is on a remote computer, the paths for the data file and transaction log file must be valid on that remote computer.
 8. Click Next.
 The wizard creates the Vault Directory Database. The next screen asks for details of the new Vault Site.
 9. Enter a name and description for the new Enterprise Vault site.
 10.Enter the Vault Site alias that you created earlier; see The Vault Site alias on page 45.
 11.Click Next.
 The next screen asks for a DNS alias for current computer.
 You are recommended to enter a DNS alias but you can, if necessary, enter the computer’s fully-qualified DNS name.
 12.Enter a DNS alias for the current computer and click Next.
 13.Click Next to add the computer to the Enterprise Vault Site.
 An information screen lists software that is installed on your computer. Based on this list, the wizard automatically selects Enterprise Vault services to add to your computer.
 80 Running the Configuration Program

Page 85
                        
                        

Preparation
 14.Click Next. The list shows the services that will be added to your computer.
 15. Check the list of services. If there are services in the that you do not need, you can remove them now.
 16.To add additional services to this computer, click Add and select the service that you want to add.
 17.Once you have the correct list of services, click Properties for each service and review the settings. Change the settings as necessary.
 18.When you have finished reviewing the services’ properties, click Next.
 The default storage locations for the Shopping Service and the Indexing Service are displayed.
 19.Check that the storage locations are suitable. Click Back if you want to change them.
 Note: You must make sure that the default index storage location is on an accessible device and that the Vault Service account can write to it. When you enable mailboxes, Enterprise Vault adds information about the index storage location to the Vault Directory Database. You cannot easily change the index storage location for mailboxes after you have enabled them.
 However, you can use the Administration Console to change the index storage location, or add further locations, before you enable any mailboxes.
 20. If you do not want to change the default locations for the Indexing and Shopping Services, click Next.
 If you do want to change the locations, click Back, select the service that you want to modify and click Properties to change the location.
 The next screen asks for details of the service mailbox.
 21.An information page is displayed.
 Click Next to continue and start the services.
 22.The services that you have added are listed.
 Click Next to start the Enterprise Vault services. If any of the service does not start immediately, continue to click Next until they have all started.
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 Note: The services will not start unless you have installed the appropriate license keys. See Preparation on page 78 for more information.
 If you do not have the license keys yet, you can continue configuring Enterprise Vault using the Administration Console, but you cannot run the services until the license keys have been installed.
 23.Click Finish to exit from the Configuration Program.
 What next?You can now continue with your configuration from the Enterprise Vault Administration Console.
 You must also install all prerequisite software on the other computers that you want to add to the Vault Site and then run the Configuration Program on each computer to add it to the Vault Site.
 Remember that you can run the Configuration Program only once successfully on a computer. If you exit the Configuration Program after successfully configuring Enterprise Vault, you cannot run the program again. To do any further setup or management of the Enterprise Vault components, you must use the Administration Console.
 To find out how to start the Administration Console, see Running the Administration Console on page 107.
 Remember that if you progressed directly to the Configuration Procedure from installation, you must still set up IIS and Microsoft Exchange Server. These tasks are described in Postinstallation tasks on page 61.
 See Distributing the User Extensions for details of how to distribute the Enterprise Vault User Extensions to your users.
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 Read this chapter to find out:
 • Where to install the Enterprise Vault OWA Extensions
 • How to install or upgrade the Enterprise Vault OWA Extensions
 • How to configure the Enterprise Vault OWA Extensions
 • How to configure Enterprise Vault servers for OWA access
 • How to configure all-in-one systems for demonstrating the use of OWA with Enterprise Vault
 Enterprise Vault OWA Extensions enable OWA users to access and manage items in their archives from their OWA clients. These extensions must be installed on OWA Exchange servers; Enterprise Vault supports Exchange servers running OWA 2003, OWA 2000 or OWA 5.5. Enterprise Vault servers also require configuration for OWA access.
 The Enterprise Vault functionality available to users depends on the version of OWA running on the Exchange servers; see Table 6 for a summary of the features available in OWA clients. With OWA 2003, OWA configuration options in the Enterprise Vault Administration Console (in the mailbox policy properties) enable you to customize the Enterprise Vault options available in OWA 2003 Premium and Basic clients. Using the OWA 2003 settings is described in the Configuring Clients chapter of the Administrator’s Guide.
 .
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Table 6 Enterprise Vault features in OWA clients
 OWA version Enterprise Vault functionality
 OWA 2003 View items using standard OWA functionality
 Reply to and forward shortcuts or original items (using standard OWA functionality)
 Archive items and folders using Enterprise Vault buttons or menu options. Default archiving properties can be changed.
 Restore items using Enterprise Vault buttons or menu options. Restore properties can be set.
 Delete shortcuts and/or archived items using Enterprise Vault buttons or menu options or standard OWA functionality
 Archive Explorer button.
 Search Archives button.
 View archived public folder items.
 Administrator can configure Enterprise Vault functionality available in Premium and Basic clients.
 OWA 2000 View items.
 Reply to and forward shortcuts (using standard OWA functionality).
 Delete shortcuts (using standard OWA functionality).
 View archived public folder items.
 OWA 5.5 View items.
 Reply to and forward shortcuts (using standard OWA functionality). This requires additional configuration.
 Delete shortcuts (using standard OWA functionality).
 View archived public folder items.
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 Planning the OWA ExtensionsThe following figures give examples of some typical OWA configurations supported by Enterprise Vault. The types of authentication supported for each connection is also shown.
 Figure 1 Front-end/back-end example configuration
 In Figure 1 there is one Exchange server configured as a front-end OWA server and two Exchange servers configured as back-end OWA servers. OWA client browser sessions connect to the front-end server.
 Enterprise Vault OWA Extensions are installed on all front-end and back-end Exchange servers.
 If the front-end OWA server is running Exchange Server 2003 and the back-end OWA server is running Exchange Server 2000, clients will
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 only have the Enterprise Vault functionality available with OWA 2000 Extensions (see Table 6 on page 84).
 Typically, users connect to the front-end server using basic authentication. Integrated Windows Authentication (IWA) is used for the connection between Exchange servers and anonymous authentication is used for the connection between the back-end Exchange server and the Enterprise Vault server.
 On the Enterprise Vault servers, a special user is created and configured to manage the anonymous connections from OWA servers.
 Figure 2 Back-end only example configuration
 In Figure 2 there are no front-end OWA servers. Instead, users connect to one of two Exchange servers configured as back-end OWA servers. This configuration can provide more security, as you can force
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 users to use IWA authentication instead of basic authentication when connecting to the OWA servers. Anonymous authentication is used for the connection between the Exchange server and the Enterprise Vault server.
 Figure 3 Clustered OWA servers example
 Figure 3 gives an example of an active/passive cluster of OWA servers. In this configuration, Enterprise Vault OWA Extensions must be installed and configured on both Exchange servers in the cluster. Enterprise Vault automatically adds the necessary cluster addresses to its configuration files when you configure the OWA Extensions. There could also be a front-end OWA server, but this would not normally be included in a cluster configuration.
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 When one OWA server in the cluster fails over to the other, connections to the Enterprise Vault servers are established automatically, as shown in Figure 4; users can continue to access items in their Enterprise Vault archives.
 Figure 4 Configuration after failover
 If you have more than one virtual HTTP server on the front-end or back-end OWA server, for example to support connections from multiple domains, you must perform additional configuration steps to enable access to Enterprise Vault archives. This configuration is beyond the scope of this guide. For details of the steps required, contact VERITAS support.
 If you are setting up a demonstration system, the Enterprise Vault server and OWA server are typically installed on one computer, as
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 shown in Figure 5. In this example, you would install and configure on the computer the Enterprise Vault OWA Extensions for a back-end OWA server. The user that handles anonymous connections from the OWA servers also needs to be created and configured on the computer.
 Figure 5 Typical demonstration configuration
 To demonstrate the use of OWA with Enterprise Vault you can set up all the required servers on one computer. The OWA configuration typically includes a back-end OWA server only, but can include a front-end OWA server, if required. See Configuring a demonstration system on page 104 for instructions on setting up all-in-one systems.
 Figure 6 shows a typical configuration example for OWA on Exchange Server 5.5. The OWA Extensions do not need to be configured and the Anonymous user is not required on the Enterprise Vault server. However, WinHTTP must be configured on the OWA 5.5 server with the correct proxy bypass list.
 Enterprise VaultServer
 +Exchange
 Server(2000 or 2003)
 +EV OWA
 extensions
 IWA
 browser
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 Figure 6 Exchange 5.5 configuration example
 Prerequisite softwareIn addition to the prerequisite software for the Enterprise Vault server, there are software requirements for OWA Exchange Servers and OWA clients. See Requirements for the Enterprise Vault OWA Extensions on page 47 for details.
 Upgrading existing OWA ExtensionsAt Enterprise Vault 6.0, the process for installing and configuring Enterprise Vault OWA Extensions has changed significantly. To upgrade existing OWA Extensions, you must install and configure Enterprise Vault 6.0 OWA Extensions on all front-end and back-end OWA servers and configure OWA on the Enterprise Vault servers.
 To upgrade OWA Extensions on OWA servers to Enterprise Vault 6.0
 1. Load the Enterprise Vault CD-ROM into the CD-ROM drive of your Exchange server.
 OWA 5.5+
 EV OWAextensions
 ExchangeServer 5.5
 Enterprise VaultServer
 IWA
 Basic
 browser
 90 Installing and configuring the OWA Extensions

Page 95
                        
                        

Upgrading existing OWA Extensions
 2. Open the Enterprise Vault folder. Check the ReadMeFirst.htm file in this folder for details of any last minute changes.
 3. Open the Server folder.
 4. Double-click SETUP.EXE to start the installation.
 5. Follow the installation instructions and select the correct OWA Extensions component for this Exchange server.
 On Exchange Server 2003 and Exchange Server 2000 back-end OWA servers, configure the OWA Extensions by following the instructions in Configuring back-end Exchange servers on page 94.
 On Exchange Server 2003 front-end OWA servers, configure the OWA Extensions by following the instructions in Configuring front-end Exchange servers on page 96.
 If you are upgrading OWA 5.5 Extensions, then you only need to install the Enterprise Vault 6.0 OWA Extensions on your OWA server; no configuration is required.
 To upgrade your OWA configuration on Enterprise Vault servers
 If your OWA servers are running OWA 2003 or OWA 2000, you also need to upgrade the configuration of the Anonymous user account that handles connections from OWA servers.
 Follow the instructions in Configuring OWA Anonymous user on the Enterprise Vault server on page 101 but use your existing Anonymous user account instead of creating a new one.
 Important note: In previous releases, to display the Search Archives and Archive Explorer buttons in OWA 2003 clients you edited the OWA file, vw_navbar.js. From Enterprise Vault 6.0, Enterprise Vault buttons are configured using settings in the Administration Console. Do not edit the vw_navbar.js file.
 Configuring the OWA 2003 clients is described in the Configuring Clients chapter of the Administrator’s Guide.
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 Installing Enterprise Vault OWA ExtensionsFollow the instructions in this section to perform a new installation of the Enterprise Vault OWA Extensions.
 Table 7 shows which Enterprise Vault components you need to install on your OWA Exchange servers.
 Note that the Enterprise Vault buttons are not available when using OWA 5.5 or OWA 2000, which means that you can only view archived items with these client extensions. To be able to archive, restore, search and delete archived items from your OWA client and have integrated access to Archive Explorer, you need to use OWA on Exchange Server 2003.
 To install the Enterprise Vault OWA extensions:
 1. Load the Enterprise Vault CD-ROM into the CD-ROM drive of your Exchange server.
 2. Open the Enterprise Vault folder. Check the ReadMeFirst.htm file in this folder for details of any last minute changes.
 3. Open the Server folder.
 Table 7 Enterprise Vault OWA extensions to install
 If you have... ...then install
 Exchange Server 2003 or Exchange 2000 with front-end servers
 Exchange 2003 or Exchange 2000 OWA Extensions (Back-end) on each back-end server.
 Exchange 2003 or Exchange 2000 OWA Extensions (Front-end) on each front-end server.
 Exchange Server 2003 or Exchange Server 2000 without a front-end server
 Exchange 2003 or Exchange 2000 OWA Extensions (Back-end) on each Exchange Server computer.
 Exchange Server 5.5 Exchange Server 5.5 OWA Extensions on your OWA server.
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 4. Double-click SETUP.EXE to start the installation.
 5. Follow the installation instructions and select the correct OWA Extensions component for this Exchange server.
 On Exchange Server 2003 and Exchange Server 2000, now work through Configuring the OWA Extensions.
 No configuration of Exchange Server 5.5 OWA Extensions is required. If you are setting up OWA on Exchange Server 5.5, you can now set up WinHTTP as described in Configuring WinHTTP for OWA 5.5 on page 97.
 Configuring the OWA Extensions
 On Exchange Server 2003, you need to perform the following tasks
 1. Configure back-end servers, as described in Configuring back-end Exchange servers on page 94
 2. Configure front-end servers, as described in Configuring front-end Exchange servers on page 96
 3. Set up the OWA Anonymous account on the Enterprise Vault server, as described in Configuring OWA Anonymous user on the Enterprise Vault server on page 101
 On Exchange Server 2000, you need to perform the following tasks
 1. Configure back-end servers, as described in Configuring back-end Exchange servers on page 94
 2. No configuration is required on front-end servers
 3. Set up the OWA Anonymous account on the Enterprise Vault server, as described in Configuring OWA Anonymous user on the Enterprise Vault server on page 101
 On Exchange Server 5.5
 1. Install OWA Extensions, no configuration is required and the OWA Anonymous account is not required on the Enterprise Vault server. However, you must configure WinHTTP as described in Configuring WinHTTP for OWA 5.5 on page 97.
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 On all-in-one demonstration systems (OWA 2003)
 1. Configure the back-end server, as described in Configuring back-end Exchange servers on page 94
 2. If a front-end OWA server is included, configure it using the instructions in Configuring a demonstration system on page 104
 3. In this configuration, the Anonymous account is not required on the Enterprise Vault server
 Configuring back-end Exchange serversNote that Enterprise Vault requires direct access to the Exchange back-end server, and must not go via a proxy.
 To enable the configuration program to set up WinHTTP with the correct proxy bypass list for the Enterprise Vault server, create the EVServers.txt file as described in this section. Entries in this file will be appended to the proxy bypass list.
 1. Open NotePad.
 2. Type in, one entry per line, the Vault Site alias in both fully-qualified and LanMan forms. For example:
 ourvaultsitealias.domain.comourvaultsitealias
 Also type in any aliases for each Enterprise Vault server computer in the Vault Site. Enter these one per line, in fully-qualified and LanMan forms. For example:
 vault1alias.domain.comvault1alias
 3. Save the file as EVServers.txt in the OWA folder in your Enterprise Vault installation folder (typically, C:\Program Files\Enterprise Vault\OWA).
 4. Close NotePad.
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 Now run the OWA configuration program on each back-end OWA server. The following instructions explain how to run the program.
 Important note You will need to create at least one public folder before running the following script. As Microsoft Exchange installation automatically creates a public folder store, Enterprise Vault will attempt to register forms against public folders. If no public folders exist, the following error will be displayed:
 registration failed, error: -2147217895
 Object or data matching the name, range, or selection criteria was not found within the scope of this operation.
 1. Log on to the Exchange Server computer using an account that has Exchange Full Administrator permission.
 2. Ensure the Exchange Server is running and that the web site associated with the Exchange Server has an ExAdmin virtual directory created.
 3. Click Start, Programs, Enterprise Vault, Exchange 2000 OWA Extensions Configuration or Exchange 2003 OWA Extensions Configuration, as appropriate.
 4. A command prompt window opens and lists what the configuration program has done.
 The configuration program sets up the following for each Exchange virtual server it finds on the computer:
 – An EnterpriseVaultProxy virtual directory for each web server on the computer.
 – An EVOWA virtual directory for each web server on the computer.
 – A virtual directory called EnterpriseVaultname for each Exchange mailbox and public folder virtual directory. name is the name of the associated Exchange virtual directory.
 For example, if Exchange virtual directories are called Exchange and Public, virtual directories called EnterpriseVaultExchange and EnterpriseVaultPublic will be created.
 – Execution of scripts is enabled in the settings of the Exchange mailbox and public folder virtual directories.
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 – Enterprise Vault forms registration.
 – Proxy bypass list.
 5. When the configuration program has finished, you will see the following line in the command prompt window:
 Press ENTER to end
 6. Details of the configuration process are sent to the log file:
 Enterprise Vault\OWA\BackEnd200nSetup.wsf.log
 This file is called BackEnd2000Setup.wsf.log on Exchange Server 2000 or BackEnd2003Setup.wsf.log on Exchange Server 2003.
 Check the log file for any configuration errors.
 Configuring front-end Exchange serversThe instructions in this section are applicable to Exchange Server 2003 only.
 On Exchange Server 2000, the front-end OWA extensions need to be installed but not configured.
 If you are setting up an all-in-one demonstration system that includes a front-end OWA Exchange Server 2003, configure the front-end OWA Extensions using the instructions in Configuring a demonstration system on page 104.
 To run the OWA configuration program on a front-end Exchange Server 2003
 1. Log on to the Exchange Server computer using an account that has Exchange Full Administrator Permission.
 2. Click Start, Programs, Enterprise Vault, Exchange 2003 OWA Front-end Extensions Configuration.
 3. A command prompt window opens and lists what the configuration program has done.
 The configuration program sets up the following for each Exchange virtual server it finds on the computer:
 – An EnterpriseVaultProxy virtual directory for each web server on
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 the computer.
 – Adds the names of back-end Exchange servers to the proxy bypass list.
 4. When the configuration program has finished, you will see the following line in the command prompt window:
 Press ENTER to end
 5. Details of the configuration process are sent to the log file:
 Enterprise Vault\OWA\FrontEnd2003Setup.wsf.log
 Check the log file for any configuration errors.
 Configuring WinHTTP for OWA 5.5Work through this section to configure WinHTTP on OWA 5.5 servers only.
 Use the WinHTTP Proxy Configuration Utility to configure WinHTTP. A version of this utility is available in the Redistributable Software folder on the Enterprise Vault CD-ROM.
 To unpack Proxycfg and configure WinHTTP:
 1. In Windows Explorer, double-click proxycfg.exe. You are prompted for a folder in which to place the unpacked files.
 WARNING: One of the files you are about to unpack is also called proxycfg.exe, so specify a location other than the one containing proxycfg.exe.
 Once you have unpacked Proxycfg the following files are in the folder you specified:
 •proxycfg.exe
 •ReadMe.txt
 2. You may want to read the ReadMe.txt file that came with Proxycfg for details of the possible commands. In particular, if you are using an HTTP proxy server, you may want to specify a bypass list, specifying servers that can be accessed directly.
 3. Start a command prompt window in the folder into which you
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 unpacked Proxycfg
 4. Configure WinHTTP so that the OWA server can access the Enterprise Vault Web Access application, as described in the following sections:
 •Direct access, without a proxy HTTP server
 •Using a proxy HTTP server on page 99
 Direct access, without a proxy HTTP serverIf you do not use a proxy HTTP server, enter the following command:
 proxycfg –d –p "<local>" "<local>;server_name"
 server_name must be the same as the computer name part of the URL for the web access application. For example, if your web access application has the following URL:
 http://myserver.example.com/EnterpriseVault
 where myserver is an alias for a computer called server1, then the proxycfg command to use could be:
 proxycfg -d -p "<local>" "<local>;myserver; myserver.example.com; server1; server1.example.com”
 To improve reliability, you can specify a semicolon-separated list of names that apply to the web access application server.
 If there are several web access application servers, add them all to the list, separated by semicolons.
 This command adds the servers to the proxy bypass list, which you must do because Integrated Windows Authentication occurs automatically only with hosts on the proxy bypass list.
 If you are implementing an Enterprise Vault building blocks solution, make sure you include all the following in the proxy bypass list:
 • The Vault Site alias, in both fully-qualified and LanMan forms. For example:ourvaultsitealias.example.com
 98 Installing and configuring the OWA Extensions

Page 103
                        
                        

Configuring WinHTTP for OWA 5.5
 ourvaultsitealias
 • The computer alias, in both fully-qualified and LanMan forms, of every Enterprise Vault server computer in the Vault Site. For example:vault1alias.example.com
 vault1alias
 Using a proxy HTTP serverEnterprise Vault requires direct access, and must not go via a proxy.
 Use Proxycfg to see your current settings, and determine the name, if any, of the proxy server and current bypass list:
 proxycfg
 If you are using a proxy HTTP server, enter the following command to specify that the proxy server computer is to be used for all HTTP and HTTPS access:
 proxycfg –d –p "ExistingProxyServername" "<local>;CurrentBypassList; server_name"
 where:
 • ExistingProxyServername is the name of the proxy server computer. If there is no current proxy server, specify <local> for ExistingProxyServername.
 • CurrentBypassList is the contents of the existing bypass list, if any, starting with <local> or the ExistingProxyServername.
 • server_name, on back-end servers, is the computer name part of the URL for the web access application. If there are several servers, or the server has several names, this can be a semicolon separated list of server names.
 Depending on the network configuration you have, you may need to specify a bypass list; see the ReadMe.txt file that came with Proxycfg for more information.
 Installing and configuring the OWA Extensions 99

Page 104
                        
                        

Configuring WinHTTP for OWA 5.5
 If you are implementing an Enterprise Vault building blocks solution, make sure you include all the following in the proxy bypass list:
 • The Vault Site alias, in both fully-qualified and LanMan forms. For example:ourvaultsitealias.example.comourvaultsitealias
 • The computer alias, in both fully-qualified and LanMan forms, of every Enterprise Vault server computer in the Vault Site. For example:vault1alias.example.comvault1alias
 WinHTTP configuration problems
 Problem:
 Error "Failed to get the document from the Storage Service (E_ACCESS_DENIED)" when viewing the contents of an Enterprise Vault item.
 Cause:
 This will occur if WinHTTP has not been configured correctly using Proxycfg.
 For more information, see the following:
 • How To Use ProxyCfg
 http://msdn.microsoft.com/library/default.asp?url=/workshop/networking/winhttp/proxycfg.asp
 • 289481: INFO: Proxy Configuration Utility Must Be Run for ServerXMLHTTP [MSXML] to Work
 http://support.microsoft.com/?kbid=289481
 Resolution:
 Use Proxycfg to configure WinHTTP.
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 Links for more information on Proxycfg• How To Use ProxyCfg
 http://msdn.microsoft.com/library/default.asp?url=/workshop/networking/winhttp/proxycfg.asp
 • 291008: PRB: “Access Denied” Error Message When Using ServerXMLHTTP to Access an Authenticated Site
 http://support.microsoft.com/?kbid=291008
 • 289481: INFO: Proxy Configuration Utility Must Be Run for ServerXMLHTTP [MSXML] to Work
 http://support.microsoft.com/?kbid=289481
 • 289792: PRB: Error Message on MSXML3 Setup – “Error Creating Process msiexec.exe …”
 http://support.microsoft.com/?kbid=289792
 • 290761: Frequently Asked Questions about [MSXML and] ServerXMLHTTP
 Configuring OWA Anonymous user on the Enterprise Vault server
 On Enterprise Vault servers that support connections from OWA 2003 or OWA 2000 servers, follow the instructions in this section to configure a special user account for handling anonymous connections from OWA servers.
 Note that the Anonymous user account is not required on all-in-one demonstration systems.
 First, you need to create the ExchangeServers.txt file on the Enterprise Vault server. This holds a list of the IP addresses for all the back-end OWA servers that will connect to the Enterprise Vault server:
 1. Open NotePad.
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 2. Type the IP address of each back-end OWA server (that is, the Exchange Virtual Server IP address), one entry per line.
 If the OWA servers are clustered, enter the Virtual Server IP addresses first and then add the cluster IP address and the IP addresses of each node.
 3. Save the file as ExchangeServers.txt in the Enterprise Vault installation folder (typically C:\Program Files\Enterprise Vault).
 4. Close NotePad.
 102 Installing and configuring the OWA Extensions

Page 107
                        
                        

Configuring OWA Anonymous user on the Enterprise Vault server
 Now set up the Anonymous user account for OWA:
 1. Create a domain user account to use as the Anonymous user account. This should be a basic domain account specifically created for the purpose; a local machine account cannot be used.
 If you are upgrading your OWA extensions and the existing Anonymous user account is a domain account, then use this account. If your existing Anonymous user account is a local machine account, then you will need to create a new domain account for the Anonymous user.
 2. Log on to the Enterprise Vault server as the Vault Service Account.
 3. Open a command prompt window and navigate to the Enterprise Vault installation folder.
 4. Type and enter the command line:cscript owauser.wsf /domain:domain /user:username /password:password /exch2nnn
 The file owauser.wsf is installed in the Enterprise Vault installation folder.
 For domain give the domain of the Anonymous user account.
 For username give the username of the Anonymous user account.
 For password give the password of the Anonymous user account.
 For /exch2nnn enter /exch2003, if the back-end OWA server is Exchange 2003, or /exch2000, if the back-end OWA server is Exchange 2000.
 To display help for the cscript command, type
 cscript owauser.wsf /?
 5. The progress of the script execution is displayed in the command prompt window.
 When the configuration script finishes, you are prompted to synchronize mailboxes and restart the Admin Service.
 The owauser.wsf script sets up the following on the Enterprise Vault server:
 • Assigns the following user rights to the Anonymous user:
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 – SeNetworkLogonRight
 – SeInteractiveLogonRight
 – SeBatchLogonRight
 – SeChangeNotifyPrivilege
 • Creates (or updates) the new virtual directory, EVAnon, that points to the Enterprise Vault\WebApp folder and assigns anonymous access permissions to the OWA Anonymous user.
 • Creates (or updates) the following two Registry keys:HKEY_CURRENT_USERSoftware
 KVSEnterprise Vault
 AnonymousUser
 The value of this key is the full name, including the domain, of the Anonymous user. For example, mydomain\EVOWAUSER
 HKEY_LOCAL_MACHINESOFTWARE
 KVSEnterprise Vault
 OwaWebAppAlias
 The value of this key is the name of the virtual directory for anonymous connections, EVAnon.
 To synchronize mailboxes
 1. Click Start, Programs, Enterprise Vault Administration Console.
 2. Expand the Directory container and then your site. Expand Computers and select the required Enterprise Vault server. Expand this container. Expand Tasks.
 3. In the right hand pane, double click the Mailbox Archiving Task for the Exchange server, to display the properties window.
 4. Select the Synchronization tab. Make sure All mailboxes and Mailbox properties and permissions are selected.
 5. Click Synchronize.
 6. Click OK to close the properties window.
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 7. Close the Enterprise Vault Administration Console.
 To restart the Admin Service
 1. Open Control Panel, select Administrative Tools and then select Services.
 2. Right-click Enterprise Vault Admin Service and select Restart.
 Enterprise Vault services and tasks will restart.
 3. Close the Services console.
 Configuring a demonstration systemSystems set up for demonstration purposes typically have an Enterprise Vault server and a back-end OWA server installed on the same computer. You set up the back-end OWA Extensions as described in Configuring back-end Exchange servers on page 94.
 If your system is running OWA 2003 and includes a front-end OWA Exchange Server 2003 on the same computer, first configure the back-end OWA Extensions, as described in Configuring back-end Exchange servers on page 94. Then configure the front-end OWA Extensions as follows:
 1. Log on to the computer using an account that has Exchange Full Administrator Permission.
 2. In the OWA folder in the Enterprise Vault installation folder, delete EVBackEnd.ini to remove any existing values.
 3. You now run the front-end OWA 2003 configuration program manually. This program, FrontEnd2003Setup.wsf, is in the OWA folder in the Enterprise Vault installation folder.
 Click Start, Run and enter the command line:C:\Program Files\Enterprise Vault\OWA\
 FrontEnd2003Setup.wsf /fealias:EnterpriseVault /bealias:EnterpriseVault
 where /fealias and /bealias switches specify the Enterprise Vault web application virtual directory. This is typically EnterpriseVault.
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 4. When the program has finished, open the file Enterprise Vault\OWA\EVBackEnd.ini and check that all evproxybevdir and evproxyfevdir values have been set to the name of the Enterprise Vault web application virtual directory (typically EnterpriseVault) and not EnterpriseVaultProxy.
 From a browser, first try connecting to the back-end OWA server and check that you can view archived items. If that is successful, try connecting to the front-end OWA server and repeat the test.
 http://support.microsoft.com/?kbid=290761
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Running the Administration Console
 Read this chapter to find out:
 • How to add services to your Enterprise Vault installation
 • How to create new Retention Categories
 • How to review and modify the Site settings
 PreparationAt the end of the Configuration Program you were asked to start the Enterprise Vault services. These services will not start until you have installed the appropriate license keys.
 To find out how to get your Enterprise Vault license keys and how to install them, see Licenses and license keys on page 209.
 IntroductionThe Administration Console enables you to manage the sites, computers, and services.
 Don’t forget that the Administration Console includes the following wizards:
 • Enable Mailboxes
 • Disable Mailboxes
 • New Partition
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 • New Vault Store
 • New Archive
 • New Retention Category
 Starting the Administration Console
 Permissions neededIn order to use the Administration Console you need to be logged in as an account that is a member of the local Administrators group on every computer that runs an Enterprise Vault service. This provides sufficient permissions for everything you do in the Administration Console except for adding a Public Folder Task.
 In order to add a Public Folder Task you must be logged in as an account that has appropriate Exchange Server permissions. The Vault Service account has the correct permissions. Alternatively, set up the account you want to use so that it has the correct permissions; see Assigning Microsoft Exchange Server permissions on page 53.
 To start the Administration Console:
 1. Click Start, point to Programs, Enterprise Vault, and click Administration Console.
 The Administration Console starts.
 Adding servicesIf you want to add more services, you can do so from the Administration Console.
 To add an Indexing Service:
 1. In the MMC scope pane (left pane), expand the Vault Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Right-click the name of the computer to which you want to add a service and, on the shortcut menu, click New and then Service.
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 The Add Service dialog box appears, listing the services you can add.
 4. Click Enterprise Vault Indexing Service.
 5. Click Add.
 6. Make sure that the index storage location is on an accessible device and that the Vault Service account can write to it.
 When you enable mailboxes, Enterprise Vault adds information about the index storage location to the Vault Directory Database. You cannot easily change the index storage location for mailboxes after you have enabled them.
 To add a Storage Service:
 1. In the MMC scope pane, expand the Vault Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Right-click the name of the computer to which you want to add a service and, on the shortcut menu, click New and then Service.
 The Add Service dialog box appears, listing the services you can add.
 4. Click Enterprise Vault Storage Service.
 5. Click Add.
 To add a Shopping Service:
 1. In the MMC scope pane, expand the Vault Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Right-click the name of the computer to which you want to add a service and, on the shortcut menu, click New and then Service.
 The Add Service dialog box appears, listing the services you can add.
 4. Click Enterprise Vault Shopping Service.
 5. Click Add.
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 Creating Retention CategoriesYou may have decided during planning that you wanted more Retention Categories than the ones predefined in Enterprise Vault. If this is the case, you must create your own Retention Categories. Alternatively, you can edit the predefined Retention Categories to suit your needs.
 To create a new Retention Category:
 1. Expand the Vault Site hierarchy until Retention Categories is visible.
 2. Right-click Retention Categories.
 3. From the shortcut menu, select New Retention Category.
 The New Retention Category wizard starts.
 4. Work through the wizard. Click Help on any of the wizard screens if you need more information.
 Additional configuration tasks
 Reviewing Site settingsCheck the Site settings, modifying them as necessary. Table 8 lists the settings, which tab they use on the Site Properties pages, and, if applicable, the default value for the setting
 To display the site settings:
 1. In the Administration Console, expand the contents of the scope (left) pane until the Vault Site is visible.
 2. Right-click the Enterprise Vault Site and, on the shortcut menu, click Properties.
 Alternatively, select the site and click the Review Site Settings icon on the toolbar.
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 3. Click Help on any of the Site Properties screens for further information.
 Table 8 Settings for Site Properties
 Setting Tab Default Value
 How to archive from mailboxes
 Whether to archive unread items
 Mailbox Actions
 Unread items are not archived
 Setting is locked.
 The archiving condition – that is, whether to archive based on the period of time since an item was modified or based on the percentage of the mailbox storage limit that is released
 Mailbox Rules
 Archiving is based on the perioof time since an item was modified. The time period is simonths.
 Setting is locked.
 The minimum age at which items can be archived.
 Mailbox Rules
 Whether to archive larger items before smaller items and, if so, the minimum size of the items that are given priority
 Mailbox Rules
 Whether to delete the original item after archiving
 Mailbox Actions
 Original item is deleted after archiving.
 Setting is locked.
 Whether to create a shortcut after archiving
 Mailbox Actions
 Shortcut is created after archiving.
 Setting is locked.
 Whether to enable new mailboxes automatically
 Archiving Defaults
 New mailboxes are not automatically enabled.
 Whether to suspend archiving initially
 Archiving Defaults
 Archiving is not initially suspended.
 Which vault store to use for automatically-enabled mailboxes
 Archiving Defaults
 None.
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 Which Retention Category to use
 Archiving Defaults
 Miscellaneous, which has a default retention period of oneyear.
 Which Indexing Service to use Indexing Defaults
 Which indexing level to use Indexing Defaults
 Brief.
 Whether to delete shortcuts automatically after a period of time
 Shortcut Deletion
 Shortcut deletion is enabled and the time period is set to 6 months.
 How to archive from public folders
 Age limit on archiving: the minimum age at which items can be archived
 Public Folder Rules
 Whether to archive larger items before smaller items and, if so, the minimum size of the items that are given priority
 Public Folder Rules
 Whether to delete the original item after archiving
 Public Folder Actions
 Original item is deleted after archiving.
 Setting is locked.
 Whether to create a shortcut after archiving
 Public Folder Actions
 Shortcut is created after archiving.
 Setting is locked.
 Note: In Enterprise Vault 3.5you cannot search public foldearchives. So, if you delete shortcuts to archived items, yocannot easily retrieve those items.
 Table 8 Settings for Site Properties (continued)
 Setting Tab Default Value
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 The archiving condition – that is, the amount of time since an item was modified before it can be archived
 Public Folder Rules
 Archiving is based on the perioof time since an item was modified. The time period is simonths.
 Setting is locked.
 Whether to delete shortcuts automatically after a period of time
 Shortcut Deletion
 Shortcut deletion is enabled and the time period is set to 6 months. The same setting isused for mailbox archiving.
 When to archive from mailboxes and public folders
 The times at which the Archiving and Public Folder tasks process the Microsoft Exchange Server computers
 Site Schedule
 Archiving and Public Folder tasks process Microsoft Exchange Server computers athe selected time of 6pm to 6am.
 You can override the schedulefor individual services by editing their properties.
 Shortcut behavior
 What happens when a user double-clicks a shortcut
 General The original item’s contents arshown, using the associated application.
 The level of detail that is kept in a shortcut
 General Shortcuts always contain onlythe From and Subject information.
 Whether to store recipient information (To: and Cc: details) in shortcuts.
 General Shortcuts do not show recipieninformation.
 Table 8 Settings for Site Properties (continued)
 Setting Tab Default Value
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 Whether to store message bodies in shortcuts
 Shortcuts do not show recipieninformation.
 Select Message Body to makeshortcuts contain message texbut no attachments. The full messages, with attachments, are still stored in the archive.
 Whether double-clicking a shortcut displays its properties or its contents
 General View contents.
 When to delete archived items
 Whether to delete shortcuts automatically after a period of time.
 Shortcut Deletion
 Shortcut Deletion is disabled.
 Whether users can delete items from their archives
 General Users cannot delete items fromtheir archives.
 Whether to run Storage Expiry to delete items from archives when their retention periods expire. This also deletes corresponding shortcuts in users mailboxes. If you do run Storage Expiry, you must decide whether to base expiry on sent/received date or on archived date.
 Storage Expiry
 Storage Expiry is disabled
 Maximum size of archives. You can set a maximum size for every archive in the Site. You can override this setting at the vault store level or the individual archive level.
 Archive Usage Limits
 There are no limits to archive sizes.
 Note: Archive Usage Limits arnot intended as a general quotmechanism. They are intendedto curb a user who sees a archive as a repository for anything and everything.
 Table 8 Settings for Site Properties (continued)
 Setting Tab Default Value
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 Supporting secure web server connectionsOn the General page of Site properties, the URL for accessing the Enterprise Vault web access application is set up automatically as:
 http://iis_computer/location
 where iis_computer is the address of the computer that is running IIS and location is the name of the virtual directory for the web access application. For new installations this is always EnterpriseVault. For example:
 http://our_iis_computer/EnterpriseVault
 If your IIS computer requires secure connections, using HTTPS, then you would change the above URL to:
 https://our_iis_computer/EnterpriseVault
 If you want to access the web server using a port other than the default port, you can specify the port in the URL as follows:
 https://iis_computer:port/location
 For example, to access the web access application on the web server, our_iis_computer, using HTTPS and port 321, you would specify the URL as:
 https://our_iis_computer:321/EnterpriseVault
 What next?See the appropriate chapter:
 • Setting up archiving from mailboxes on page 117
 • Setting up users’ desktops on page 135
 • Setting up archiving from public folders on page 149
 • Setting up archiving of journaled messages on page 157
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Setting up archiving from mailboxes
 Read this chapter to find out:
 • How to set up archiving from mailboxes.
 In summary, the process to set up archiving from mailboxes is as follows:
 • Create a vault store and vault store partition
 • Add an Exchange Organization and Exchange Server
 • Add a Task Controller Service
 • Add an Archiving Task
 • Review the Site settings and archiving policy settings
 • Customize the content of shortcuts
 • Modify the appearance of users’ desktops
 • Create additional Retention Categories
 • Edit the Welcome message
 • Enable mailboxes
 • Install the user extensions
 Creating a vault store and partitionYou must create a vault store and a vault store partition before enabling mailboxes for archiving. Enabling mailboxes automatically creates archives so there must be an existing vault store and partition to create them in.
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 Each vault store can have multiple partitions, on different storage media, if required, but only one partition is active at a time. See the Administrator help for more information on partitions.
 You start the New Vault Store wizard from the Administration Console. To do this from the Administration Console right-click the Vault Store container and, on the shortcut menu, click New and then Vault Store. Alternatively, click the Add new Vault Store icon on the toolbar. Follow the instructions, and click Help on any of the wizard screens for further information.
 The name you specify for the new vault store must contain any of only the following characters:
 • The letters A through Z
 • Numbers 0 through 9
 • Spaces
 When the vault store has been created, the wizard then takes you through creating a partition.
 Adding an Exchange Organization1. In the left pane of the Administration Console, expand Archiving
 Targets.
 2. Right-click Exchange and, on the shortcut menu, click New and then Domain.
 The New Domain wizard starts
 3. Work through the wizard.
 Adding an Exchange Organizational Unit1. In the left pane of the Administration Console, expand Archiving
 Targets.
 2. Expand Exchange.
 3. Expand the domain to which you want add an Organizational Unit.
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 4. Right-click Organizational Unit and, on the shortcut menu, click New and then Organizational Unit.
 The New Organizational Unit wizard starts
 5. Work through the wizard.
 Adding an Exchange Server1. In the left pane of the Administration Console, expand Archiving
 Targets.
 2. Expand the Exchange domain that you added.
 3. Right-click Exchange Server and, on the shortcut menu, click New and then Exchange Server.
 The New Exchange Server wizard starts.
 4. Work through the wizard to add the Exchange Server.
 Adding a Task Controller Service1. In the left pane of the Administration Console expand the
 hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Expand the name of the computer to which you want to add a Task Controller Service.
 4. Right-click Services and, on the shortcut menu, click New and then Service.
 5. In the Add Service dialog, in the list of services, click Enterprise Vault Task Controller Service and then click Add.
 There is a prompt for the password to the Vault Service account.
 6. Enter the password for the Vault Service account and click OK.
 7. The Task Controller Service is added and appears in the list of services.
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 Adding an Archiving Task
 To add an Archiving Task:
 1. In the left pane of the Administration Console, expand the Vault Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand Enterprise Vault Servers.
 3. Expand the name of the computer to which you want to add an Archiving Task
 4. Right-click Tasks and, on the shortcut menu, click New and then Archiving Task.
 The New Archiving Task wizard starts.
 5. Work through the wizard.
 Reviewing the Site archiving settingsCheck the Site Settings. The following tables list the settings, which tab they appear on in the Site Properties pages, and, if applicable, the default value for the setting.
 To review the site settings:
 1. In the Administration Console, right-click your Enterprise Vault Site.
 2. On the shortcut menu, click Properties.
 3. Click Help on any of the Site Properties screens for further information.
 Table 9 shows the settings to check on the Site properties.
 Table 9 Site settings
 Setting Tab Default Value
 Whether users can delete items from their archives
 General Users cannot delete items from their archives.
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 Reviewing the mailbox policy settingsMost of the settings that used during mailbox archiving come from the mailbox policy that is being used. There is a default mailbox policy, called DefaultExchangeMailboxPolicy, that you can edit as required. Alternatively, you can create further policies as necessary.
 To review the default mailbox policy settings:
 1. In the left pane of the Administration Console, expand the Policies container.
 2. Expand the Exchange container and click Mailbox.
 3. In the right pane, double-click DefaultExchangeMailboxPolicy.
 The properties of the policy appear.
 4. Check that the settings and change them as necessary. The settings are described below.
 Whether to delete mailbox shortcuts automatically after a period of time
 Shortcut Deletion
 Shortcut deletion is enabled and the time period is set to 6 months. The same setting is used for mailbox archiving.
 Whether to delete shortcuts automatically after a period of time
 Shortcut Deletion
 Shortcut Deletion is disabled.
 Table 9 Site settings
 Setting Tab Default Value
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 Archiving RulesUse the settings on the Archiving Rules tab to control whether to use size-based archiving or quota-based archiving.
 Archiving ActionsUse the settings on the Archiving Actions tab, listed in Table 11, to control how Enterprise Vault behaves when it archives an item.
 Table 10 Mailbox policy archiving rules
 Setting Tab Default Value
 The archiving condition – that is, whether to archive based on the period of time since an item was modified or based on the percentage of the mailbox storage limit that is released
 Archiving Rules
 Archiving is based on the period of time since an item was modified. The time period is six months.
 Setting is locked.
 Age limit on archiving: the absolute age at which items can be archived
 Archiving Rules
 Whether to archive larger items before smaller items and, if so, the minimum size of the items that are given priority
 Archiving Rules
 Table 11 Mailbox actions
 Setting Tab Default Value
 Whether to archive unread items
 Archiving Actions
 Unread items are not archived.
 Setting is locked.
 Whether to create a shortcut after archiving
 Archiving Actions
 Shortcut is created after archiving.
 Setting is locked.
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 Shortcut settingsUse the settings on the Shortcuts tab, listed in Table 12, to control the behavior of Enterprise Vault shortcuts.
 Note. The ShortcutText.txt file, described for customized shortcuts, may also be used to process standard shortcuts for untitled attachments.
 Whether to delete the original items after archiving
 Archiving Actions
 Original item is deleted after archiving.
 Table 11 Mailbox actions
 Setting Tab Default Value
 Table 12 Shortcut settings
 Setting Tab Default Value
 How much of the message bodies to store in shortcuts
 Shortcuts Shortcuts do not show recipient information.
 Select Message Body to make shortcuts contain message text, but no attachments. The full messages, with attachments, are still stored in the archive.
 The level of detail that is kept in a shortcut
 Shortcuts Shortcuts always contain only the From and Subject information.
 What happens when a user double-clicks a shortcut to open it
 Shortcuts The original item’s contents are shown, using the associated application.
 Whether double-clicking a shortcut displays its properties or its contents
 Shortcuts View contents.
 Whether to store recipient information (To: and Cc: details) in shortcuts
 Shortcuts Shortcuts do not show recipient information.
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 For this reason, you may want to make a copy of this file available, as described in Defining custom shortcut content, even if you are using standard shortcuts.
 Defining custom shortcut contentThe standard Enterprise Vault shortcuts do not work well with IMAP or POP3 clients. If you have users with such clients, you can choose to use custom shortcuts that can be viewed by any client that can render HTML content, such as Outlook Express.
 In a new installation of Enterprise Vault, a default shortcut contains:
 • From and Subject information.
 • Recipient information: To, CC, BCC.
 • A banner containing a link to the complete archived item.
 • No text from the message body.
 • No list of attachments or links to attachments
 You can change the settings so that shortcuts contain just as much information as you require. If you have users with IMAP or POP3 clients you probably want to customize shortcuts so that they contain links to archived attachments, because this enables those users to open those attachments.
 Note that the changes you can make apply to shortcuts that are generated in the future, not to shortcuts that have already been created.
 To define custom shortcut content:
 1. Locate the supplied ShortcutText.txt file, which is in the appropriate language folder beneath the ShortcutText folder in the Enterprise Vault program folder (normally C:\Program Files\Enterprise Vault\ShortcutText).
 2. Open ShortcutText.txt with Windows Notepad.
 Make any required changes to the file. See Layout of ShortcutText.txt for a description of the file content.
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 3. Save the file.
 4. Copy the file to the Enterprise Vault program folder (normally C:\Program Files\Enterprise Vault).
 5. Copy the file to the Enterprise Vault program folder on all other servers in the Enterprise Vault site.
 6. If the Archiving or Public Folder tasks are running, restart them to pick up the changes.
 To apply the new content to new shortcuts:
 1. Start the Administration Console and go to the Shortcut Content tab in Site Properties.
 2. Select Customize and then specify which options you want. Click Help on the tab for more information.
 Layout of ShortcutText.txtShortcutText.txt is laid out using the standard Windows .ini file format:
 [Section]Item1="value1"Item2="value2"
 You can change any of the values within the file. Remember to enclose each value in quotes. For example:
 "IPM.Task=This task has been archived. "
 The sections within ShortcutText.txt are:
 • [Archived text] — The entries in this section are displayed in the banner at the top of the shortcut.
 The entry used for the shortcut is the one that matches the archived item’s message class. For example, shortcuts to items with message class IPM.Note contain the text ‘This message has been archived’.
 Values in this section all have a space before the final quote — this separates the text from the link text.
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 • [Link] — The entry in this section specifies the text in the banner that is a link to the archived item.
 • [Attachment table] — The Title entry in this section specifies the text immediately before the list of attachments.
 The DefaultItemTitle entry is used to label any attachments that have no title of their own.
 Figure 7 Structure of a shortcut on page 127 shows how the definitions in these sections affect a shortcut.
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 Reinfor
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 Attac
 Figure 7 Structure of a shortcut
 Controlling the appearance of desktopsYou can selectively remove Enterprise Vault functionality from users’ desktops. You can hide menu options, buttons, and property sheets for all the following:
 Banner
 cipientmation
 Start ofessage
 body
 hmentlist
 Link to view archiveditem
 Customizable banner text
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 • Search archives
 • Manual archive
 • Restore from archive using a shortcut
 • Cancel archiving
 • Delete from archive
 • Enterprise Vault properties for Outlook folders
 • Enterprise Vault properties for messages
 • Enterprise Vault properties for mailboxes
 Additionally, you can control the appearance of the client for those users who work with offline archives.
 To modify the appearance of desktops, you create can edit the settings on the Advanced property tab of the appropriate Exchange Mailbox Policy. See the Configuring clients for more details.
 The changes are reversible at any time.
 Creating Retention CategoriesYou may have decided during planning that you wanted more Retention Categories than the ones predefined in Enterprise Vault. If this is the case, you must create your own Retention Categories. Alternatively, you can edit the predefined Retention Categories to suit your needs.
 To start the New Retention Category wizard from the Administration Console:
 1. Expand the Vault Site hierarchy until Retention Categories is visible.
 2. Right-click Retention Categories.
 3. From the shortcut menu, select New Retention Category.
 The New Retention Category wizard starts.
 Follow the instructions, and click Help on any of the wizard screens for further information.
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 Editing the Welcome messageWhen Enterprise Vault enables a mailbox for archiving, it automatically sends a Welcome message to that mailbox. The Welcome message provides basic information for users on how to get help and what to expect. You must edit this message before it is sent to reflect how you have set up Enterprise Vault.
 During the installation, the Welcome message is placed in a folder beneath the Enterprise Vault Program folder:
 Enterprise Vault\Languages\Mailbox Messages\<lang>
 where <lang> indicates the language used.
 The Welcome message is in a file called EnableMailboxMessage.msg.
 To set up the PST migration message:
 1. Decide which language version of EnableMailboxMessage.msg you want to use and locate the file.
 2. Using a computer that has Microsoft Outlook installed, double-click the file EnableMailboxMessage.msg in Windows Explorer to edit the message.
 3. Review the text and make any changes that you require. If necessary, include instructions to users about how to install the Enterprise Vault user extensions on their computers.
 4. Save the message.
 5. Copy EnableMailboxMessage.msg to the Enterprise Vault program folder (normally C:\Program Files\Enterprise Vault) on every Enterprise Vault server in the site.
 Editing the PST migration messageWhen a PST file is migrated (imported) to Enterprise Vault, an explanatory message is delivered to the user’s mailbox at the end of migration. You need to select the appropriate message file, edit it as necessary, and then make it available to all the Enterprise Vault servers in the site.
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 During the installation the PST migration message is placed in a folder beneath the Enterprise Vault Program folder:
 Enterprise Vault\Languages\Mailbox Messages\<lang>
 where <lang> indicates the language used.
 The PST migration message is in a file called PSTMigratedMessage.msg.
 To set up the PST migration message:
 1. Decide which language version of PSTMigratedMessage.msg you want to use and locate the file.
 2. Using a computer that has Microsoft Outlook installed, double-click the file PSTMigratedMessage.msg in Windows Explorer to edit the message.
 3. Review the text and make any changes that you require.
 4. Save the message.
 5. Copy PSTMigratedMessage.msg to the Enterprise Vault program folder (normally C:\Program Files\Enterprise Vault) on every Enterprise Vault server in the site.
 Editing Archive Usage Limit messagesYou can set a maximum allowed size for users’ archives on the Archive Usage Limit page of Site Properties. On the same page, you can specify if you want messages sent to users who are approaching or have reached their archive limit. For those approaching their limit, you can also define the point at which you want the message sent.
 If you have selected either of the User Notification check boxes, you need to make the appropriate messages available to all the Enterprise Vault servers in the site.
 During the installation the archive limit warning messages are placed in a folder beneath the Enterprise Vault Program folder:
 Enterprise Vault\Languages\Mailbox Messages\<lang>
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 where <lang> indicates the language used.
 The message files are called ApproachingArchiveQuotaLimit.msg and ArchiveQuotaLimitReached.msg.
 To set up the archive limit warning messages:
 1. Decide which language version of the messages you want to use and locate the files, ApproachingArchiveQuotaLimit.msg and ArchiveQuotaLimitReached.msg.
 2. Using a computer that has Microsoft Outlook installed, double-click the files in Windows Explorer to open the messages.
 3. Review the text and make any changes that you require.
 4. Save the messages.
 Copy the two message files to the Enterprise Vault program folder (normally C:\Program Files\Enterprise Vault) on every Enterprise Vault server in the site.
 Starting the Task Controller Service and Archiving Task
 The Task Controller Service and Archiving Task that you created have not yet been started. These must be started before you can enable mailboxes. The default is for Archiving Tasks to start automatically when the Task Controller Service starts.
 To start the Task Controller Service and Archiving Task:
 1. In the left pane of the Administration Console, expand the Enterprise Vault Servers container.
 2. Expand the computer to which you added the Task Controller Service and then click Services.
 3. In the right pane, right-click Enterprise Vault Task Controller Service and, on the shortcut menu, click Start.
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 Enabling mailboxes for archivingIf during planning you decided not to use the option to automatically enable new mailboxes, you must enable them manually.
 To enable one or more mailboxes:
 1. In the Administration Console, click Enable Mailbox on the Tools menu or click the Enable Mailboxes for Archiving icon on the toolbar.
 The Enable Mailbox wizard starts.
 2. Follow the instructions, and click Help on any of the wizard screens for further information.
 Note that newly-enabled mailboxes take longer to process than mailboxes that have been processed before. This applies both to normal archiving and Report Mode.
 Installing the User Extensions on a serverThere is no requirement for you to install the Enterprise Vault User Extensions on an Enterprise Vault Server, but you may want to do so to install a language variant of the client.
 See Setting up users’ desktops on page 135 for details of how to install the User Extensions.
 Users’ tasksIf you have changed the Site Settings so that archiving is initially suspended or the default Retention Category is None, users cannot immediately start archiving items. Depending on the settings you have selected, users must turn on automatic archiving for their mailboxes and/or select a Retention Category.
 These tasks, together with any others that users must perform, are described in the Getting Started topic in the online Help in Outlook.
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 What next?See Setting up users’ desktops for details of how to distribute the Enterprise Vault User Extensions to your users.
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 Read this chapter to find out:
 • What users need in order to access items in their archive
 • The differences between the various User Extensions installation kits
 • How to distribute the User Extensions
 • How to distribute the Self-Installing User Extensions
 IntroductionThere are several ways that users can access items in their archive(s):
 • Using Enterprise Vault User Extensions for Outlook. These are installed on each user’s desktop and give the user access to the full functionality of Enterprise Vault from within Outlook. Users can archive items, navigate folders in an archive, perform searches on multiple archives, view, restore and delete items and set access permissions on archive folders.
 As administrator, you can restrict what your users can do and see.
 • From Enterprise Vault shortcuts in messages. Users do not need to have User Extensions or Outlook installed on their desktops. The shortcuts give users browser access to archives, enabling them to view, search, restore and delete items, but not manually archive items.
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 As the standard Enterprise Vault shortcuts do not work well with some email clients, you should use custom shortcuts for this option. See Defining custom shortcut content on page 124.
 • Using the Enterprise Vault web access application. This is an option if you do not want to use either Enterprise Vault User Extensions or shortcuts. Using a browser, users can view, search, restore and delete items in their archives.
 With this option, users cannot manually archive items.
 User Extension kitsThere are two different versions of the Enterprise Vault User Extensions:
 • User Extensions
 • Self-Installing User Extensions
 We supply several different User Extensions kits so that you can choose the one that best fits your purpose.
 Before users have access to the full range of Enterprise Vault features from within their Outlook, you must provide the User Extensions in one of these ways:
 • Send users a shortcut to the User Extensions
 • Perform a silent installation
 • Make the Self-Installing User Extensions available so that they can be installed automatically
 User ExtensionsThe User Extensions provide the maximum functionality. In addition to the basic functionality of archive, view, and restore, users can view the Enterprise Vault properties of mailbox folders. If you allow them to do so, they can also modify these Enterprise Vault properties.
 The User Extensions are supplied as a Microsoft® Windows® Installer (MSI) kit, which contains EVClient<nn>m.msi, where <nn> is a number indicating the User Extensions version. You can deploy the
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 MSI package using an Active Directory Group Policy as described in Publishing in Active Directory on page 144.
 Notes:
 – The computer must have Windows Installer version 1.2 or 2.0 in order to install the User Extensions.
 – You can install the User silently by using the following command line:
 msiexec /qn /i EVClient<nn>m.msi
 where <nn> is a number indicating the User Extensions version.
 Self-installing User ExtensionsThe Self-Installing User Extensions is an ActiveX control that can be installed when a user opens a shortcut. The Self-Installing User Extensions are downloaded from a web page and then install automatically.
 The Self-Installing User Extensions enable users to open Enterprise Vault shortcuts, search for archived items and read the archived items. They can restore, and perform manual archives, but cannot modify the default archiving settings. Additionally, users cannot make changes to any Enterprise Vault folder properties.
 We supply two versions of the Self-Installing User Extensions kit:
 • EVDesktop.cab: This is the file that is downloaded and installed automatically when a user opens a shortcut.
 • EVDesktop.msi: This file is provided so that you can deploy the MSI package using an Active Directory Group Policy, as described in Publishing in Active Directory on page 144.
 Notes:
 – The computer must have Windows Installer version 1.2 or 2.0 in order to install the MSI kit.
 – This kit can be installed silently.
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 Distributing the User Extensions
 Sending a shortcutA common method of distributing the User Extensions is to place a shortcut to the User Extensions Setup file into the Welcome message that is automatically sent to each enabled mailbox. Users can then click the shortcut to install the User Extensions.
 Instructions on how to insert the shortcut into the Welcome message are included in the Welcome message itself. See Editing the Welcome message on page 129.
 Note: The installer must be a member of the computer’s local Administrators group or be logged in as the Administrator on the local computer.
 Performing a silent installationIf you have Microsoft Systems Management Server (SMS) available, you can use the supplied Package Definition file to create the silent installation package. See Distributing the User Extensions using SMS.
 Make sure your users’ computers have the correct requirements, see Requirements for users’ computers on page 49.
 Distributing the User Extensions using SMSThe User Extensions kit is in:
 Enterprise Vault \User Extensions \<lang>
 where <lang> indicates the language used.
 Creating an SMS package
 1. Copy the complete User Extensions folder, and any subfolders, from the Enterprise Vault CD-ROM to a suitable location.
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 2. On the SMS server, click Start, then Programs, then Systems Management Server, then SMS Administrator Console.
 3. In the left pane, expand Site Database until you see the Packages container.
 4. Right-click the Packages container and, on the shortcut menu, click New and then Package From Definition. The Create Package from Definition wizard starts.
 5. Click Next.
 6. Click Browse and navigate to the folder containing the kit that you have chosen.
 7. Click the .PDF file that you want to use and then click Open.The Package Definition page of the wizard shows that the Publisher is "kVault Software Ltd" and that Package definition is "KVS Enterprise Vault User Extensions".
 8. Click Next.
 9. Select either Always obtain files from a source directory or Create a compressed version of the source.
 10.Click Next.
 11.Specify the location of the kit files
 12.Click Finish.
 The package is now complete. You can distribute the package as required. See the Systems Management Server documentation if you need information on how to distribute a package.
 Making the Self-Installing User Extensions available
 When you install the Enterprise Vault services or the Administration Console, the Self-Installing User Extensions files are placed in the Enterprise Vault languages folder on your computer. This folder is normally:
 C:\Program Files \Enterprise Vault \Languages
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 \Self-Installing User Extensions \<language>
 where <language> indicates the language used in the files.
 If you intend to distribute the Self-Installing User Extensions through a web page, note that users without local Administrator permissions cannot install them because they are not allowed to install ActiveX controls from a web page. In this case, you must publish the Self-Installing User Extensions in Active Directory, as described in Publishing in Active Directory on page 144.
 The following sections describe how to distribute the Self-Installing User Extensions through a web page. In summary, the process is as follows:
 • Place the language folder you want to use into an IIS Virtual Directory; see Copying the files on page 140.
 • Edit the Enterprise Vault Archived Item form to enable the automatic installation of the Self-Installing User Extensions. By default, the Self-Installing User Extensions is not enabled; see Editing the archived item form on page 141.
 • Edit the Enterprise Vault Archived Item form to add the URL of the Self-Installing User Extensions files; see Editing the archived item form on page 141.
 • Check that the edited form works correctly; see Testing the edited form on page 143.
 • If necessary, publish the Self-Installing User Extensions in Active Directory; see Publishing the edited form on page 144.
 Copying the filesThe Self-Installing User Extensions kit is on the Enterprise Vault CD-ROM in the following location:
 Enterprise Vault \Server \languages \Self-Installing User Extensions\ \<lang>
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 where <lang> indicates the language used.
 Copy *.cab and *.htm from the language folder to a suitable IIS Virtual Directory that users will be able to download from.
 Alternatively, create a new IIS Virtual Directory that points to the folder above the language folder in the hierarchy. Do not create the Virtual Directory so that it points to the language folder itself.
 For example, if the language folder is:
 D:\Enterprise Vault\Forms\en
 then make the Virtual Directory point to:
 D:\Enterprise Vault\Forms
 If you are implementing an Enterprise Vault building blocks solution, create the same Virtual Directory on each of the Enterprise Vault servers and copy the files to those Virtual Directories. This ensures that, in the event of a fail-over, the Self-Installing User Extensions will still be available for download.
 Editing the archived item formYou must edit the Archived Item form so that it includes a pointer to the IIS Virtual Directory that contains the language folder with the downloadable files. Once you have edited the form you need to install it in the Organization Forms Library, so you must use an account that has Owner permissions on the Organization Forms folder.
 You can install the form from Microsoft Outlook using a mailbox that has Owner permissions for the folder in the Organization Forms Library.
 To edit the form:
 1. On the Tools menu, click Options.
 2. Click the Other tab.
 3. Click Advanced Options.
 4. Click Custom Forms.
 5. Click Manage Forms.
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 6. On the left-hand side of the dialog box, click the Set button.
 7. Click Forms Library and select the Organization Form Library folder that you created earlier, in Distributing the Microsoft Exchange forms on page 69.
 8. On the right-hand side of the dialog box, click the Set button.
 9. Click Forms Library and select Personal Forms.
 10. In the list of Organization Forms, select Enterprise Vault – Archived Item.
 11.Click Copy.
 The Archived Item form is copied to your Personal Forms library.
 12.Click Close and then exit from all the dialog boxes.
 13.On the Outlook Tools menu, click Forms and then Design a Form.
 14.Next to Look In, select Personal Forms Library.
 15.Click Enterprise Vault – Archived Item.
 16.Hold down the Shift key and click Open.
 The form opens, ready for you to make changes.
 17.On the Form menu click View Code.
 18.Scroll down the form to the Enterprise Vault Administrator section.
 19.Find the following line:Const USE_SELF_INSTALLING_USER_EXTENSIONS=False
 20.On this line, change False to True:Const USE_SELF_INSTALLING_USER_EXTENSIONS=True
 21.Find the following line:Const DOWNLOAD_URL = "http://yourdomainhere"
 22.On this line, change the URL so that it points to the IIS Virtual Directory that contains the language folder with the downloadable files.
 For example, if the full URL of the folder that the files are in is:
 http://server.mydomain.com/EVextensions/en
 then you would shorten the URL to:
 142 Setting up users’ desktops

Page 147
                        
                        

Making the Self-Installing User Extensions available
 http://server.mydomain.com/EVextensions
 See also the example below.
 23.On the form toolbar, click the Publish Form icon:
 The form is saved in your Personal Forms Library.
 Example:
 For example, if the downloadable files are in:
 D:\Enterprise Vault\Forms\en
 then you can create a new IIS Virtual Directory Downloadable that maps to:
 D:\Enterprise Vault\Forms
 When editing the form, DOWNLOAD_URL becomes:
 DOWNLOAD_URL="http://server.mydomain.com/Downloadable/"
 Testing the edited form In order to test the form, you need a shortcut to an archived item and a computer that does not have the User Extensions installed.
 1. If the computer has been used to open shortcuts before it will have a cached version of the Archived Item form. If this is the case, do the following:
 a. Close Outlook.
 b. Delete the Outlook file FRMCACHE.DAT. This is normally in C:\WINNT\forms\
 c. Start Outlook.
 2. Double-click a shortcut to an archived item. A message gives you the option of downloading the Self-Installing User Extensions. Click Yes to download and install the software.
 Setting up users’ desktops 143

Page 148
                        
                        

Publishing in Active Directory
 Publishing the edited form1. On the Tools menu, click Options.
 2. Click the Other tab.
 3. Click Advanced Options.
 4. Click Custom Forms.
 5. Click Manage Forms.
 3. On the left-hand side of the dialog box, click the Set button.
 4. Click Forms Library and select Personal Forms.
 5. On the right-hand side of the dialog box, click the Set button.
 6. Click Forms Library and select Organization Forms.
 7. In the list of Personal Forms, select Enterprise Vault – Archived Item.
 8. Click Copy.
 The Archived Item form is copied to the Organization Forms library.
 Publishing in Active DirectoryYou can publish the User Extensions and the Self-Installing User Extensions in Active Directory.
 PreparationIf you intend to distribute the Self-Installing User Extensions (EVDesktop.msi) through a web page, Windows Server 2003 and Windows 2000 users without local Administrator permissions cannot install them because they are not allowed to install ActiveX controls from a web page.
 See the following Microsoft support articles for more information on publishing ActiveX controls in Windows 2000:
 • How to Publish ActiveX Controls in Windows 2000 Using IntelliMirror:
 http://support.microsoft.com/?kbid=241163
 144 Setting up users’ desktops
 http://support.microsoft.com/?kbid=241163

Page 149
                        
                        

Publishing in Active Directory
 • HOWTO: Install ActiveX Controls in Internet Explorer Using the Active Directory:
 http://support.microsoft.com/?kbid=280579
 Note that, to permit the installation of the Self-Installing User Extensions, each user’s Windows Server 2003 or Windows 2000 computer must have a registry value with a name of UseCoInstall under the following registry key:
 HKEY_LOCAL_MACHINE \Software \Microsoft \Windows \CurrentVersion \Internet Settings \UseCoInstall
 UseCoInstall can be any type of value and can contain any or no data.
 Publishing
 To publish in Active Directory:
 1. Copy the appropriate file from the Enterprise Vault CD-ROM to the network share from which you want it to be distributed:
 – The file for the Self-Installing User Extensions is called EVDesktop.msi and is in:
 \Enterprise Vault \Languages \Self-Installing User Extensions \<language>
 where <language> indicates the language used in the files.
 – The file for the User Extensions is called EVClientm<nn>.msi, where <nn> is a number indicating the User Extensions version. The file is in:
 \Enterprise Vault \User Extensions \<language>
 where <language> indicates the user interface language.
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 2. Click Start, Programs, Administrative Tools, Active Directory Users and Computers.
 3. In the left panel, navigate to the Organization Unit to which you want to make the Self-Installing User Extensions available.
 4. Right-click the Organization Unit and, on the shortcut menu, click Properties.
 5. Click the Group Policy tab.
 6. Click New.
 7. Enter a name for the new Group Policy Object, for example, "EV Desktop Rollout".
 8. With the new Click Edit. The Group Policy window appears.
 9. In the left pane, under Computer Configuration, expand Software Settings.
 10.Right-click Software installation and, on the shortcut menu, click New and then Package.
 11.Type in the UNC path of the MSI file that you copied in step 1, for example, \\mycomputer\distribute, and then click Open.
 The Deploy Software window opens.
 12.Select Assigned and click OK.
 The new package appears in the list of software installations.
 13.Close the Group Policy window.
 The new package will be installed when each user’s computer is restarted.
 Outlook 2003If an Outlook 2003 user has enabled Use Cached Exchange Mode, then by default Outlook forms are not synchronized. This results in archived items not showing Enterprise Vault icons.
 The solution is to make Outlook synchronize forms, as follows:
 1. Start Outlook.
 2. Click Tools, then Send/Receive, then Send/Receive Settings
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 3. Click Define Send/Receive Groups
 4. Select All Accounts Online and Offline and click Edit
 5. Select Synchronize Forms
 6. Exit from Outlook and then restart it.
 7. Open an archived item. This automatically installs the forms.
 Getting users startedYou should ensure that users know how to install the Enterprise Vault user extensions, if necessary, using one of the methods described in this chapter, and how to use Enterprise Vault.
 Users’ browsers must have Java scripting enabled.
 Also ensure that the Microsoft Exchange Forms for Enterprise Vault have been installed on all Microsoft Exchange Server computers that are being processed by Enterprise Vault; see Distributing the Microsoft Exchange forms on page 69.
 DocumentationThe following documentation is available to users:
 • Online Help when using Outlook.
 • Online Help in the web browser when using the Web Access application.
 What next?You should now have a fully functioning Enterprise Vault system. You may find over time that you need to change some of the properties of Enterprise Vault to suit your requirements. For details about these and any other features of Enterprise Vault, refer to the online Help.
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 Read this chapter to find out:
 • How to set up archiving from public folders.
 In summary, the process of setting up archiving from public folders is as follows:
 • Add the Exchange Server computer to your organization, create a vault store, and add a Task Controller Service. You created these when setting up archiving from mailboxes; Setting up archiving from mailboxes on page 117.
 • Create a public folder archive.
 • Add a Public Folder Task.
 • Review the journaling policy settings.
 • Create new Retention Categories, if necessary.
 • Edit the message class list, if necessary, to specify which types of document Enterprise Vault archives.
 • Add public folder Archiving Targets.
 • Edit public folder properties as required.
 • Schedule the Public Folder Task.
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 Creating a public folder archive
 To create a public folder archive:
 1. In the left pane of the Administration Console, expand the Archives container.
 2. Right-click Public Folder and, on the shortcut menu, click New and then Archive.
 The New Public Folder Archive wizard starts.
 3. Work through the wizard.
 Adding a Public Folder Task
 To add a Public Folder Task:
 1. In the left pane of the Administration Console, expand the Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Expand the name of the computer to which you want to add the Public Folder Task.
 4. Right-click Tasks and, on the shortcut menu, click New and then Public Folder Task.
 The New Public Folder Task wizard starts.
 5. Work through the wizard.
 Reviewing the public folder policy settingsThe settings that are used during public folder archiving come from the public folder policy that is being used. There is a default public folder policy, called DefaultExchangePublicFolderPolicy that you can edit as required. Alternatively, you can create further policies as necessary.
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 Archiving RulesUse the settings on the Archiving Rules tab to control which items Enterprise Vault selects as being eligible for archiving.
 Archiving ActionsUse the settings on the Archiving Actions tab, listed in Table 14, to control how Enterprise Vault behaves when it archives an item.
 Table 13 Public folder policy archiving rules
 Setting Tab Default Value
 Age limit on archiving: the minimum age at which items can be archived
 Archiving Rules
 Items younger than two weeks are not archived.
 Whether to archive larger items before smaller items and, if so, the minimum size of the items that are given priority
 Archiving Rules
 No priority is giving to large items.
 The archiving condition – that is, the amount of time since an item was modified before it can be archived
 Archiving Rules
 Archiving is based on the period of time since an item was modified. The time period is six months.
 Setting is locked.
 Table 14 Public folder policy archiving actions
 Setting Tab Default Value
 Whether to delete the original item after archiving
 Archiving Actions
 Original item is deleted after archiving.
 Setting is locked.
 Whether to create a shortcut after archiving
 Archiving Actions
 Shortcut is created after archiving.
 Setting is locked.
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 Creating Retention CategoriesYou may have decided during planning that you wanted more Retention Categories than the ones predefined in Enterprise Vault. If this is the case, you must create your own Retention Categories. Alternatively, you can edit the predefined Retention Categories to suit your needs.
 To create a new Retention Category:
 1. In the left pane of the Administration Console, expand the Vault Site hierarchy until Retention Categories is visible.
 2. Right-click Retention Categories and, on the shortcut menu, click New Retention Category.
 The New Retention Category wizard starts.
 3. Work through the wizard.
 Editing the message class listA Public Folder Task uses the message class when deciding which items to archive.
 To view or modify the message class list:
 1. In the left pane of the Administration Console, right-click Directory and, on the shortcut menu, click Properties.
 The Directory properties are shown.
 2. Click the Advanced tab.
 The list shows those message classes that are known to Enterprise Vault. Enterprise Vault archives messages from each class that has a check mark next to its description. If a class does not have a check mark next to its description, Enterprise Vault ignores messages from that class.
 You can modify the message class list so that automatic archiving is turned on or off as required.
 Note that Enterprise Vault archives items whose message classes match the text listed. You can use a trailing asterisk as a wildcard.
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 For example, if you had a message class of 'IPM*' that would include 'IPM.Appointment', 'IPM.Contact', 'IPM.Document', and so on.
 Adding public folder archiving targetsThere are two ways to add public folders: manually or automatically:
 • Manual (standard) method: You select the public folder and the archive that is to be used for it. The same archive is used for the folder and its subfolders.
 • Automatic method: You add an Enterprise Vault auto-enabler that then enables folders that are immediately beneath the folder you specify. These folders and their subfolders are all enabled for archiving.
 A separate archive is automatically created for each folder at this level. If new folders are added later, they are automatically archived too.
 For example, if you and an auto-enabler to \myPublic Folder, then new archives will be created for \myPublic Folder\Finance and \myPublic Folder\Property. No archive will be created for \myPublic Folder\Property\Commercial because that folder will use the same archive as its parent (\myPublic Folder\Property).
 Manual (Standard) method
 To add a public folder archiving target:
 1. In the left pane of the Administration Console, expand the hierarchy until Archiving Targets is visible.
 2. Expand Archiving Targets.
 3. Expand Exchange.
 4. Expand the domain that contains the Exchange Server that hosts the folder you want to add.
 5. Expand Exchange Server.
 6. Expand the Exchange Server that has the public folder you want to add.
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 7. Right-click Public Folder and, on the shortcut menu, click New and then Public Folder.
 The New Public Folder wizard starts.
 8. Work through the wizard.
 Automatic method
 To add a public folder auto-enabler:
 1. In the left pane of the Administration Console, expand the hierarchy until Archiving Targets is visible.
 2. Expand Archiving Targets.
 3. Expand Exchange.
 4. Expand the domain that contains the Exchange Server that hosts the folder you want to add.
 5. Expand Exchange Server.
 6. Expand the Exchange Server that has the public folder you want to add.
 7. Right-click Public Folder and, on the shortcut menu, click New and then Public Folder Auto-Enabler.
 The New Public Folder Auto-Enabler wizard starts.
 8. Work through the wizard.
 Applying archiving settings to public foldersThe default public folder archiving settings are set on each public folder. These are the settings that you specified on the Public Folder Rules and Public Folder Actions pages of Site properties.
 Using the Enterprise Vault user extensions for Outlook only users with Owner access to public folders can customize these settings.
 To apply archiving settings to a public folder:
 1. View the public folder using an Outlook client that has the Enterprise Vault user extensions for Outlook installed.
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 2. Right-click the public folder and click Properties on the shortcut menu.
 The properties for the public folder are displayed.
 3. Click the Enterprise Vault tab.
 The Enterprise Vault property page shows the folder currently has no settings.
 4. Click Change.
 The Change Enterprise Vault Properties dialog is displayed.
 5. Select the settings you want to apply.
 Users will be able to apply custom settings to a public folder only if the settings on the Archiving Actions page of the public folder policy’s properties are not locked.
 6. Once you have finished applying settings, click OK.
 Scheduling the Public Folder TaskAll Public Folder Tasks run according to a schedule that you set. Each Public Folder Task can be set to run according to:
 • The Site Schedule, which is defined on the Site Schedule page of Site properties. By default all archiving tasks, including Public Folder Tasks, run according to this schedule.
 • Its own schedule, defined on the task’s Schedule property page.
 To modify the schedule for a single task:
 1. In the left pane of the Administration Console, expand the hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Expand the computer that is running the task whose schedule you want to modify.
 4. Click Tasks.
 5. In the right pane, double-click the task that you want to modify.
 6. Click the Schedule tab.
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 7. Modify the schedule as required.
 To modify the schedule for all archiving tasks:
 1. In the Administration Console, expand the contents of the scope (left) pane until the Vault Site is visible.
 2. Right-click the Enterprise Vault Site and, on the shortcut menu, click Properties. The Site Properties appear.
 3. Click the Site Schedule tab.
 4. Modify the schedule as required.
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 Read this chapter to find out:
 • How to set up archiving of journaled messages.
 In summary, the process of setting up archiving from a journal mailbox is as follows:
 • Add the Exchange Server computer to your organization, create a vault store, and add a Task Controller Service. You created these when setting up archiving from mailboxes; Setting up archiving from mailboxes on page 117.
 • Create a journal vault store.
 • Create a journal archive.
 • Add permissions to the journal archive.
 • Add a Journaling Task.
 • Review the journaling policy settings.
 • Add a journal mailbox as a target.
 • Start the journaling task.
 PreparationBefore an Enterprise Vault Journaling Task can be configured, you must have configured Exchange Server to direct all mail to one or many journal mailboxes.
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 Creating a journal vault storeAll items from a journal mailbox need to be archived. It is good practice, for scalability reasons, to store items from journal mailboxes in a different vault store from those used for mailbox and public folder archiving. If you have multiple journal mailboxes on an Exchange Server computer then, to gain the benefits shared storage, use the same vault store for all of them.
 You must use the Administration Console to create a vault store for the Journaling Task to use.
 To create a journal vault store:
 1. In the left pane of the Administration Console, expand the hierarchy until Vault Stores is visible.
 2. Right-click Vault Stores and, on the shortcut menu, click New and then Vault Store.
 The New Vault Store wizard starts.
 3. Work through the wizard.
 Creating a journal archive
 To create a journal archive:
 1. In the left pane of the Administration Console, expand the hierarchy until Archives is visible.
 2. Expand Archives.
 3. Right-click Journal and, on the shortcut menu, click New and then Archive.
 The New Journal Archive wizard starts.
 4. Work through the wizard. When prompted to select a vault store, choose the one that you just created.
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 Adding permissions to the journal archiveYou must add permissions for those users who need to be allowed access to items that have been archived from the journal mailbox.
 To add permissions to the journal archive:
 1. In the left pane of the Administration Console, expand the hierarchy until Archives is visible.
 2. Expand Archives.
 3. Click Journal.
 4. In the right pane, double-click the archive whose permission list you want to modify.
 The archives properties are shown.
 5. Click the Permissions tab.
 Users can have three different types of access to an archive:
 • Read — Users can view and retrieve items from the archive. Those who need to search items archived from the journal mailbox, such as auditors, must have at least read access to the archive.
 • Write — Users can archive items in the archive. The owner of the journal mailbox must have at least write access to the archive. This enables items to be archived from the journal mailbox.
 • Delete — Users can delete items from the archive.
 Note that, even though you grant the delete permission here, a user cannot delete from the archive unless you also select Users can delete items from their archives on the General tab of Site Properties.
 Adding a Journaling Task
 To add a Journaling Task:
 1. In the left pane of the Administration Console, expand the Vault Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
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 3. Expand the name of the computer to which you want to add a Journaling Task.
 4. Right-click Tasks and, on the shortcut menu, click New and then Journaling Task.
 The New Journaling Task wizard starts.
 5. Work through the wizard.
 Reviewing the journaling policy settingsThe settings that used during journal mailbox archiving come from the journaling policy that is being used. There is a default journaling policy, called DefaultExchangeJournaingPolicy, that you can edit as required. Alternatively, you can create further policies as necessary.
 To review the default journaling policy settings:
 1. In the left pane of the Administration Console, expand the Policies container.
 2. Expand the Exchange container and click Mailbox.
 3. In the right pane, double-click DefaultExchangeJournalingPolicy.
 The properties of the policy appear.
 4. Check the settings and change them as necessary.
 You can click each setting to see a description of what it controls.
 Adding a journal mailbox as a target
 To add a journal mailbox as a target:
 1. In the left pane of the Administration Console, expand Archiving Targets.
 2. Expand the domain that contains the Exchange Server with the journal mailbox you are adding.
 3. Expand Exchange.
 4. Expand the Exchange Server.
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 5. Right-click Journal Mailbox and, on the shortcut menu, click New and then Journal Mailbox.
 The New Journal Mailbox wizard starts.
 6. Work through the wizard.
 Starting the Journaling Task
 To start the Journaling Task:
 1. In the left pane of the Administration Console, expand the Vault Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Expand the name of the computer that has the Journaling Task you want to start.
 4. Click tasks.
 5. In the right pane, right-click the task and, on the shortcut menu, click Start.
 You do not normally need to start the Journaling Task in this manner: by default, the Journaling Task starts automatically when the Task Controller Service is started.
 What next?You can customize the journal mailbox so that items are archived to different archives and with different Retention Categories. See Enterprise Vault Settings for a Journal Mailbox in the Administration Console help for details.
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 Read this chapter to find out:
 • How to install the File Placeholder Service
 • How to configure the File Placeholder Service
 The File Placeholder Service is part of File System Archiving — see the File system archiving chapter in Introduction and Planning.
 IntroductionWhen a file is archived, Enterprise Vault can, optionally, leave one of the following types of shortcut in its place:
 • An internet (URL) shortcut — this is a .url text file containing a hypertext link to the archived file.
 • A placeholder — this is a special file that appears exactly as the original file but, when opened, forces Enterprise Vault to fetch the archived file.
 In order to create placeholder shortcuts on a particular file server you must install the File Placeholder Service on that file server. Each disk on which placeholder shortcuts are created must be an NTFS device; it is not sufficient to use a non-NTFS device that appears on the network as an NTFS device.
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 Installing the File Placeholder ServiceYou need to install the File Placeholder Service component on each file server computer that you want Enterprise Vault to archive files from and leave placeholder shortcuts.
 To install the File Placeholder Service:
 1. Load the Enterprise Vault CD-ROM into your CD-ROM drive.
 2. Open the Enterprise Vault folder.
 3. Open the Server folder.
 4. Double-click SETUP.EXE to start the installation.
 5. Work through Setup to the Select Components to Install page
 6. In the Components list select File Placeholder Service, which is at the bottom of the list.
 7. Click Next to continue to the end of Setup.
 8. At the end of Setup you are asked whether you want to restart your computer. Click Yes to restart your computer.
 Configuring the File Placeholder ServiceThis section describes how to configure the File Placeholder Service.
 If you installed the Enterprise Vault Services component on the same computer as the File Placeholder Service component then the File Placeholder Service is automatically configured when you run the Enterprise Vault Services configuration and you do not need to work through this section.
 If you installed the File Placeholder Service without installing the Enterprise Vault Services component on the same computer then you must configure File Placeholder Service as described in this section. This is typically the case when setting up archiving from file servers.
 To configure File System Archiving:
 1. We recommend that you install a File System Archiving license, before running the Configuration Program.
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 2. If you did not restart the computer when prompted to do so after installing the File Placeholder Service, restart it now.
 3. Click Start, Programs, Enterprise Vault, File System Archiving Configuration.
 The Configuration Program wizard starts.
 4. On the Introduction page, click Next.
 The wizard asks for details of an account for Enterprise Vault Services to use. This is the Vault Service account; see The Vault Service account on page 44.
 5. Enter the details of the Vault Service account.
 You must use the format domain_name\username when you specify the account. Alternatively, use the … button to browse for the Vault Service account.
 Enter the password for the Vault Service account and confirm it.
 6. Click Next.
 A warning message is displayed if the account you are using does not have sufficient privileges to validate the password to the Vault Service account. Click Yes to continue.
 A message tells you that the Vault Service account has been added to the local Administrators group. Click OK to close the message
 A second message notifies you that the account will be given the advanced user rights, Log On As a Service and Act as Part of the Operating System, and Debug programs. Click OK to close the message.
 The configuration program will automatically add the Enterprise Vault Server to the list of trusted sites in Internet Explorer.
 Setting file permissionsThe Vault Service account must have Full Control access to the net shares and files that are archived. If necessary, modify the permissions appropriately.
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 Editing the configuration fileThere is an optional configuration file, that you can edit as necessary to tune File System Archiving. You can edit the configuration file to control the following:
 • If you are archiving to an EMC Centera device, the number of threads available to process items. You are recommended to increase the default setting.
 • Whether to archive from Recycle Bins.
 To edit the configuration file: See the Administration Console help File System Archiving topic Creating a configuration file.
 What Next?The configuration of the computer on which you have installed File Placeholder Service is complete. Using the Administration Console you must now do the following:
 • Add the file server to the list of servers that are processed by File System Archiving.
 • Create a volume policy.
 • Add a new volume on the new file server. When you do this you must apply a volume policy.
 • Create archive points as needed to control which folders are archived. See the administrator help for details of how to create archive points.
 Tips• Remember that a rule is applied to a file when all the criteria
 match. You may find that some files that you expect to be matched by a rule are not matched because, for example, the attributes are not matched exactly.
 • Try not to apply too many rules in a policy. This makes it easier to apply the same policy to multiple volumes or folders. Also, by
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 keeping it simple, you are less likely to get results you do not expect
 • When you have set up File System Archiving for a volume or folder, perform an archive run in Report Mode and then check the report to make sure that the rules are matching the files you expect.
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 Read this chapter to find out:
 • How to configure your SharePoint servers for Enterprise Vault SharePoint archiving.
 • How to install the Enterprise Vault Archive Search Web Part on SharePoint servers.
 • How to configure the Enterprise Vault server for SharePoint archiving.
 • How to add the Archive Search Web Part to SharePoint pages.
 • How users can view and restore archived documents.
 • How users can view and restore archived versions of a document using the version history page.
 IntroductionYou can use Enterprise Vault to archive documents from servers running either Microsoft Windows SharePoint™ Services (WSS) or Microsoft SharePoint™ Portal Server 2003 (SPS 2003). At scheduled times, Enterprise Vault automatically copies documents from the SharePoint server and stores them in Enterprise Vault SharePoint archives. Archived documents can be left on the SharePoint server or deleted, as required. Note that shortcuts are not created on the SharePoint server.
 If versioning is enabled for a document library, you can configure the number of versions of a document that are to be left on the SharePoint
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 server after archiving. Users can restore older versions of a document from the archive.
 An Archive Search Web Part enables users to explore the SharePoint archives that they have permission to access and search for archived documents. Once found, the documents can be viewed or restored to the SharePoint server.
 Figure 1 An example SharePoint archiving configuration
 A single Enterprise Vault SharePoint archiving task can archive documents from multiple SharePoint virtual servers. For example, Figure 1 shows an Enterprise Vault server archiving documents from a Windows SharePoint Services server and a SharePoint Portal Server 2003.
 Prerequisite software and settingsThe instructions given in this guide apply to Windows SharePoint Services on Windows Server 2003 and Microsoft SharePoint Portal Server 2003 with SQL document libraries.
 If you have SharePoint™ Portal Server 2001 or SharePoint Portal Server 2003 with Backwards Compatible Document Libraries (BCDL), see the instructions in the separate Technical Note on the
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 release CD-ROM, Installing and Configuring SharePoint Portal Server 2001 and SharePoint Portal Server 2003 with BCDL.
 The instructions in this document assume the following prerequisites are already set up:
 • This software release requires the Enterprise Vault server to be running Enterprise Vault 6.0. Before installing the software for SharePoint archiving, the Enterprise Vault 6.0 server must be installed and configured, as described at the beginning of this guide.
 • Your SharePoint server must be configured and running. SharePoint servers must be running Windows Server 2003 with Service Pack 1 or later.
 The version of Microsoft SharePoint™ Products must be at least
 – Microsoft Windows SharePoint Services with Service Pack 1 or
 – Microsoft SharePoint Portal Server 2003 with Service Pack 1
 • The SharePoint site collections and sites that you want to archive are configured in SharePoint. To be able to configure Enterprise Vault you will need to know the URLs of the SharePoint virtual servers.
 • The Vault Service Account must either be a member of the SharePoint administration group for the SharePoint virtual servers or have local administrator privileges on the SharePoint computer.
 SharePoint Security CertificatesThe certificate used by the SharePoint virtual server must have the same name as the virtual server. For example, if the Sharepoint URL is https://sharepoint, then the name of the certificate used when issuing a certificate request must be sharepoint.
 If the names do not match, Enterprise Vault will not be able to validate the Sharepoint site when you try to configure it in the Administration Console.
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 Obtaining and installing a SharePoint licenseIn addition to the Enterprise Vault license, you must install a SharePoint license on each Enterprise Vault server that will be archiving SharePoint documents.
 To purchase licenses contact the following VERITAS Regional Customer Care Centers at:
 Americas – [email protected]
 EMEA – [email protected]
 APAC – [email protected]
 Installing and configuring task orderTo set up archiving of SharePoint virtual servers, perform the following tasks in the order shown:
 1. First install and configure Enterprise Vault components on the SharePoint server, as described in Configuring the SharePoint server on page 173.
 2. Install the Enterprise Vault Archive Search Web Part on the SharePoint server, as described in Installing the Archive Search Web Part on page 174.
 3. Then configure the Enterprise Vault server for SharePoint archiving, as described in Configuring Enterprise Vault for SharePoint archiving on page 177.
 4. Next, to enable users to browse and search Enterprise Vault archives, you need to add the Archive Search Web Part to SharePoint pages. Adding the Web Part to pages is described in Adding the Archive Search Web Part to a site on page 191.
 5. Finally, to enable users to see and restore archived versions of a document from the version history page, you need to add a link, as described in Adding the archived version history link on page 191.
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 Configuring the SharePoint serverThis section describes the initial installation and configuration tasks that you need to perform on the SharePoint server computer. These must be done before you can configure SharePoint archiving on the Enterprise Vault server.
 Installing and configuring the Enterprise Vault components
 To install the Enterprise Vault components on your SharePoint server:
 1. Load the Enterprise Vault CD-ROM on your SharePoint server computer.
 2. Open the Enterprise Vault folder.
 3. Open the Server folder.
 4. Double-click SETUP.EXE to start the installation.
 5. Work through the installation wizard until you reach the Select Components to Install screen.
 6. Select Microsoft SharePoint Components. If you are installing only the Enterprise Vault SharePoint components on this computer, clear the check boxes for other Enterprise Vault components.
 7. Click Next.
 8. Work through the remainder of the setup wizard.
 At the end of the wizard, you are given the option of running the SharePoint configuration program immediately. Alternatively, you can run it later from Start, Programs, Enterprise Vault, SharePoint Configuration.
 Running the Configuration ProgramThe SharePoint configuration program asks for details of the Vault Service Account and configures the Enterprise Vault Admin Service to log on using this account.
 To configure Enterprise Vault components on the SharePoint server:
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 1. If you did not choose to run the configuration program at the end of the installation, click Start, Programs, Enterprise Vault, SharePoint Configuration to start the configuration wizard.
 2. Click Next to continue.
 3. You are prompted for details of the account that Enterprise Vault services will use. Enter the details of the Vault Service Account.
 You must use the format domain_name\username when you specify the account. Alternatively, use the … button to browse for the account.
 Enter the password for the account and confirm it.
 4. Click Next.
 A warning message is displayed if the account you are using does not have sufficient privileges to validate the password (see permissions required for this account in Prerequisite software and settings on page 170).
 Click Yes to continue.
 5. On the last screen of the configuration wizard click Finish to exit the program.
 Installing the Archive Search Web PartCustom Web Parts are distributed as .cab files. You use the command line tool Stsadm.exe to add Web Parts from a .cab file to one or more virtual servers.
 For more information on adding custom Web Parts see the Microsoft Administrator's Guide for Windows SharePoint Services.
 For instructions on installing the Web Part in medium or large Server Farm configurations, see Installing Archive Search Web Part in a Web Server Farm on page 175.
 To install the Archive Search Web Part:
 1. On the SharePoint server open a Command Prompt window.
 2. Use the cd command to go to the directory containing the Stsadm.exe tool and the Web Part CAB file; typically, C:\Program
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 Files\Common Files\Microsoft Shared\Web Server Extensions\60\BIN. For example:
 cd "C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\60\BIN"
 3. To install the Web Part on every virtual server on a SharePoint server, enter the following command (on one line): stsadm.exe -o addwppack -globalinstall -force -filename "EV_SharepointWebPartsCab.cab"
 To install the Web Part on a particular virtual server, enter the command line: stsadm.exe -o addwppack -globalinstall -url virt_svr_url-force -filename "EV_SharepointWebPartsCab.cab"
 virt_svr_url is the URL of the SharePoint virtual server on which to install the Web Parts.
 If you specify the URL of a single virtual server and the -globalinstall parameter, the Web Part will only appear in the Web Part Gallery of the virtual server that you specified. However, the assembly will be installed in the global assembly cache (GAC).
 You should see the following installation message displayed
 EV_sharepointwebpartscab.cab: Deploying to http://<sharepoint_server_name>
 Operation completed successfully
 If an error occurs due to an obvious mistake, such as a typing error, rerun the above command; ensure that the -force switch is included in the command line. This forces the files to be installed over any existing files.
 Installing Archive Search Web Part in a Web Server FarmThis section describes the Web Part installation steps if you have configured a medium or large Network Load Balancing Server Farm environment, as described in the Microsoft article in the resource kit:
 http://www.microsoft.com/technet/prodtechnol/sppt/reskit/c1261881x.mspx
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 For the Archive Search Web Part to be installed correctly, SharePoint virtual servers must be configured to use host headers and not IP addresses.
 To configure virtual servers to use host headers
 In the instructions in this section an example IP address of 172.15.10.200 is used for the SharePoint cluster. The example DNS record for the SharePoint cluster is sharepoint, which means that users enter the URL http://sharepoint in their browsers. Replace these examples with the IP address and DNS value for your configuration.
 On each Web Server in the cluster, the following steps must be repeated for each SharePoint virtual server (SharePoint web site in IIS):
 1. On the Web Server computer, open Internet Information Services (IIS).
 2. Open the properties dialog for the SharePoint web site and set the IP Address to All Unassigned.
 3. Leave the TCP Port as configured.
 4. Click Advanced and then Add.
 5. In the TCP Port box, type in the required TCP Port.
 In the Host Header value box, type in a value that corresponds with the value in the DNS record for this SharePoint virtual server; this would be sharepoint in the given example.
 Leave the IP Address as All unassigned.
 Click OK.
 6. In case users connect using the cluster IP address instead of the DNS name, it is advisable to repeat from step 4 and add a host header with the IP address as the host header value; 172.15.10.200 in the given example.
 To install the Web Part and verify the installation
 The following steps must be repeated on each Web Server in the cluster:
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 1. Open a Command Prompt window.
 2. Use the cd command to go to the directory containing the Stsadm.exe tool and the Web Part CAB file; typically, C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\60\BIN. For example:
 cd "C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\60\BIN"
 3. Enter the following command (on one line):stsadm.exe -o addwppack -url http://sharepoint -globalinstall -force -filename "ev_sharepointwebpartscab.cab"
 where sharepoint is the DNS record for the SharePoint virtual server.
 After installing the Web Part on each Web Server, you can validate the installation as follows:
 1. On any of the Web Servers, open a Command Prompt window, go to the directory containing the Stsadm.exe tool and run the following command:
 stsadm.exe -o enumwppacks -farm
 2. A list is displayed with details of each Web Server, for example: SPSWEB1, ev_sharepointwebpartscab.cab, http://sharepoint/
 SPSWEB2, ev_sharepointwebpartscab.cab, http://sharepoint/
 Configuring Enterprise Vault for SharePoint archiving
 After you have installed and configured the Enterprise Vault components on the SharePoint server, you can configure the Enterprise Vault server as described in this section.
 To ensure that Enterprise Vault can access the SharePoint servers to be archived, you must first set up Internet Explorer security as described in Internet Explorer security settings on page 178.
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 On the Enterprise Vault server start the Enterprise Vault Administration Console and create the following objects in the order shown below:
 1. A SharePoint Archiving Task(s). This defines the main properties of the process that archives the SharePoint virtual server, such as the archiving schedule, account the process is to use and reports to generate. A single task can support several SharePoint virtual servers. See Creating a SharePoint task on page 179.
 2. One or more SharePoint archiving policies. A policy defines what documents are to be archived and, if versioning is enabled on the SharePoint server, how many versions are to be left in SharePoint after archiving. See Creating a SharePoint archiving policy on page 180.
 3. If required, a new vault store to use for the SharePoint archive(s). Alternatively, an existing vault store can be used. When the archiving task runs, an archive for each SharePoint site collection is created automatically. See Assigning a vault store on page 182.
 4. A target SharePoint virtual server to be archived (SharePoint Archiving Target in the Administration Console). When you create a target SharePoint virtual server, you can auto-enable site collection archiving and assign default values for the archiving task, vault store, policy and retention category to be used. This means that site collection objects will be automatically created under the target virtual server when the archiving task runs. See Adding a SharePoint target virtual server on page 183.
 If automatic site collection archiving is not enabled, or you want to override the default settings, you can create site collection objects and subsite objects under the target virtual server. See Creating target site collection objects on page 185 and Creating archiving target objects for subsites on page 187.
 Internet Explorer security settingsTo ensure that Enterprise Vault can access the SharePoint servers, the following Internet Explorer security settings must be configured on all computers running Enterprise Vault tasks and services and also on any computers running a standalone Enterprise Vault Administration Console:
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 1. Log in as the Vault Service Account.
 2. Open Internet Explorer and click Tools, Internet Options.
 3. Click the Security tab on the Internet Options window.
 4. Select Local intranet and click Sites.
 5. Click Advanced on the Local intranet dialog.
 6. Add the URL of each SharePoint virtual server that you want to archive:
 http://sharepoint_server_name
 7. Click OK twice to return to the Internet Options window.
 8. Click Custom Level.
 9. Scroll down to the User Authentication section, and select Automatic logon only in Intranet zone.
 10.Click OK.
 11.Click OK to close the Internet Options window.
 Creating a SharePoint taskTo create a new SharePoint task:
 1. In the explorer pane of the Enterprise Vault Administration Console, navigate to the Enterprise Vault computer that is to host the new SharePoint task. Click the computer name to display Services and Tasks.
 2. Right click Tasks and select New, SharePoint Task. This will start the New SharePoint Task wizard.
 3. Work through the windows. You will be prompted to give the task a name and description.
 4. The final window displays a summary of the task settings.
 To customize property settings for this task, such as the logon account that runs the task, right click the SharePoint task in the right hand pane and select Properties. The following properties are displayed:
 • The General tab shows:
 – The Enterprise Vault site and computer associated with this task.
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 – Whether the task is to run in report mode. Report mode only shows what is ready to be archived; it does not actually archive anything. Clearing the check box means that the task will run in normal mode and archive documents.
 • The Log On tab enables you to select the user that the task runs under.
 • The Reports tab enables you to configure report generation. If you want reports generated each time the archiving task runs, select the check box for Generate report files for archive runs.
 You can also select the amount of detail you want included in reports and the number of reports for this task that you want kept in the Reports folder (typically C:\Program Files\Enterprise Vault\Reports).
 • The Targets tab lists the sites to be archived on the SharePoint server. Targets are assigned to tasks when you create archiving target objects (see Creating target site collection objects on page 185).
 A SharePoint task can service several targets. Alternatively, you can create multiple SharePoint archiving tasks and assign targets to each task, as required.
 Creating a SharePoint archiving policy1. In the Enterprise Vault Administration Console tree, expand the
 Enterprise Vault site and then click Policies.
 2. Under Policies, click SharePoint.
 3. To create a new policy, right click in the right hand pane and select New, Policy (alternatively, right click SharePoint under Policies in the tree). The New SharePoint Policy wizard starts.
 4. In the first window, give the policy a name and description.
 5. In the next window, select the action you want Enterprise Vault to take after archiving:
 – Leave document in SharePoint means that the document will not be deleted from SharePoint once it is archived; users will be able to access all versions of the document both on the server and in the archive.
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 – Delete document from SharePoint once archived means that an archived document is deleted from SharePoint and only available in the archive.
 – Prune to n versions of the document enables you to set the number of versions (n) of an archived document that you want left in SharePoint after archiving. Earlier versions will be available in the archive only.
 6. You now create a rule to select the documents that you want to process with this policy. Click New to display the Rule window.
 7. Enter a Name and Description for this rule.
 8. In the Rule type section, select the action to be taken with files that match the rule. This can be one of Archive, Do not archive or Delete.
 9. In the Filter files using the filename section specify the selection criteria.
 The first box lets you include or exclude the files specified in the second box.
 In the second box enter the files you want to target. You can include wildcards in the filenames, for example:
 * on its own means all files
 *.doc means all files with the extension .doc
 Multiple filenames must be separated by a comma.
 10. In addition to selection by filename, you can select files by size using the Filter files using file size options.
 11.When you click OK, the rule is added to the list of rules. One or more rules can be applied when selecting files to process with this policy. Click New to add further rules or Edit to change the highlighted rule.
 During processing, the rules are applied in order from the top of the list. The first rule that matches will be applied, so you need to ensure that the required default action is last. Use Move Up and Move Down to reorder rules.
 To disable a rule, clear the check box for that rule.
 Click Next.
 12.The final screen shows a summary of what the policy will do.
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 13.Click Finish and then Close.
 Existing SharePoint policies listed in the right-hand pane can be viewed, edited or copied:
 • To view or edit the properties of an existing policy, right click it and select Properties.
 • To copy an existing policy and give it a different name, right click the policy and select Copy Policy.
 Assigning a vault storeSharePoint archives can be held in an existing vault store that is also used for other types of archive. Alternatively, you may want to create a new vault store for the archives. If you want to use a new vault store, create the vault store and partition before you create the SharePoint Archiving Target.
 Each vault store can have multiple partitions, on different storage media, if required, but only one partition is active at a time. See the Administration Console help for more information on partitions.
 You start the New Vault Store wizard from the Administration Console. To do this from the Administration Console right-click the Vault Store container and, on the shortcut menu, click New and then Vault Store. Alternatively, click the Create new Vault Store icon on the toolbar. Follow the instructions, and click Help on any of the wizard screens for further information.
 The name you specify for the new vault store must contain any of only the following characters:
 • The letters A through Z
 • Numbers 0 through 9
 • Spaces
 When the vault store has been created, the wizard then takes you through creating a partition.
 When the archiving task runs, archives are created automatically in the open vault store partition. An archive is created for each
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 SharePoint site collection. In the Administration Console tree, you can see the archives under Archives, SharePoint. Note that documents in the top level site and all subsites of that site collection are stored in the same archive.
 Access permissions on Enterprise Vault archives and archive folders are synchronized automatically with permissions on the corresponding SharePoint sites and document libraries.
 You can view and customize the properties of vault stores, partitions and archives by right clicking the object in the Administration Console and selecting Properties. For information on the properties for each object, see the Administration Console online help.
 Adding a SharePoint target virtual serverThe SharePoint archiving target objects in the Enterprise Vault Administration Console tree (under Archiving Targets, click SharePoint) reflect the SharePoint structure: a virtual server object points to the SharePoint virtual server to be archived, site collection objects point to the top-level sites on the SharePoint virtual server and site objects point to subsites. See Figure 2 Archiving Targets on page 186.
 Note that, before you can configure the archiving target objects in Enterprise Vault, the virtual servers and site collections must exist in SharePoint and the Enterprise Vault components must be installed and configured on the SharePoint server. Internet Explorer security settings must also be set up as described in Internet Explorer security settings on page 178.
 To create a SharePoint Virtual Server object:
 1. Under Archiving Targets right click the SharePoint container and select New, SharePoint Virtual Server.
 2. This starts a New SharePoint Virtual Server wizard. Click Next on the first screen.
 3. Enter the URL for the virtual server on the SharePoint server. Click Next.
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 4. If you want Enterprise Vault to archive automatically all sites on this virtual server, select the Auto-enable Site Collections check box. The wizard will then take you through screens that enable you to select the task, policy, vault store and retention category to be used for all sites on this virtual server.
 If auto-enable archiving is on, site collection objects will be added automatically under the target virtual server object the first time the archiving task runs. Subsites will also be archived using the default settings for the target site collection object, but target subsite objects will not be created automatically in the Administration Console.
 The auto-enable option should only be used if the creation of new SharePoint site collections is controlled by an administrator.
 If you do not want Enterprise Vault to archive some top-level sites on the virtual server, or you want to assign a different policy, retention category or task, clear the Auto-enable Site Collections check box. The wizard will then go directly to the final summary screen. You will need to create target site collection objects manually for any site collections that you do want archived. For instructions see Creating target site collection objects on page 185.
 5. Before the virtual server is created, a summary of the object details is displayed. If they are correct, click Finish and then Close to exit the wizard.
 To change default archiving settings for a virtual server
 If you later decide to enable or disable automatic archiving or change default archiving settings, use the virtual server properties. To access these, right click the virtual server object in the Administration Console tree and select Properties.
 To stop archiving sites on a virtual server
 You can stop archiving all site collections on a virtual server by clearing the Archive this SharePoint Virtual Server check box on the virtual server properties page.
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 Creating target site collection objects If Auto-enable Site Collections is selected on the target virtual server object, a target site collection object for each top level site will be created automatically when the archiving task runs.
 Figure 2 Archiving Targets on page 186 illustrates the relationship between virtual servers and sites on the SharePoint virtual server (on the left) and associated Archiving Target objects in the Enterprise Vault Administration Console (on the right).
 In the example shown, Site Collection C is not being archived, so only Site Collection D on SharePoint Virtual Server B has a target site collection object in Enterprise Vault.
 In this example, automatic archiving of site collections is not enabled on the SharePoint Virtual Server B target object.
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 Figure 2 Archiving Targets
 If you only want to archive some site collections, clear the Auto-enable Site Collections check box on the target virtual server object and create the required target site collection objects manually.
 To create a target site collection object manually:
 1. Under Archiving Targets, SharePoint, right click the target virtual server object and select New, SharePoint Site Collection.
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 2. This starts a New SharePoint Site Collection wizard. Click Next on the first screen.
 3. Enter the URL for the top level site in the site collection, for example:
 http://sps2003/sites/marketing
 Note that the default site collection in SharePoint may have the same URL as the virtual server.
 4. Select the required scope of archiving for this site collection; the top level web site only, the subsites only, or both. Click Next.
 5. Highlight the vault store to be used for the SharePoint archives. A separate archive will be created automatically in the vault store for each top-level site. Click Next.
 6. Select the policy and archiving task to be used to archive the site collection. Click Next.
 7. Select the retention category to be applied to any files that are archived. You can use New to create a new retention category, if required. Click Next.
 8. The next screen shows a summary of the details for archiving the site collection. If this is correct, click Finish.
 9. A prompt confirms that the object has been created. Click Close.
 Creating archiving target objects for subsitesTarget site objects are not added automatically for subsites in a SharePoint site collection, even if the subsites are being archived. If there is no target site object, the subsite is archived using the archiving settings of the top-level site in the site collection.
 For example, in Figure 2 Archiving Targets on page 186 there is no target object in Enterprise Vault corresponding to the subsite under Site Collection A on the SharePoint server.
 You only need to create a target site object manually if you want to override the default archiving settings or exclude the site (or its subsites) from archiving.
 Documents archived from all sites in a site collection will be stored in the same archive.
 Installing and configuring SharePoint archiving 187

Page 192
                        
                        

Configuring Enterprise Vault for SharePoint archiving
 To create a subsite object:
 1. Under Archiving Targets, SharePoint, expand the target virtual server object and find the target site collection object for the subsite you want to archive.
 2. Right click the site collection object and select New, SharePoint Site. This starts a New SharePoint Site wizard. Click Next on the first screen.
 3. The full path of the top-level site will be displayed below the box. Enter in the box the relative path for the subsite. For example, if the top-level site path is
 http://sps2003/sites/marketing
 and the full path for the subsite is
 http://sps2003/sites/marketing/presentations
 you would just enter
 presentations
 4. Select the required scope of archiving for this site; this site only, the subsites only, or both. Click Next.
 5. Select the policy to be used to archive the site and subsites. Click Next.
 6. Select the retention category to be applied to any files that are archived. You can use New to create a new retention category, if required. Click Next.
 7. The next screen shows a summary of the archiving settings for the site. If this is correct, click Finish.
 8. A prompt confirms that the object has been created. Click Close.
 9. Target site objects for subsites are displayed in the right hand pane of the Administration Console when you click the site collection object in the tree. They are not shown in the tree.
 Note that an archiving task can be assigned to a virtual server or top-level site, but not to a subsite.
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 Running the SharePoint archiving taskYou can start an immediate archive run for all sites serviced by an archiving task, or for a particular site collection.
 Alternatively, to archive regularly all the target sites associated with a task, you can use an Enterprise Vault site schedule or you can set a separate schedule for the SharePoint task. See Scheduling archive runs on page 190.
 To archive immediately all target sites serviced by a SharePoint task:
 1. In the Enterprise Vault Administration Console tree, navigate to the Enterprise Vault computer that hosts the SharePoint task. Click the computer name to display Services and Tasks.
 2. Click Tasks to display the SharePoint task in the right hand pane.
 3. Right click the SharePoint task and select Run Now.
 4. You then select how the task is to run — in report mode, nothing is actually archived, but a report is generated showing what documents are ready to be archived. In normal mode, the documents will actually be archived and a report may or may not be generated, depending on the task report properties.
 You can view the report in the Reports folder (typically C:\Program Files\Enterprise Vault\Reports).
 5. Click OK to start the archive run. A prompt tells you that the task has started. Click OK to dismiss the prompt.
 To archive a particular target site collection only:
 1. In the Enterprise Vault Administration Console tree, expand the Archiving Targets container and under this, the SharePoint container.
 2. Expand the virtual server object to display the site collection objects.
 3. To archive all sites in a site collection, right click the site collection object and select Run Now.
 To archive a subsite only:
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 a. Click the site collection object to display the site object for the subsite in the right hand pane.
 b. Right click the site object and select Run Now.
 3. Select report or normal mode for the task and click OK to start the archive run.
 Scheduling archive runs
 To use the Enterprise Vault site schedule:
 1. First check that the site schedule is suitable. In the Administration Console tree, right click the Enterprise Vault site container and select Properties.
 Click the Site Schedule tab to see the default schedule set for all archiving tasks.
 2. In the Administration Console tree, expand the Enterprise Vault Servers container under the Enterprise Vault site and then expand the Enterprise Vault server that is configured to archive the SharePoint server.
 3. Click Tasks in the tree.
 4. In the right hand pane, right click the required SharePoint task. (SharePoint will be displayed in the Type column), and select Properties.
 5. Select the Schedule tab.
 6. Select the Use site setting check box.
 7. Click OK.
 To create a separate schedule for the SharePoint task:
 1. In the Administration Console tree, expand the Enterprise Vault Servers container under the Enterprise Vault site and then expand the Enterprise Vault server that is configured to archive the SharePoint server.
 2. Click Tasks in the tree.
 3. In the right hand pane, right click the required SharePoint task. (SharePoint will be displayed in the Type column), and select Properties.
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 4. Select the Schedule tab.
 5. Clear the Use site setting check box.
 6. Set the required schedule for this task.
 7. Click OK.
 Adding Web Parts and links to site pagesAfter the Archive Search Web Part has been installed on the SharePoint server, and the archiving task has run, you can logon to the SharePoint sites and add the Web Part to the site page, as described in Adding the Archive Search Web Part to a site.
 To enable users to see archived versions of a document on the version history page, you also need to add the archived version history link as described in Adding the archived version history link.
 Adding the Archive Search Web Part to a siteTo perform this task you will need permissions to modify the SharePoint site page and add Web Parts.
 1. In Internet Explorer, open the home page for the SharePoint site where you want to add the Archive Search Web Part.
 2. Click Modify Shared Page in the top right of the page, and select Add Web Parts, Browse.
 3. Click Virtual Server Gallery. The Archive Search should be listed in the Web Part List.
 4. Drag the Archive Search Web Part to where you want it placed on the page.
 5. Close the Add Web Parts panel.
 6. The Archive Search Web Part will now be displayed on the page.
 Adding the archived version history link 1. In a browser, enter the URL:
 http://spcomputername/_layouts/1033/versionsadmin.aspx
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 where spcomputername is the name of your SharePoint server computer.
 This displays the page, Enterprise Vault Archived Version History Administration.
 2. Click Install the archived version history link.
 If you later wanted to remove the link, go to this web page and click Remove the archived version history link.
 3. A progress window is displayed briefly while the link is being installed. No confirmation message is displayed when installation is complete.
 Note that you only need to perform this task once for all of the SharePoint servers.
 The archived version history link does not appear on the version history page for a document until the library containing the document is archived.
 Viewing and restoring archived documentsThere are several ways of accessing documents in the Enterprise Vault SharePoint archives:
 • Using the Show archived versions for this document link on the versions history page. From this page users can access versions of a document that are in the archive and also replace the current version of a document on the SharePoint server with a version in the archive. See Using the version history page.
 • Using the Archive Search Web Part. The Archive Search Web Part enables users to search for archived documents in the archives. From the search results page, users can view documents and copy archived documents or document versions to the SharePoint server. See Using the Archive Search Web Part on page 193.
 • Using Archive Explorer. Outside SharePoint, users can run Archive Explorer in a browser to navigate and search SharePoint archives that they have permission to access. Archived documents
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 can be viewed but not restored using Archive Explorer. See Using Archive Explorer on page 196.
 In sites and document libraries, users will only be able to see documents that they have permission to access.
 Using the version history pageIf versioning is enabled in SharePoint for a document library, the versions history page displays the versions of a document on the SharePoint server. After the archiving task has run for the first time, a new link, Show archived versions for this document, is displayed under the SharePoint versions.
 To access versions of the document stored in the archive, click Show archived versions for this document. You can View or Restore the document using the drop down menu from the document name:
 • View enables you to open the archived document or save it on your computer.
 • Restore enables you to restore the document to SharePoint as the latest version.
 To display only the versions on SharePoint, click Hide archived versions for this document.
 Using the Archive Search Web PartYou use the Archive Search Web Part to find documents stored in the Enterprise Vault SharePoint archive. The search works in the same way as the SharePoint Portal Server search.
 Searching for archived documents1. In the first box, select the scope for your search; This Site or Site
 Collection.
 2. In the second box, enter words to search for in the document name, subject or content and press . For example, entering press updated v5
 would return documents with any of the words press, updated or v5 in the name, subject or content.
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 The wildcard character * can be used to denote one or more characters at the end of a word. At least three characters must precede the wildcard character. For example, new* would find an archived document called December newsletter.doc and a document with the word newer in the content.
 Note that to be able to search for phrases in the document content, indexing must be set to Full on the archive. To see the indexing level, right click the site collection archive in the Enterprise Vault Administration Console, select Properties and then click the Advanced tab on the properties window.
 3. The results of the search will be displayed on the Archive Search Results page.
 Use the links on the left of the Archive Search Results page to group or sort the results by Author, Date etc.. When you sort the results, an arrow will indicate the sort order; click the link a second time to reverse the order.
 The Actions section links enable you to hide or display the preview information for each item (Show Less/Show More), display just the group titles or the items in the groups (Collapse Groups/Expand Groups) and create a complex search filter or a simple search (Advanced Search/Simple Search). The links toggle between these actions, so when you select Show Less, for example, the link changes to Show More.
 Using the advanced search
 With the advanced search, you can search on a combination of the following criteria:
 • Author
 • Content
 • Document type
 • Document name
 • Created or modified date
 Contains means that in matching documents the selected property must contain the word or phrase as entered in the next box.
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 Is exactly means that in matching documents the selected property must contain exactly the word or phrase as entered in the next box.
 For example, if the author of a document is John Peter Doe:
 • Searching for Author Contains John Peter will result in a match
 • Searching for Author Contains John Doe or Doe John will not result in a match
 • Searching for Author Is exactly John Peter Doe will result in a match
 • Searching for Author Is exactly John Peter will not result in a match
 If you specify two properties, you can manage the way they are applied using the And/Or operator options. If three properties are specified, the second and third always use the And operator.
 If you enter values for properties and select a Modified/Created date range, the search will look for documents that satisfy both the property criteria and the date criteria.
 Restoring a document using the Archive Search Web PartOn the Archive Search Results page, a Restore link is displayed below each document listed. To restore a copy of a search result document to the SharePoint server:
 1. Click the Restore link below the required document.
 2. The Document Restored page is displayed, showing the name and location of the restored copy.
 The restored copy is a new file with the name of the original document and a suffix (n), for example:my document(1).doc
 If you restore the original document again from the Archive Search Results page, another new document would be created with the name, my document(2).doc.
 Restoring a document from the Archive Search Results page does not replace the latest version in the document library.
 On the version history page for the new document, clicking Show archived versions for this document will display archived versions of
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 the restored document, my document(1).doc in our example, and archived versions of the original document, my document.doc in our example.
 Using Archive ExplorerOutside SharePoint, you can navigate and search SharePoint archives that you have permission to access using Enterprise Vault Archive Explorer.
 The archives are displayed in a tree structure. All documents in a site collection are stored in the same archive. In the Archive Explorer tree, subsites and document libraries are displayed as child objects of the site collection archive.
 To access a SharePoint archive using Archive Explorer:
 1. Open Internet Explorer.
 2. Enter the address:
 http://server_name/EnterpriseVault/archiveexplorerui.asp
 where server_name/EnterpriseVault is the path to your Enterprise Vault web application. server_name should be the name of your Enterprise Vault web server.
 3. Expand the required archive in the tree on the left. When you click the document library object in the tree, the documents archived from that library will be displayed on the right.
 For more information on how to use Archive Explorer, see the online help on the Archive Explorer pages.
 Internet Explorer settings for usersTo avoid users having to enter credentials every time they access the SharePoint server or Enterprise Vault SharePoint archive, the Enterprise Vault server and SharePoint server can be added to local intranet sites in Internet Explorer:
 1. On each client computer, open Internet Explorer.
 2. Go to Tools, Internet Options and click the Security tab.
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 3. Click Local intranet and then Sites...
 4. Enter the URL for the SharePoint server and click Add. For example:
 http://my_sharepoint_server
 Close the Local intranet window and click OK on the Internet Options window. Exit Internet Explorer.
 Configuring "all-in-one" systemsIf you have installed the Enterprise Vault server and SharePoint server on the same computer, you need to exclude the Enterprise Vault URL as a managed path in the SharePoint server, in order to be able to access the Enterprise Vault browser search page and Archive Explorer.
 To exclude the Enterprise Vault URL as a managed path:
 1. Click Start, Administrative Tools, SharePoint Central Administration.
 2. If you are configuring a SharePoint Portal Server, scroll to the section Portal Site and Virtual Server Configuration and select Configure virtual server settings from the Virtual Server List page.
 If you are configuring Windows SharePoint Services, in the Virtual Server Configuration section, select Configure virtual server settings.
 3. From the Virtual Server List, select the name of the virtual server that the Enterprise Vault SharePoint components are installed on; this will typically be Default Web Site.
 4. Select Define managed paths under Virtual Server Management.
 5. In Add a new path, enter enterprisevault in the Path box and click Check URL. The Enterprise Vault web application page should be displayed. If it is not displayed, check that you have entered the correct URL.
 6. Select Excluded Path and click OK.
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 Read this chapter to find out:
 • How to set up archiving of Domino servers.
 In summary, the process of setting up archiving from a Lotus Domino server is as follows:
 • Add a Domino domain to the Archiving Targets
 • Add the Domino server to the Domino domain
 • Create a Domino Journal archive
 • Create a Domino Journal policy
 • Create a Domino Journaling task
 • Add a Domino Journaling location to the Domino server
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 Preparation
 Do the following:
 1. Install the Lotus Notes client on the Enterprise Vault server that will run the Domino Journaling Task.
 2. Configure the Lotus Notes client for a Domino server in your organization.
 Note: Before installing it is essential that you check the Enterprise Vault Certification Tables to determine which version of the Lotus Notes client to install.
 Configuring Domino Journaling databasesEnterprise Vault will archive from any subfolder of the server's Data directory. The subfolder must already exist.
 Enterprise Vault will archive from all Domino Journaling databases that are in the subfolder.
 The normal Enterprise Vault configuration is to retain the original item until the vault store that contains the archived item has been backed up. Enterprise Vault then deletes the original item. The Domino Database Management method must not interfere with this Enterprise Vault process, which means that the “Purge and Compact” method (specified in the Journaling section of the server configuration document) is unsuitable, because there is the potential to lose items that have, for some reason, not been archived.
 Thus, the Domino Journaling database must have its Database Management method set to one of the following in the Journaling section of the server configuration document:
 • Periodic Rollover or Size Rollover — Domino automatically places rolled-over databases in the server’s data folder. In order to ensure that all items are archived from the rolled-over databases, and to remove items when the archive has been backed up, Enterprise Vault automatically moves these rolled-over databases into the journal database folder.
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 • None — This method has the side-effect that the database will keep growing and will require manual maintenance.
 Do the following:
 • Configure Domino Journaling so that the Journaling database is in a subfolder of the server’s Data directory. If Domino Journaling is already configured, you may need to move the Journaling database and update the server configuration document.
 Configuring access for Enterprise VaultWhen you configure Enterprise Vault to archive a Domino journaling location you must supply the location of at least one Lotus Notes user ID. Different user IDs can be specified for the three different Enterprise Vault Domino targets although for simplicity the same user ID can be used for each of the targets.
 When you configure Enterprise Vault to archive a Domino Journaling location you must supply at least one Lotus Notes ID file. Enterprise Vault requires three levels of access, to domain, server, and journaling location. You can use a different ID file for each level or, for simplicity, a single ID file. The access levels are as follows:
 • Access to the Domino domain — This is provided by the ID file of a user who is enabled for Lotus Mail and whose account is in the same domain as the server. This account must have read access to the Domino Directory.
 • Access to the Domino server — This is provided by the ID file of a user who has access to the Domino server and its directories. The account used at this level must have the following:
 – Read access to the server’s Notes Address Book (NAB)
 – If the server is configured for local journaling and database rollover, the ID file also needs Manager access to the rolled-over databases and must be at least Database Administrator on the server.
 By default, Enterprise Vault will use the same ID file as is used to access the domain.
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 • Access to the Domino Journaling location — This is provided by the ID file of a user who has Editor, Designer, or Manager access to the journaling databases, and also has the Delete documents permission. If the database is encrypted, this ID file must be the one that was used to encrypt the database.
 By default, Enterprise Vault will use the same ID file as is used to access the server. If you do not specify a file for server access, Enterprise Vault will use the same ID file as is used to access the domain.
 Do the following:
 • Create suitable ID files and place them in the Lotus Notes data folder on the Enterprise Vault server that will run the Domino Journaling Task; by default this is C:\Program Files\lotus\notes\data
 Adding a Domino domain
 To add a Domino domain:
 1. In the left pane of the Administration Console, expand the Archiving Targets container.
 2. Right-click Domino and, on the shortcut menu, click New and then Domino Domain.
 The New Domino Domain wizard starts.
 3. Work through the wizard.
 Adding a Domino server
 To add a Domino server:
 1. In the left pane of the Administration Console, expand the Archiving Targets container.
 2. Expand Domino.
 3. Right-click the Domino domain to which you want to add a server and on the shortcut menu, click New and then Domino Server.
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 The New Domino Server wizard starts.
 4. Work through the wizard.
 Assigning a vault storeDomino Journaling archives can be held in an existing vault store that is also used for other types of archive. Alternatively, you may want to create a new vault store for the archives. If you want to use a new vault store, create the vault store and partition before you add the Domino Journaling Location.
 Each vault store can have multiple partitions, on different storage media, if required, but only one partition is active at a time. See the Administration Console help for more information on partitions.
 You start the New Vault Store wizard from the Administration Console. To do this from the Administration Console right-click the Vault Store container and, on the shortcut menu, click New and then Vault Store. Alternatively, click the Create new Vault Store icon on the toolbar. Follow the instructions, and click Help on any of the wizard screens for further information.
 The name you specify for the new vault store must contain any of only the following characters:
 • The letters A through Z
 • Numbers 0 through 9
 • Spaces
 When the vault store has been created, the wizard then takes you through creating a partition.
 You can view and customize the properties of vault stores, partitions and archives by right clicking the object in the Administration Console and selecting Properties. For information on the properties for each object, see the Administration Console online help.
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 Creating a Domino Journal archive
 To create a Domino Journal archive:
 1. In the left pane of the Administration Console, expand the Site hierarchy until the Archives container is visible.
 2. Expand the Archives container.
 3. Right-click Domino Journal and, on the shortcut menu, click New and then Archive.
 The New Domino Journal Archive wizard starts.
 4. Work through the wizard.
 Adding permissions to the journal archiveYou must add permissions for those users who need to be allowed access to items that have been archived from the journal mailbox.
 To add permissions to the journal archive:
 1. In the left pane of the Administration Console, expand the hierarchy until Archives is visible.
 2. Expand Archives.
 3. Click Domino Journal.
 4. In the right pane, double-click the archive whose permission list you want to modify.
 The archives properties are shown.
 5. Click the Permissions tab.
 Users can have three different types of access to an archive:
 • Read — Users can view and retrieve items from the archive. Those who need to search items archived from the journal mailbox, such as auditors, must have at least read access to the archive.
 • Write — This is ignored for Domino Journal archives.
 • Delete — Users can delete items from the archive.
 Note that, even though you grant the delete permission here, a user cannot delete from the archive unless you also select Users
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 can delete items from their archives on the General tab of Site Properties.
 Creating a Domino Journal policy
 To create a Domino Journal policy:
 1. In the left pane of the Administration Console, expand the Site hierarchy until the Policies container is visible.
 2. Expand the Policies container.
 3. Right-click Domino Journaling and, on the shortcut menu, click New and then Policy.
 The New Domino Journaling Policy wizard starts.
 4. Work through the wizard.
 Creating a Domino Journaling task
 To add a Domino Journaling Task:
 1. In the left pane of the Administration Console, expand the Site hierarchy until the Enterprise Vault Servers container is visible.
 2. Expand the Enterprise Vault Servers container.
 3. Expand the name of the sever to which you want to add the Domino Journaling Task.
 4. Right-click Tasks and, on the shortcut menu, click New and then Domino Journaling Task.
 The New Domino Journaling Task wizard starts.
 5. Work through the wizard.
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 Adding a Domino Journaling location
 To add a Domino Journaling location:
 1. In the left pane of the Administration Console, expand the Archiving Targets container.
 2. Expand Domino.
 3. Expand the Domino domain that contains the server to which you want to add a location.
 4. Expand the Domino server to which you want to add a location and, on the shortcut menu, click New and then Domino Journaling Location.
 The New Domino Journaling Location wizard starts.
 5. Work through the wizard.
 Conflict with Microsoft Office 2003If you have a Lotus Domino Journaling Task and Microsoft Office 2003 on the same server, a steady increase in handle usage can lead to out-of-memory errors. This is a known issue with Microsoft Office 2003, described in Microsoft support article 841532.
 If you have Lotus Domino Journaling Task and Microsoft Office 2003 on the same server you are recommended to apply the fix, as follows:
 1. Determine the location of the file Msoxmlmf.dll. The file is in the Office shared folder, the default location for which is: C:\Program Files\Common Files\Microsoft Shared\Office11
 2. Click Start, click Run,
 3. Type regsvr32.exe /u and then the path to Msoxmlmf.dll. For example, if the file is in the default location:regsvr32.exe "c:\program files\common files\microsoft shared\office11\msoxmlmf.dll"
 4. Click OK
 See the Microsoft support article if you need more information about the issue.
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 Configuring clientsA web browser on a client computer can be used to search for archived items. An HTML preview of archived items is always available from within the search results. However, whether an alternate format of the item is available depends on the software that is installed on the user’s computer.
 Items are sent to the client computer in one of various formats. The particular format that is used depends on settings in the WebApp.ini initialization file that is used by the Web Access application. See Postinstallation tasks on page 61 for details of setting up the Web Access application.
 Table 1 on page 207 shows the requirements and corresponding WebApp.ini settings.
 Table 1 WebApp.ini settings for Domino
 Download format Requirements WebApp.ini setting
 As a .HTML file that is then opened by the web browser on the client computer.
 None. HTMLNotDVS=1
 As a Enterprise Vault saveset (.DVS file) that is then unpacked by the client to create a temporary .PST file containing the item.
 Outlook and the Enterprise Vault User Extensions must be present on the user's computer.
 If this prerequisite software is not present the Browser Search View Whole Item option in the search results produces an error message. It is not possible to hide the option
 None required.
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 As an Outlook (.MSG) file that the client can open immediately without creating a temporary PST file.
 Outlook must be installed on the Enterprise Vault Storage Service server.
 If Outlook is not present on the server the user is presented with a login screen (three times) and then a blank web page is displayed.
 Outlook must also be present on the user's computer.
 MsgNotDVS=1
 Table 1 WebApp.ini settings for Domino
 Download format Requirements WebApp.ini setting
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 Read this chapter to:
 • Learn about Demonstration, Evaluation, and Production modes
 • Find out how to obtain Enterprise Vault license keys
 • Find out how to install the license keys
 OverviewYou must install suitable licenses in order to run Enterprise Vault services.
 Enterprise Vault runs in one of three modes:
 Production mode — In this mode, a production license key is installed and the functionality of Enterprise Vault depends on the licenses that you have purchased.
 Evaluation mode — In this mode, an Evaluation license key is installed and the full functionality of Enterprise Vault is available, but the functionality is time-limited, as defined by the key. When the Evaluation license expires, the software continues to run in Demonstration mode.
 Demonstration mode — Enterprise Vault uses this mode when a license key expires, or if no license key is installed. Users can restore items, but there is no archiving, either automatic or manual. The Archiving, Public Folder and Journaling tasks will not start and you cannot migrate personal folder files to archives.
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 You can get license keys from your Enterprise Vault supplier, as described below.
 Obtaining license keysWhen Enterprise Vault services are installed on a computer, a file of computer-specific system information is automatically created. You can obtain license keys in one of two ways:
 • Your supplier may obtain the license keys for you. Once you have the keys, install them as described below.
 • You can obtain the keys yourself, as described below.
 If you are going to obtain the keys yourself, do the following:
 1. Contact VERITAS to obtain your license keys.
 2. When you have obtained the license keys, install them as described in the instructions that are supplied with the keys.
 What next?You can change from one mode to another by obtaining appropriate licenses and keys from your supplier and then installing the new keys.
 If you have obtained Evaluation mode licenses, the license keys will expire at the end of the license period and Enterprise Vault will revert to running in Demonstration mode. You can upgrade to Production mode by obtaining new license keys.
 210 Licenses and license keys

Page 215
                        
                        

Appendix A: Envelope Journaling
 Envelope Journaling is an optional feature for Exchange 2000 and Exchange Server 2003 that enables the capture of the complete recipient list. Prior to this, BCC recipients were captured, but alternate and undisclosed recipients were not. For Exchange Server 2003, Envelope Journaling is included in SP1.
 An alternate recipient is a second mailbox to which all messages for a particular recipient are redirected.
 An undisclosed recipient is usually a BCC recipient that has been sent over SMTP. The recipient address is not recorded on the final SMTP message, so it is not easy to tell the original, intended destination of the message when it arrives in the Journal mailbox.
 For details of how to enable Envelope Journaling on Exchange 2000, see the Microsoft Knowledge Base Article 843105.
 Envelope Journaling can later be disabled, if required, using a tool supplied by Microsoft. If you disable Envelope Journaling, the previous method of Journaling continues, unaffected, together with the option to preserve BCC information, which you can configure using a registry setting.
 Format of Envelope Journaled messagesWhen Envelope Journaling is enabled, the original message is stored as an attachment to another message that shows the original message’s recipient information in its body. This information is a
 213
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 complete list of recipients and will include BCCs, Alternate Recipients and Undisclosed Recipients.
 The following sections illustrate the format of messages as they arrive in the Journal mailbox, when Envelope Journaling is enabled. In the first example, the message is sent over SMTP and in the second example, the message is sent over an Exchange server intranet.
 Example 1: Message sent over SMTPFigure 1 shows the original message; the recipient list includes a distribution list and a BCC.
 Figure 1 The original message
 When this message is sent over SMTP, it arrives in the Journal mailbox in the form shown in Figure 2.
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 Figure 2 The envelope message in the Journal mailbox
 The top level message is actually the envelope message and the original message is attached. The contents of the envelope message include:
 • The sender
 • The message ID
 • All the message recipients, including any BCC, Alternate or Undisclosed Recipients
 Note that the BCC field does not appear in the envelope message header and that the distribution list has been expanded and the list members included as recipients.
 Figure 3 shows the attached message.
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 Figure 3 The attached message
 Because the message was sent over SMTP, the BCC field has been lost from the header of the attached message. Although the BCC recipient is included in the contents of the envelope message, there is no way of telling what category the recipient is. It will therefore be treated as an Undisclosed Recipient.
 Example 2: Message sent over an intranetIn this example, a message with the same recipients as before is sent over an internal Exchange network. Figure 4 shows the original message.
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 Figure 4 The original message
 When this message is sent, it arrives in the Journal mailbox in the form shown in Figure 5.
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 Figure 5 The envelope message in the Journal mailbox
 The top level message is the envelope message and the original message is attached. The contents of the envelope message are the same as in the previous example:
 • The sender
 • The message ID
 • All the message recipients, including any BCC, Alternate or Undisclosed Recipients
 Note that the BCC field does not appear in the envelope message header and that the distribution list has been expanded and the list members included as recipients.
 Figure 6 shows the attached message on an Exchange 2000 system.
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 Figure 6 The attached message (Exchange 2000)
 Note that on Exchange Server 2000 the BCC entry is displayed correctly in the header of the attached message, as shown in Figure 6. On Exchange 2003, BCC recipients become Undisclosed Recipients and are not displayed as BCC recipients in the header of the attached message.
 PerformanceThe additional processing required for the envelope message means that the Envelope Journaling feature will impact journaling performance on the server.
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 Enterprise Vault and Envelope JournalingNothing needs to be enabled on the Enterprise Vault server; the Enterprise Vault Journaling Task automatically recognizes an envelope message and processes it accordingly.
 If Envelope Journaling has been enabled on the Exchange Server, but the Enterprise Vault system has not been upgraded to a version that supports the feature, the Enterprise Vault Journaling Task will continue to archive messages when they appear in the journal mailbox, but note the following:
 • Only the recipient list in the header of the envelope message will be processed, so some information such as internal BCC recipients and Undisclosed recipients may be missed.
 • Information may not be indexed in the correct way (for example, the recipient list in the envelope message body). Instead, the contents of the envelope message will just be indexed in the normal way, which is meaningless in this case.
 • Selective or Group Journaling filters may not work as expected.
 The following steps give an overview of how the Enterprise Vault Journaling Task handles the envelope messages:
 1. The complete list of recipients is extracted from the envelope message contents. This list is compared with recipients in the header of the attached message. Recipients found in the envelope message but not the attached message header will be classed as Undisclosed Recipients.
 2. In most cases, Undisclosed Recipients will be indexed and stored under the new recipient category, Undisclosed. Exceptions to this are discussed in When recipients are stored as Undisclosed on page 221.
 You can search for Undisclosed Recipients using a new option box in the Recipient field of the advanced page of the Enterprise Vault browser search.
 Undisclosed recipients will also be recognized in Compliance and Discovery Accelerator searches.
 The search index property, RNDN, will be used for Undisclosed
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 Recipients.
 3. A copy of the envelope message, complete with original message attached, will be passed to any external filters (for selective journaling or the Compliance Accelerator Journaling Connector). See Selective and Group Journaling on page 222 for more information on the support of external filters with Envelope Journaling.
 4. If the message is to be archived, only the original message will be stored in the Journal archive, not the envelope message.
 When recipients are stored as UndisclosedAs shown in Format of Envelope Journaled messages on page 213, when messages are addressed to Alternate Recipients and BCC recipients and sent over SMTP, these recipients will be included in the general recipient list in the envelope message content but not in the message headers of the original message. As there is no way of discovering the original category of such recipients, Enterprise Vault will store them as Undisclosed Recipients.
 Note if messages sent over an Exchange Server 2000 intranet include BCC recipients, then Enterprise Vault can identify and store these recipients as BCC and not Undisclosed Recipients.
 If a BCC recipient is also in the TO or CC fields and the message arrives over SMTP, then Enterprise Vault will store the recipient in the TO or CC field but not in the Undisclosed field.
 When a message is redirected to an Alternate Recipient (that is, forwarded to the Alternate recipient without actually being delivered to the original recipient), then the message headers will show the originally intended recipient and not the final (Alternate) recipient. Both recipients will be indexed, even though the originally intended recipient never actually received the message. This is because it is not possible to determine from the journal message that the original recipient was skipped.
 If an Alternate recipient also appears as an originally intended recipient (TO or CC), then the recipient will not be stored as an Undisclosed Recipient.
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 Selective and Group JournalingEnterprise Vault Selective Journaling enables you to set up filters to select, by address, the messages that you want to archive. Details of how to configure Selective Journaling are given in the online help for the Enterprise Vault Admin Console, see Selective journaling.
 Group Journaling enables you to mark certain messages at the Journaling Task in order to reduce the scope of subsequent searches. This can be particularly effective where there is a high volume of journaled email and you want to be able to identify messages sent between particular groups of users. How to set up Group Journaling is described in Configuring Group Journaling on page 223.
 In both Selective and Group Journaling, Envelope Journaling now ensures that target addresses in all BCC, Undisclosed and Alternate Recipient fields are captured.
 If you have Selective or Group Journaling enabled, it is advisable to test your existing filters and check the results before enabling Envelope Journaling on your production Exchange server. Filters that just identify sender and recipient addresses, but do not attempt to modify the message, should continue to work as before. Addresses will be identified, even if they are classed as undisclosed recipients.
 As the envelope message (with the original message attached) is now passed to the filters, instead of just the original message, filters that attempt to modify the message will fail.
 The Enterprise Vault external filter interface has been extended so that the recipient information now held in the envelope message is available to filters. There are two extra parameters:
 • [MAPIEnvelope] a pointer to the MAPI envelope message
 • [CDOEnvelope] a pointer to a CDO representation of the envelope message.
 It is the responsibility of the external filter to process the information in the envelope message and the attached original message.
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 Configuring Group JournalingGroup Journaling stamps a message with a specific retention category if it was sent between two identified groups. The scope of subsequent searches can be substantially reduced by including the retention category in the search criteria.
 You can also specify that only a sample of messages with the retention category are to be archived. The percentage is specified in the configuration (minimum of 0.1%; 1 in every 1000).
 To set up Group Journaling:
 1. Create a Unicode text file named SJGroupFilter.dat and place it in your Enterprise Vault directory (normally C:\Program Files\Enterprise Vault).
 On each line in the rules file you specify a keyword, followed by a colon (:) and then a text string. The following keywords can be used in the rules file:
 Example file contents:
 userset:/o=acme/ou=research/cn=recipients/cn=groupa
 userset:/o=acme/ou=research/cn=recipients/cn=groupb
 Keyword Meaning
 userset The distribution list containing the addresses to be matched. The file must contain two userset lines and the distribution lists must not be empty.
 retcat The retention category to assign to matching messages. The file must contain a retention category line.
 sample The percentage sample rate of matching messages to be archived. If this line is missing, the sample rate defaults to 100%.
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 retcat:flagged
 sample:25
 2. Create the retention category to be assigned to matched messages.
 3. Create the distribution lists and populate them with the required users.
 4. Log in as the Vault Service account and set the following registry keys:
 HKEY_CURRENT_USER \Software \KVS \Enterprise Vault \External Filtering \Journaling
 To turn on Group Journaling, create a new STRING value called 1 and set its value to SelectiveJournal.SJGroupFilter.
 5. Start the Enterprise Vault Journaling Task.
 To test your Group Journaling settings:
 1. Send a message from a user in the first target group to a user in the second target group.
 2. Wait for it to be archived then search for it using the Retention Category option on the Advanced page of the Enterprise Vault browser search (the URL should end with Search.asp?Advanced=1).
 The message should have the Group Journaling retention category assigned.
 3. Now repeat the test only in reverse; send a message from a user in the second target group to a user in the first target group.
 Again, the message should have the Group Journaling retention category assigned.
 4. Next, send a message from a user in the first target group to someone not in the second target group.
 The message should be archived with the retention category
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 specified within the normal journal mailbox filter.
 5. Send a message from a user in the second target group to someone not in the first target group.
 Again, the message should be archived with the retention category specified within the normal journal mailbox filter.
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 This appendix describes how to configure VERITAS Enterprise Vault™ and VERITAS NetBackup™ Server 5.1 so that Collection files can be migrated to NetBackup Server.
 In summary, the procedure is:
 • Configure a NetBackup Server Policy for Enterprise Vault• Create a new Enterprise Vault vault store partition, or modify an
 existing NTFS partition, specifying NetBackup as the migrator software
 PrerequisitesBefore configuring Enterprise Vault to work with NetBackup Server you must have the following:
 • Enterprise Vault 6.0 or later installed and configured, with the OSL Collector Migrator component included in the Enterprise Vault license keys file.
 • NetBackup Server 5.1 installed and configured, including devices, media, and storage units.
 • On the server that runs the Enterprise Vault Storage Service, any version of NetBackup Client that is supported by NetBackup Server 5.1.
 15
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 Creating a NetBackup Server PolicyYou must create a NetBackup Server policy for use with Enterprise Vault. The policy must have a schedule that makes NetBackup Server available all the time.
 PreparationBefore you can configure NetBackup Server for use with Enterprise Vault you must do the following:
 • Activate the NetBackup Server DataStore feature. If the feature is not present and active you must obtain and enter the key to enable it. If you do not already have the key, use the following: DRX6-3HWU-R3CT-9PCR-PPPP-JC6P-PPP6-PPPP-RP
 To check whether the DataStore feature is already active, click Help and then License Keys in the NetBackup Administration Console. When the license keys are shown, select Summary of active licensed features.
 Creating a new policyCreate a new NetBackup Server policy with the following features:
 • Policy name: Any valid policy name. You must specify this name later when you configure the Enterprise Vault partition. The default name used by Enterprise Vault is EV_Default_Policy. The following sections show the settings you must specify for the policy.
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 Policy properties — AttributesOn the Attributes tab, configure the following:
 • Policy type: Select DataStore• Active: Select this to enable the policy and make sure that the time
 shown is either current or in the past.
 You can modify other options on this tab as required.
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 Policy properties — Schedules• On the Schedule Attributes tab, set Retention to Infinity
 • On the Schedule Start Window tab, set Duration to 7 days.
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 Policy properties — Clients• Client name: Set this to be the name of the computer that runs the
 Enterprise Vault Storage Service.
 Configuring an Enterprise Vault vault store partition
 This section describes how to create a new vault store partition and configure it so that NetBackup Server is used as the migrator software.
 There are two ways to create a new partition:
 • Create a new vault store: the New Partition Wizard starts automatically so that you can create the first partition in the new vault store; see The New Partition wizard on page 20.
 • Create a new partition in an existing vault store: to create a new vault store partition from the Administration Console, right-click the vault store and, on the shortcut menu, click New and then Partition. The New Partition wizard starts; see The New Partition wizard on page 20.
 It is also possible for you to modify an existing partition so that Collection files can be migrated to NetBackup Server, as follows:
 1. Double-click the partition to display its properties.
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 2. Under File collection software, click Change.
 3. Select Enterprise Vault and click OK.
 4. Click OK to close the partitions’ properties.
 5. Double-click the partition to display its properties again. There are now three extra property tabs that you can use to configure the partition so that NetBackup Server is used as the migrator software. The settings are the same as those you specify in the wizard when creating a new partition. For details, see the description of the wizard in The New Partition wizard.
 The New Partition wizard1. On the Welcome page, click Next.
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 2. Enter a Name and Description for the new partition and click Next.
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 3. Select a storage type for the new partition and click Next:
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 4. Specify the device for the new partition and click Next:
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 5. Specify whether to share archived items.
 Specify whether to create the vault store partition with security ACLs on the folders in the partition and then click Next:
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 6. Select Enterprise Vault as the file collection software to use and click Next:
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 7. Specify a time for collections to take place.
 Specify the maximum size for collection files and click Next.
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 8. Enter the age at which you want files to be collected.
 Select Migrate collection files to secondary storage and click Next:.
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 9. Select VERITAS NetBackup as the file migrator software and click Next:
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 10.Specify the age at which you want collection files to be migrated by NetBackup.
 Specify the age at which you want files to be deleted from the primary storage and then click Next:
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 11.Click Finish:
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 12.Click Close:
 The new partition has now been created. You must now modify the properties so that Collection files can be passed to NetBackup Server.
 To modify the partition properties:
 1. In the right pane of the Administration Console, double-click the new partition to display its properties.
 2. Click the Advanced tab.
 3. In the list, double-click NBU_Policy and then enter the name of the NetBackup Server policy that is to be used with Enterprise Vault. This is the name of the policy that you created on NetBackup Server. Click OK.
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 4. In the list, double-click NBU_Server and then enter the name of the NetBackup Server computer. Click OK.
 5. Click Test to check that the entries you have made are valid.
 6. Click OK to close the vault store partition properties.
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 Troubleshooting
 Failed to archive: Event 6954NetBackup Client on the Enterprise Vault server is configured automatically by Enterprise Vault. However, if the configuration is not correct for some reason, errors such as the following are logged:
 Event Type: ErrorEvent Source: Enterprise VaultEvent Category: NoneEvent ID: 6954Date: 01/07/2005Time: 15:59:36User: N/AComputer: DEMODescription:The 3rd party Migrator application 'NBU Migrator' has logged the following message:
 Failed to retrieve file (error 00000003: System detected error, operation aborted.). Check the NBU Activity Monitor.
 Note that the text of this event can vary, but the event ID is always 6954. Also, it is possible for there to be one item archived successfully and for the remainder to fail.
 The most likely cause of this problem is that, the NetBackup client does not have the same client name as that specified in the NetBackup Server policy.
 To check the NetBackup client configuration:
 1. On the Enterprise Vault server, start NetBackup client (click Start, then All Programs, then VERITAS NetBackup, then Backup, Archive, and Restore).
 2. On the File menu, click NetBackup Client Properties.
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 3. On the General tab, check that Client name matches the name you entered in the NetBackup Server policy:
 4. Try archiving again.
 If the problem remains:
 1. On the Enterprise Vault server, start the registry editor, regedit.
 2. Navigate to the following key:
 HKEY_LOCAL_MACHINE \Software \VERITAS \NetBackup \CurrentVersion \Config
 3. Check that the value of Client_Name is exactly the same as the value that is used in the NetBackup Server policy and the NetBackup client.
 4. Try archiving again.
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 This appendix describes how to configure VERITAS Enterprise Vault™ and IBM Tivoli Server Manager. This enables Enterprise Vault Collection files to be migrated to an IBM TotalStorage DR550 Storage Device.
 Prerequisites• Enterprise Vault Version 6 or later, with the OSL Collector
 Migrator component included in the Enterprise Vault license keys file.
 • IBM Tivoli Storage Manager Server Version 5.2.2 or later.• IBM Tivoli Storage Manager Backup-Archive Client Version 5.2.2
 or later, including the Client API Components. This TSM Client software must be installed on the same computer as the Enterprise Vault Storage Service.
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 Configuring Tivoli Storage Manager Server
 To set up Tivoli Storage Manager Server:
 1. Start the TSM Server management console.
 2. Enter the following Server Command to set up archive data retention protection:
 SET ARCHIVERETENTIONPROTECTION ON
 3. Set the following values for the Archive Copy Group that is being used:
 Retain Version = 0
 Retain Minimum Days = 0
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 Retention Initiation = EVENT
 4. On the TSM Server computer, edit the dsmserver.opt file to set the value of EXPInterval to 1.
 The dsmserver.opt file is in the following folder:
 $TSM_INSTALL_PATH\$SERVER_NAME\
 For example:
 C:\Program Files\Tivoli\tsm\server2\dsmserv.opt
 Do the following on the TSM Client computer:
 1. Add the following to the dsm.opt file:
 ENABLEARCHIVERETENTIONPROTECTION YES
 The dsm.opt file is in the following folder:
 $TSM_INSTALL_PATH\baclient\
 For example:
 C:\Program Files\Tivoli\tsm\baclient\dsm.opt
 2. Set the DSMI_CONFIG system environment variable to point to the dsm.opt file.
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 Configuring an Enterprise Vault vault store partition
 This section describes how to create a new vault store partition and configure it so that NetBackup Server is used as the migrator software.
 There are two ways to create a new partition:
 • Create a new vault store: the New Partition Wizard starts automatically so that you can create the first partition in the new vault store; see The New Partition wizard on page 39.
 • Create a new partition in an existing vault store: to create a new vault store partition from the Administration Console, right-click the vault store and, on the shortcut menu, click New and then Partition. The New Partition wizard starts; see The New Partition wizard on page 39.
 It is also possible for you to modify an existing partition so that Collection files can be migrated to NetBackup Server, as follows:
 1. Double-click the partition to display its properties.
 2. Under File collection software, click Change.
 3. Select Enterprise Vault and click OK.
 4. Click OK to close the partitions’ properties.
 5. Double-click the partition to display its properties again. There are now three extra property tabs that you can use to configure the partition so that NetBackup Server is used as the migrator software. The settings are the same as those you specify in the
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 wizard when creating a new partition. For details, see the description of the wizard in The New Partition wizard.
 The New Partition wizard1. On the Welcome page, click Next.
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 2. Enter a Name and Description for the new partition and click Next.
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 3. Select a storage type for the new partition and click Next:
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 4. Specify the device for the new partition and click Next:
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 5. Specify whether to share archived items.
 Specify whether to create the vault store partition with security ACLs on the folders in the partition and then click Next:
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 6. Select Enterprise Vault as the file collection software to use and click Next:
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 7. Specify a time for collections to take place.
 Specify the maximum size for collection files and click Next.
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 8. Enter the age at which you want files to be collected.
 Select Migrate collection files to secondary storage and click Next:.
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 9. Select IBM TotalStorage DR550 as the file migrator software and click Next:
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 10.Specify the age at which you want collection files to be migrated by NetBackup.
 Specify the age at which you want files to be deleted from the primary storage and then click Next:
 48 Appendix C: Configuring IBM TotalStorage DR550

Page 263
                        
                        

Appendix C: Configuring IBM TotalStorage DR550
 11.Click Finish:
 Appendix C: Configuring IBM TotalStorage DR550 49

Page 264
                        
                        

Appendix C: Configuring IBM TotalStorage DR550
 12.Click Close:
 The new partition has now been created. You must now modify the properties so that Collection files can be passed to TSM.
 To modify the partition properties:
 1. In the right pane of the Administration Console, double-click the new partition to display its properties.
 2. Click the Advanced tab.
 3. In the list, double-click MANAGEMENT_CLASS and then enter the name of the TSM management class. Click OK.
 4. In the list, double-click NODE_NAME and then enter the name of the TSM Server computer. Click OK.
 5. In the list, double-click NODE_PASSWORD and then enter the password for the TSM node. Click OK.
 6. Double-click USER_NAME and then enter the TSM user name. Click OK
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 7. Double-click USER_PASSWORD and then enter the password for the TSM user. Click OK.
 8. Click Test to check that the entries you have made are valid.
 9. Click OK to close the vault store partition properties.
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